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Abstract—The purpose of this paper is to introduce a
technology-oriented SCM (Supply Chain Management) devel-
opment methodology, which can be used in the design of IoT
(Internet of Things) frameworks especially characterized by
supply chain processes. In order to meet DSC (Digital Supply
Chain) expectations, two areas are examined in detail during the
literature review. Firstly, the current SCM models are studied.
Secondly, Industry 4.0 requirements had to be surveyed. As a
consequence, challenges and gaps are identified for which we seek
the solution during our research. Based on the results, it can be
stated that digitization has definitely required an improved tech-
nological solution that IoT frameworks can provide. The result is
a technology-driven, IoT-based SCM development methodology
that serves as a basis for the design of such platforms, which
will manage supply chains. To prove the feasibility of the
proposed development methodology, the Arrowhead industrial
IoT framework is used for validation.

Index Terms—Industry 4.0, Supply Chain Management, Digital
Supply Chains, Productive 4.0, Arrowhead, IoT Systems, Devel-
opment Methodology

[. INTRODUCTION

The processes of digitization and automation are setting a
stronger pace than ever before, and they have a significant
effect on the dynamic development of the industrial domain.
The fourth industrial revolution — so-called Industry 4.0 [1] —
also poses challenges for organizational reformation, and it has
a significant impact on corporate and production processes.
The goal is nothing else but to increase productivity and
efficiency — the organizations would like to produce more
with their currently available resources — which is challenging
to reach without significant investments. Taking into account
the growing expectations for modern supply chains, there
is a clear need for technological innovation in which IoT
(Internet of Things) systems can help the supply chains to
adapt to new circumstances, and ultimately to transform the
original supply chain into DSC (Digital Supply Chain) [2].
However, a methodology specifically for this purpose has not
yet been developed. In order to define the suitable solution,
it is necessary to get to know the current SCM (Supply
Chain Management) processes and used models, taking into
account the Industry 4.0 expectations and — based on the
results — to examine what technological processes, tools, and
systems can be used to provide with the right result. Matching
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the SCM models with the expectations of Industry 4.0, as
a consequence, the gaps become visible. Supplementing the
knowledge gained during a thorough literature review with
empirical results, the paper’s novelty strives:

1) to cover the described technology-related SCM gaps;

2) to propose a technology-driven, IoT-based SCM (here-
after IoT-SCM) framework development methodology
specifically targeting the IoT domain.

The validation of the proposed IoT-SCM framework devel-
opment methodology is also presented on a real industrial IoT
framework, Arrowhead. Based on the results, the rule-set of
the proposed IoT-SCM methodology can be used to create and
manage supply chains with the help of IoT systems.

The rest of the paper is organized as follows. Section II
reviews the literature on the SCM and Industry 4.0 fields;
Section III examines the current challenges and research
gaps of DSCs. As the main contribution, Section IV covers
the identified gaps by introducing an IoT-SCM framework
and platform development methodology, which is validated
in Section V, using the Arrowhead framework. Section VI
concludes the paper.

II. LITERATURE REVIEW

Supply chains are expected to be digitized over several
iterations. Initially, it is easier to digitize technology-based
processes such as production or logistics; however, there are
parts, e.g., tendering, contracting, and other financial decisions,
which will certainly be even human-driven for a while, and
these areas will be suitable to rely more and more on technol-
ogy and automated solutions in a later phase. Consequently,
implementing the Industry 4.0 requirements is already having
a big impact on the production and logistics, which leads to the
management of a smart, efficiency-oriented, and value-driven
supply chain.

To understand the motivation behind this technological
change, it is necessary to examine how traditional supply
chains are structured and function; furthermore, align this
operation with Industry 4.0 expectations. This can reveal how
the traditional, manual, mainly human-operated supply chains
can transform into DSCs.

A. Managing Supply Chains

Basically two cross-functional, cross-firm and process-based
SCM approaches exist: the SCM Framework [3], [4] and the
SCOR (Supply Chain Operations Reference) [5], [6] model.
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1) The SCM Framework: In this terminology, the main fo-
cus is on relationship management, which is broad in its scope,
including activities such as product development, demand
generation, relationship management, and returns avoidance.
This breadth is why the participation of all the functional
areas is critical in the SCM Framework. The model defines
eight processes that touch all aspects of managing the business.
Each process team is comprised of managers from all business
functions, including marketing, sales, finance, production, pur-
chasing, logistics, research, and development, as Fig. 1 shows.
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Fig. 1: SCM Framework [4]

2) The SCOR model: 1t is a process model of an industry-
independent approach for supply chains. The model enables
SCM methods to be shared and co-developed in the supply
chain according to the parties’ needs. The SCOR can be
recognized as a reference model that can be used as a starting
point for supply chain planning or development across the
border of different companies. It can be used as an analysis and
optimization tool for identifying the weaknesses of existing
models. SCOR provides three-levels of process detail and
optionally another one for company-specific considerations. At
this level, the model provides an opportunity that companies
define practices and individual SCM methods to attain com-
petitive benefits and adjust to changing business conditions,
as Fig. 2 shows. The SCOR model visions four main fields
along with the proper SCM can be realized:

o Processes: Standard descriptions of management pro-

cesses and process relationships;

o Performance: Standard metrics to describe process per-

formance and define strategic goals;

o Practices: Management practices that produce signifi-

cantly better process performance;

« People: Standard definitions for skills required to perform

supply chain processes.

3) Comparison of the approaches: Based on a thorough
review [4], the SCM Framework and SCOR are similar because
both of them support cross-functional involvement and also
realize that company functions cannot be replaced by business
processes. However, the number of functions included in
each framework is different, and the type of cross-functional
involvement differs. In the case of SCOR, the cross-functional
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Fig. 2: SCOR model [6]

involvement is pursued primarily within three functions:
logistics, production, and purchasing. While SCOR includes
enabling as a process, the activities included resembling the
SCM Framework’s management components. Focusing on
just three functions might make SCOR easier to implement,
but this means that other areas that affect the supply chain
such as research and development, marketing, or finance will
be less emphasized - which, in contrast, are addressed by the
SCM Framework.

B. The Revolution of Industry

Changes in the industry affect not only manufacturers but
also those processes that support production. Based on the
literature [1], [7], the definition of Industry 4.0 can be sum-
marized as a general terminology and concept for the fully-
digitized production. In the modular Smart Factories of Indus-
try 4.0, various Cyber-Physical System (CPS) processes can
be monitored through virtual mapping and decentralized real-
process decisions. Real-time communication and collaboration
can take place between people and machines or between either
of them. With the support of the IoT domain, internal and
external organizational services can be provided and accessed.
According to the terminology, the general requirements of
Industry 4.0 are focused on the following terms.

1) Interoperability: In the Smart Factory concept, all CPSs
within the factory can communicate with each other through a
well-defined interface — from the workpiece carriers, through
the assembly stations to the handling of products. This means
the interconnection and collaboration of different machines,
vehicles, equipment, and people through IoT.

2) Virtualization: The virtual mapping of the factory means
that CPSs are monitored based on real-time data coming from
different sensors. The data extracted from the sensors are
linked to the factory’s virtual model and various simulation
models, whereby the physical world can be mapped and
represented virtually. For a factory, the virtual model includes
the status of all CPSs what helps the operators to react to
different, unexpected events instantly.

3) Decentralization: The demand for individual products is
increasing, and defining the core manufacturing processes is
getting more and more difficult. The CPS approach allows
making independent decisions in certain situations where
intervention is required from a higher entity than the physical
system itself, such as in cases of failures or unexpected events.
In predefined manufacturing, services provided by machines
can identify production workflows. Therefore, instead of fully
centralized and controlled production, decentralized produc-
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tion can occur, which requires a well-defined production
framework.

4) Real-Time Capability: This is required since operations
have been drastically accelerated in various segments of our
world — including industrial production and logistics. To
support different organizational processes, it is essential to
collect and analyze data in real-time. Industry 4.0-capable
systems can continuously monitor and examine the state of
the plants and the production. Thus, if a problem arises during
production, the factory can respond in real-time and redirect
the manufacturing process to another internal workstation or
even another external factory.

5) Service Orientation: Another crucial factor concerning
the feasibility of IoT and Industry 4.0 is the approach of
SOA (Service-Oriented Architecture) [8]. Services provided
by companies, CPSs, and people are available over digitized
infrastructures and can be used by other participants or offered
inside and outside the company. As a result, product-specific
operations can be implemented, e.g., by the RFID tag, and can
be adapted to customer-specific requirements, independently
from factories.

6) Modularity: This term suggests that a system can flex-
ibly adapt to the changes of the modular palette in case
of swapping, removing, or expanding modules (or systems).
In Industry 4.0, based on standard software and hardware
interfaces, new modules can be automatically identified and
used immediately.

III. SURVEY ON THE CHALLENGES OF DIGITAL SUPPLY
CHAINS

The emphasis of the DSC is not on whether raw materials,
goods, products or services are digital or not; the point is that
the management of supply chain processes will be digitized,
using new technologies such as crewless vehicles and cloud
computing, among others [2]. The more stakeholders who
use digital solutions, the easier it is to drive information
transparency, track goods, and optimize. As the supply chain
becomes more distributed, digital transformation and stake-
holder integration in a common SCM platform can bring
benefits. Combining this with emerging SCM-related tech-
nologies, great opportunities can be provided for businesses to
understand the supply chain better, reduce costs, and increase
the speed, quality, and flow of goods.

The increase in same and next-day delivery has created a
level of demand that puts new pressure on businesses. As
demand grows, the entire supply chain evolves rapidly from a
functional orientation to global and interconnected networks.
There are many new and emerging ways for companies to
reshape their supply chain to meet the needs of modern cus-
tomers. Advanced technologies such as artificial intelligence
(AD) [9], blockchain [10], and in general, automation [11] are
being integrated into the DSCs, integrating data and any other
resources from different locations to drive the distribution of
manufactured goods along the value chain.

Of the two SCM models introduced earlier, the SCM
Framework is complete in the sense that it also covers man-
agement processes, while the SCOR is much more concerned
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with logistics, production, and purchasing. However, as has
been emphasized before, certain decisions cannot be brought
fully automatically, such as tendering, contracting, and other
financial decisions, where the human factor still plays a major
role due to specific agreements and bargains. Nevertheless,
the SCOR approach’s scope aims to cover exactly those
areas (logistics and production) in more detail, which can be
automated on the technological levels. It should be noted that
with the help of smart contracts [12], purchasing has already
moved in the automated direction, but here the human factor
is still significant.

Considering the scope, we analyze SCM’s challenges ac-
cording to the SCOR approach — due to its more techni-
cal nature. Therefore, the following subsections will review
the challenges from the SCOR-defined fields, i.e., process-,
performance-, practice- and people-related points of view.

A. Process-related challenges

1) Market growth: The cost of production is significant
from research through development to product introduction.
Therefore, the primary purpose of companies is to expand
the emerging markets and to increase profits. Access to new
market areas is difficult, especially when it comes to foreign
countries, as trading policies, different fees, and government
regulations may vary. The number of suppliers is also expand-
ing. In this ever-expanding market, it is also challenging [13]
to plan the supply chain in the beginning. The challenge is to
find the appropriate supplier with the proper solution. Another
challenging factor is reaching new customers. A further result
of market growth, the efficiency of the supply chain is even
more dependent on the proper tracking, authenticating the
sending, receiving, and location of goods, which is a big
challenge. The lack of these can lead to unnecessary delays
and holdups, damaging the operations throughout the supply
chain. Periodic evaluations and redesigns are required to be
efficient and effective as possible. These adjustments respond
to market changes — changes such as the introduction of new
products, global sourcing, the availability of credit, and the
need to protect intellectual property. These risks need to be
identified and quantified to allow for control and mitigation.

2) Individual needs: The modern supply chains are com-
plex. If we add products that are continually changing, the
challenge is even higher [14]. The customers are putting
continued pressure on companies for newer innovations, which
allow them to stay competitive. In order to improve the
products, companies need to transform their supply network.
To respond to market needs, companies should adapt the
production flow according to the needs of customers and grant
a broader scope of activities, which in most cases, involves
modifying the established processes. The time for introducing
new products — and thus the time for manufacturing itself is
decreasing. This is an increasing challenge for manufacturers,
as high-quality products must continue to be guaranteed in
lesser time. While expanding the product range, there is
another pressure on manufacturers to produce high-quality
products that are secure and safe. Untrustworthy or defective
products can ruin the company’s reputation, which can only
be slowly, but in most cases, never fully recovered.
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3) Globalization: Reducing costs is one of the biggest
challenges for organizations. Therefore, to reduce the price,
companies have moved to manufacture in countries where
production costs are lower. However, customers want to get
their products not only cheap but in time. Although production
will be cheaper this way, cross-border transportation is needed,
which can lead to delays; even a small decline in supply chain
efficiency can have a significant impact on productivity and
profitability. Without accurate status reports, supply chains can
lose resources and time, making it more difficult to meet with
the preplanned goals. In order to support globalisation [15],
there is a need for an effective global procurement network that
is capable of fully supporting the supply chain and responding
to its needs in time. The careful selection of a strategic
supplier is also outstanding. It can ensure the appropriate
manufacturing locations and various production-supporting
services on high quality. Consequently, in the globalization of
manufacturing operations is important to have a global supply
chain network that can effectively support and quasi in real-
time response to the needs of the supply chain.

B. Performance-related challenges

1) Analytics of supply chain: According to the requirement
of supply chains to be adaptable and react quickly to unex-
pected events or changed needs, real-time processing of data
generated in the supply network is essential. Collecting the
growing amount of supply chain data is not really a problem,
but its effective analysis is [16].

2) Cost-control: Operating costs are under immense pres-
sure from rapid changes in various factors such as rising mate-
rial and energy prices, fuel and freight costs, fast technological
changes, new regulations, and more global customers [17].

C. Practise-related challenges

1) Lack of Transparency: Traditional supply chains are
often non-transparent and complex to understand. This makes
it difficult to track and plan how goods and resources move
through the supply chain [18]. Without complete transparency
the optimization and efficient management are nearly im-
possible. This problem is exacerbated by older software and
system solutions that do not allow information to be collected,
managed, and transmitted efficiently.

2) Trusted resource exchange: Without trust, resources
and information cannot be shared, and thus supply chain
managed effectively. With the spread of digitization, there is
an increasing need to rely on technological solutions, which
poses new risks. A well-designed system provides plannable
and predictable results as well as better supplier and partner
relationships [19].

D. People-related challenges

1) Stakeholder integration: The consolidation of stakehold-
ers can bring many advantages, and it can eliminate supply
base variances and overheads [20], among others. Here, the
challenge is to find a supplier who has the most efficient
solution for the given problem. However, supply chains need
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to be as fast as possible to meet the demands of modern
consumers. A complex, legacy supply chain often relies on
the goodwill and established norms to work well. When
these areas are challenged by increased demand or external
disruption, relationships can suffer, together with the quality
and timeliness of supplying products. It is a must to create,
understand, and follow commonly agreed standards to better
understand current performance and opportunities for improve-
ment. This is an area that can become automated in a well-
controlled and planned environment.

2) Governance and regulation-related challenges: A big
challenge in the implementation of DSCs is to involve the
massive and growing volumes of data produced today, and
the tension between protecting internal data while still shar-
ing product and consumer information with partners across
distributed supply chains [21]. This is especially true for per-
sonal and sensitive personal data. For their protection, multi-
government regulations have been established, and one of the
best known of them is the GDPR (General Data Protection
Regulation) [22]. The goal of GDPR is to protect the privacy
of EU citizens expressly. While many firms believe that GDPR
does not affect them because they are outside of Europe or
do not directly handle customer data, in most cases, this is
not true. Supply chains often cross borders and continents.
Therefore, it is very important to ensure legal-compliance
within these supply chains in all cases. As a result, companies
must take special care when transmitting customers’ or even
suppliers’ personal data. Besides, it can be stated that non-
compliance with the regulations can lead to a huge, and in
some cases, fatal monetary loss. Following the example of
GDPR, damages for non-compliance could amount to €20
million or a maximum of 4% annual worldwide turnover [22].

E. Research gaps related to digital supply chains

Based on the previously-presented challenges and taking
into account a comprehensive, supply chain-related research
presented by [2]; the following subsections will address the
current gaps.

1) Lack of development frameworks: Very incomplete,
quasi no methodology is provided for digital SCM. These
principles would help managers and developers to build,
deploy, and use digital platforms specifically designed for
DSC-related processes.

2) Lack of technology: DSCs are different from the cur-
rently widespread supply chains. Decisions in the DSC-context
require new tools and technologies that take into account
the digitization environment. DSC will affect maintenance,
quality, inventory management, logistics, production planning,
and procurement, among other issues, where there must be a
system capable of bringing intelligent decisions; analyzing big
data; transferring information and resource in an automated
way; modeling digital twin; maintaining cybersecurity, and
provide with modularity and flexibility [23].

3) Lack of integration: There are numerous barriers to
the rapid implementation of DSC from both managerial and
technological perspectives. Organizations are at the edge of
competition to transform their supply chains digitally. Thus,
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technology-related expectations addressed in the previous sub-
sections need to be resolved and implemented; furthermore,
integrated in real-time. There are only a few studies on how
to deal effectively with the transition from traditional supply
chains to DSCs.

In the next section, a methodology will be introduced in
line with the gaps that can help build DSC-compliant IoT
platforms. The proposed methodology takes into account the
main technological areas and also addresses integration issues.

IV. SCM-SPECIFIC DESIGN METHODOLOGY FOR [0T
FRAMEWORKS

Based on the challenges presented in the previous sections,
there is a clear need for a standard or guidance with which
those needs can be served. Although many gaps have been
identified in many articles, there is still no precise technical
recommendation specifically describing how DSC could be
supported. However, the presented gaps provide great help
to define the exact requirements. The following subsections
present the main pillars of our proposal on which the technical
solution can be based. In some cases, there were already rec-
ommendations in the literature; still, they no longer fully meet
the new requirements. Therefore, in addition to the novelties,
we also supplemented the previously defined terminologies
and processes, making them Industry 4.0 and DSC compliant.

A. Basic architecture

According to Sampson and Froehle [24], the basics of
manufacturing supply chains are very similar to each other.
As Fig. 3 shows, the traditional supply chain was a one-way,
unidirectional chain where consumers may have an impact on
product design, but they are mostly out of the production.

___________ Product |,
H Design E
v ¥ ;
—>| Supplieﬁl—»[ Manufacturing }—>| Distribution |—>| Retailing
Disposal or
Recycling

Fig. 3: Unidirectional supply chain — Traditional approach [24]

As mentioned in the challenges, on the one hand, nowadays,
it is becoming increasingly crucial for the modern consumer
to get individual products. On the other hand, the shortness of
time from order to delivery is an increasingly critical factor.
Traditional supply chains cannot serve this expectation. Here
came the realization that the unidirectional chain needs to be
made bidirectional. In response to this gap, the UST (Unified
Services Theory) [24], [25] came alive, where the supply chain
consumers have an expanded role; thus, the traditional one-
way chains become bidirectional. This approach divides the
supply chain roles into two major groups of stakeholders, and
it led to the service provider—consumer model, as shown in
Figure 4.

Based on the model, the provider can be a supplier for any
resource or service requested by the consumer. This approach
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is the same as the service-oriented expectation advocated by
Industry 4.0; therefore, the architecture for IoT-SCM design
will be SOA; thus, at the same time, the bidirectional supply
chain concept and the Industry 4.0 expectation are met.

In relation to SCM, three major dimensions have been iden-
tified following the literature review where the supply chains
can be supported on technology level: Collaboration [26]-[28];
Combination (and integration) [29]-[31]; and Control [32]-
[34]. In the following, the main activities will be introduced;
besides, their further sub-activities will be defined.

The concept of CCC (Combination, Collaboration, Con-
trol) [35] can be seen in Figure 5. This model summarizes the
technological requirements for developing a DSC-compliant
[oT-SCM system.

Collaboration

Combination Control

Process
Integration:
e

Trust -

2 Enhancement ¢

<\r . Jgint Knowledge o J

Information Sharing

Fig. 5: Combination, Collaboration, Control

B. Collaboration - a main activity

Based on the presented research [26]-[28] and experimental
results, it can be stated that it is one of the most important
pillars within the supply chain in achieving effective produc-
tion.

Collaboration ensures communication between participants
of the supply chain and allows for the human-CPS partnership.
Logistics processes, stakeholders, and production management
require a well designed SCM [36]—[38]. Developing the supply
chain network is always project and domain-specific, but
the foundations are still similar. In this activity, the focus
is on the relationships between suppliers and manufacturers,
companies, and manufacturers, and last but not least, between
companies and consumers, where there is a provider-consumer
relationship between everyone. In order to create an effective
collaboration, it is necessary to make cooperation techno-
logically available. The verb cooperation is often used as a
synonym for collaboration, but there is a significant difference
between them. The target is the same, but the approach is not.
Cooperation means that every participant is working to achieve
the primary goal together with their own benefits; in this

DECEMBER 2020 « voLUME XII « NUMBER 4




INFOCOMMUNICATIONS JOURNAL

aspect, the collaboration combines cooperative activities for a
greater purpose. Another important aspect of the collaboration
is that the partners equitably distribute the risks, costs, and
rewards of the production within the chain [39]. To aim this,
frequent, balanced, bidirectional, and multilevel information
sharing is needed that indicates a close relationship between
the partners [40].

Furthermore, during collaboration, it is necessary to share
not only information but physical resources as well; however,
the information and resource sharing are impossible without
trust. Trust is the foundation of every high-performance supply
chain, and transparency is a critical element of building trust
between members of the chain [41]. Trust helps contact
between the participants, resulting in long-term collaboration
and greater benefits. However, trust also includes providing
proper security for communication, data, and different artifacts
created by the chain. Based on these, the Collaboration
main activity can be divided into four sub-activities, i.e.,
cooperation, information sharing, resource sharing, and trust
enhancement.

C. Combination - a main activity

The term “combination” in this context refers to the
integration of several continuous or similar, independently
executed processes, or any kind of resources [29]-[31], and it
places more emphasis on central planning, ownership, which
is governed by contractions.

The combination of supply chain processes means that the
company and its partners work in sync, based on common ter-
minology and standards, to achieve the specified business goals
through integrated business processes and information sharing.
To accomplish this, global processes must be inserted into the
supply chain [42]; furthermore, all supply chain members must
apply the same principles, standards, and procedures to reduce
the risks and improve the interaction between supply chain
partners and corporate strategy [4]. In this case, of course, it is
also necessary to ensure trust as well. The chain members need
to know that they can trust each other in every circumstance,
knowing that while doing everything they do, the rest of the
chain will act similarly.

Besides, processes in the supply chain must be continuously
monitored and optimized. This activity will provide the partic-
ipants with a better understanding of the market and the com-
petitive environment. This will result in a joint knowledge [43],
which can help future production thanks to the continuously
shared information and documented experiences. Based on
these, the Combination main activity can be divided into four
sub-activities, i.e., process integration, joint knowledge, trust
enhancement, and information sharing.

D. Control - a main activity

In the past, “coordination” was the term used conceptu-
ally [44]-[46], but according to the changes and the presented
expectations, now the coordination in itself has not been
proven expressive enough. It is an essential part of SCM but
can be subject to a more significant term, the Control [32]-
[34]. The participants and the processes need to be coordinated
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and controlled from managing inventories through production
management or different quality management to plan and
implement considerations.

In this aspect, it can be stated that the synchronization
of decision-making [47] is an important control-related task.
The decision synchronization is a must between participants
in a DSC; the common design, implementation, or process-
related questions have to be clarified. Furthermore, market
decisions such as pricing, decisions about various product
features, or the optimal order quantity regarding materials or
products are decision-based factors as well. Nevertheless, it
also has a critical issue that not everyone has the right to
make decisions at all levels, which is leading to conflicts. To
avoid this situation, a transparent framework, clear roles, and
coordination are needed [48].

Continuing this line of reasoning, the flow of information
must also be directed and controlled. It is important that
participants have access to information based on privileges
and that unauthorized people do not have access to business
secrets. The establishment and maintenance of information
security [49]-[52] is an essential condition for next-generation
systems, partly because they make it easier to comply with
legal rules such as GDPR. It follows from the management of
information sharing that the knowledge achieved during the
management of supply chain processes cannot be made avail-
able to unauthorized people either. This kind of knowledge
usually provides a competitive advantage to the actors in a
given supply chain over the competition.

In DSCs, resource sharing becomes dynamic, in some
cases fully automated; for example, on the production level,
robots are automatically allocated to production lines, or even
a production process is dynamically taken over by another
factory. Based on these, the Control main activity can be
divided into four sub-activities, i.e., decision synchronization,
information sharing, resource sharing, and joint knowledge.

E. System classification

Based on the CCC model defined in the previous sections,
it is possible to classify the planned IoT-SCM system’s sub-
systems. According to the sub-activities described in the CCC
model, it is possible to determine what activities a subsystem
is involved in, and the importance of the system can be
determined accordingly. In the CCC, seven sub-activities are
identified.

1) Grade I.: 1f a subsystem is involved in a minimum of
six out of seven sub-activities of CCC, it will certainly be an
indispensable subsystem from the entire system point of view.
All stakeholders need to implement and use it; therefore, it can
be considered as a mandatory subsystem, in this terminology,
a Grade I. system.

2) Grade II.: If a system is involved in three to five sub-
activities of CCC, then it can be considered as a less important
subsystem, which is necessary for a specific actor, or actors
of the supply chain, but not globally obligatory from the
whole supply chain point of view. Without them, the supply
chain can now work together, but perhaps not as effectively;
therefore, it can be considered as a supporting subsystem, in
this terminology, a Grade II. system.
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TABLE I: System classification

Sub activities Grade classification
[number]

6-7 Grade 1.

3-5 Grade II.

1-2 Grade III.

3) Grade III.: If a system is involved in one to two sub-
activities of the CCC model, then that system is specifically
important to only one actor, mostly some kind of local system
or application that is solely responsible for a particular sub-
activity. From a global perspective, it is among the least
dependable subsystems, in this terminology, a Grade IIIL
system.

According to the classification method, the Table I sum-
marizes the suggested Grades in relation to the sub-activity
numbers. Naturally, it can depend on individual decisions of
the given context, from which it follows that the borders may
change.

This kind of classification is important because, on the one
hand, the cross-operation within the supply chain requires
that actors use the same platform where it is a must to
know what systems are required to enable participants to
communicate and collaborate. On the other hand, reacting
to the new trends, new subsystems will be developed to
meet changing expectations. This classification technique also
helps to classify and integrate new systems into the existing
ecosystem, with the appropriate weighting.

F. Lifecycle management and toolchains

The modular approach of Industry 4.0 requires systems to
be integrated into industrial systems (e.g., CPS) as efficiently
and quickly as possible. This requires — among others —
up-to-date knowledge of the system states and the actions
needed at state transitions, and its success depends on the
consistent development and management of systems through
their lifecycle. Whereas systems in the industrial ecosystem
are constantly changing, new ones are integrated, old ones
are taken out; therefore, these actions must dynamically take
place, along with preplanned processes [53]. To this end, for
the IoT-SCM framework, a lifecycle model should also be
defined to support these procedures, as well as a toolchain
in line with the lifecycle model. Therefore, all supply chain
actors are aware of the need for such tools for the given IoT-
SCM system. Special care must be taken in the lifecycle and
toolchain management [54], [55]:

o to meet the Industry 4.0 requirements;

« to accommodate standard modeling techniques;

o to provide a single framework for the design, implemen-

tation, integration, and management of systems;

« to maintain the hierarchical and modularity expectations;

« to provide tools for the agile and dynamic construction

of systems;

« to enable the automatic deployment of systems;

« to enable interoperability and integrability for heteroge-

neous systems;

e to enable a service-oriented architecture guaranteeing

adaptable, loosely coupled, and late-bound services;
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furthermore, which can be measured, evaluated, and can adjust
to new trends and changes.

V. VALIDATION OF THE I0OT-SCM DEVELOPMENT
METHODOLOGY

The concept of the development methodology described in
the previous sections needs to be validated on a minimum
prototype implementation. For this purpose, the Arrowhead
industrial IoT framework will be used. The Arrowhead [56] is
an open-source project developed by ARTEMIS — Advanced
Research and Technology for Embedded Intelligence Systems —
the European Technology Platform for Embedded Computing
Systems. Now, Arrowhead has been further developed within
ECSEL Productive 4.0, which is an ambitious holistic inno-
vation project that aims to open up the opportunities for the
Digital Industry.

A. Basic Architecture of Arrowhead

In line with Industry 4.0 expectations, Arrowhead is also
based on the SOA. The framework envisions local automation
clouds capable of performing both local and remote tasks,
creating dynamic collaboration between different participants.
Besides, according to the other requirements of Industry 4.0
(i.e., flexibility and modularity), it supports the collaboration
of both legacy and newly built CPS architectures. Similar
to the UST concept (see in Figure 4), Arrowhead separates
service providers and consumers, as shown in Figure 6, in
line with SOA. The figure also shows the Arrowhead systems
(detailed in the next subsection) that all participants must
implement to use services from each other.

Core Systems and Services

Authorization
System

Service
Registry

Orchestration
System

Request 1

Application Systems and
Services

Service
Provider

Service
Consumer

Service

Fig. 6: Service-oriented approach of Arrowhead [56]

B. Arrowhead Systems and Classification

The current Arrowhead systems and their classification are
illustrated in Figure 7. As shown in Figure 6, in order for
the service-oriented operation to be realized, there are three
mandatory, Grade 1. systems.

1) Grade I. systems: In the Arrowhead terminology, these
are the so-called Mandatory Core Systems, which includes the
three basic pillars of the framework [56]:

e Orchestration System is a central component of Ar-

rowhead. The process of orchestration is essential in
support of service re-usability, service discoverability, and
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service composability. From an architectural perspective,
the Orchestration System is responsible for finding and
pairing service consumers and providers;

o Service Registry provides storage of all active services
registered within a local cloud and enables the discovery
of them for remote clouds too. A local cloud should
contain only one Service Registry. Here are all three im-
portant elements of SOA that are fulfilled: loose coupling,
late binding, and lookup;

o Authorization System provides Authentication, Authori-
sation, and optionally Accounting (AAA) of a system
consuming a produced service.

2) Grade II. systems: In the Arrowhead terminology, these
are the Supporting Systems, which help to create and operate
SoS (System of Systems). The set of Supporting Systems is
growing, as new ones appear according to current expectations.
They are involved in managing more sub-activities defined
in the CCC model. Such systems include QoS (Quality of
Service) Manager [56], System Configuration Store [56],
Gatekeeper System and Gateway [57], Event Handler [58],
Plant Description System [59], Translator System [60], Histo-
rian [56] and Workflow Choreographer [54], [61].

3) Grade IIl. systems: Alternatively, in Arrowhead, these
are the Local Cloud Specific Systems or Application Systems,
which are part of a CPS with sensory and functional capa-
bilities in the “real world”. Arrowhead does not make any
assumptions about what an Application System might be. It
can be a single sensor or a whole, large smart environment.
The emphasis here is rather on the fact that an Application
System provides and consumes services from the other local
cloud systems, and Mandatory Core Systems govern this
information exchange. For the most part, they perform a single,
specific sub-activity defined in the CCC model.

I. Mandatory Core Systems

Authorisation
System

Orchestration
System

Registry
Lt

Il. Supporting Systems

Event QoS System_
Handler Manager Configuration
— Translator Workflow Workflow
Description
System Choreographer

1ll. Local Cloud Specific Systems

Application Application Application
System 1. System 2. System X

Fig. 7: System classification of Arrowhead for the given example [62]

Historian
(Logger)

C. Examples for classification of Arrowhead systems

In the following sections, an example is provided regarding
the Arrowhead framework system-set: how to classify them to
the presented Grades according to the proposed methodology.
Table II summarizes the results of classification.
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Grade I. - Orchestration System
This system provides the matchmaking within Arrowhead,
basically participating in all sub-activities of the CCC models.

1) Information Sharing: An enabler through creating the
connection between the service consumer and provider;

2) Resource Sharing: Enabling the consumer to connect the
needed service resource and control the flow;

3) Decision Synchronization: Controlling the matchmaking
process, often through information gathered from other
Supporting Systems;

4) Joint Knowledge: Since the processes get to be transpar-
ent with coordination of the Orchestration System, the
supply chain participants can get valuable knowledge
about the current supply chain, its gaps, and how they
can improve the supply chain processes;

5) Process Integration: With the usage of a common frame-
work, the different processes of the supply chain partici-
pants will be integrated, which leads to everyone having
the same understanding of the processes; therefore, the
Orchestration System maintains the agreed processes;

6) Trust Enhancement: The service discovery is available
between the remote and local cloud; therefore, the
Orchestration System is also responsible for facilitating
external communication over the Global Service Discov-
ery mechanism;

7) Cooperation: Create the connection between the partic-
ipants of the supply chain and control the cooperation.

Grade II. - Workflow Choreographer
This system manages workflows based on the production plan.

1) Information Sharing: It handles and provide useful, real-
time information about the production;

2) Resource Sharing: The Workflow Choreographer con-
trols the workflow in a distributed way. It instantiates the
distributed Workflow Executors and allocates services to
them based on the available resources;

3) Decision Synchronization: During the production, it
manages distributed workflow execution and also brings
smart decisions based on the unexpected events;

4) Joint Knowledge: After the workflow execution, useful
knowledge can be gathered about the executed workflow,
which opens the way for proactive maintenance and
process optimization.

Grade III. - Temperature Sensor
The temperature sensor is located in a room of the factory.
1) Information Sharing: It provides information about its
parameters such as temperature, general condition, lo-
cation, among others.

D. Lifecycle and toolchain management in Arrowhead

As shown in Figure 7, the Arrowhead framework already
has several systems — and the status of this ecosystem is
constantly changing, where new systems will appear, old ones
are restructured, or will be retired. Besides the expectation
that all supply chain participants will work together using the
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TABLE II: System classification of Arrowhead systems

CCC Orchestration | Workflow Temperature
Sub activities System Choreographer | Sensor
Information

Sharing x X X
Resource

Sharing X X

Joint

knowledge X X

Trust

Enhancement X

Cooperation X

Decision

Synchronization X X

Process

Integration X

Summary 7 4 1
Grade L 1L 1I1.

same processes and technological solutions, Arrowhead also
allows participants to create their own Application Systems,
which are then used locally or even be used by external
actors. Accordingly, to make the development and integration
dynamic, and even be accessible by external clouds, it is also
necessary to determine the lifecycle of the systems and the
tools used during the lifecycle. For this purpose, new lifecycle
management [63], besides a new toolchain model [64] have
been developed for Arrowhead. Although the trigger was
to define models to the Arrowhead, these were universally
designed to provide a good basis not only for the Arrowhead
but for the SoS environments.

VI. CONCLUSION

The novelty of this paper is to introduce a newly designed
development methodology for IoT-based SCM frameworks
and platforms. First, the related literature was reviewed to
understand the motivation behind, examining the main SCM
modeling approaches and changes brought by Industry 4.0.
Based on the approaches and changes, the challenges and
the gaps were identified. As a result, loT-based frameworks
and platforms have been identified to be a solution to support
DSCs. Accordingly, a specific [oT-SCM development method-
ology has been developed, which defines these platforms’
characteristics by three main activities, namely the Collabora-
tion, Control and Combination, and their related sub-activities.
Also, the SOA has been proposed as the basic architecture
of the methodology. Besides, a classification technique of
the systems is introduced as well, covering the requirements
of modularity and flexibility, among others. The presented
methodology has been validated by an existing industrial
IoT framework, the Arrowhead. The introduced development
methodology presented by this paper can serve as useful
guidance for IoT-SCM system developers. The model covers
the needs of Industry 4.0 and DSC as well. Industry 4.0 is
still under standardization; therefore, the requirements could
change in the future, just like the expectations of DSCs. On
the one hand, the [oT-SCM development methodology must
adapt to the changing industrial trends. On the other hand,

the relevance of the presented methodology needs further and
continuous review and fine-tune.
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