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The Internet of Things (IoT) and cloud technologies are
increasingly implemented in the form of Cyber-Physical Systems
of Systems (CPSoS) for the railway sector. In order to satisfy the
security requirements of Cyber-Physical Systems (CPS), domain-
specific risk identification and assessment procedures have been
developed. Threat modelling is one of the most commonly used
methods for threat identification for the security analysis of
CPSoS and is capable of targeting various domains. This paper
reports our experience of using a risk management framework
to identify the most critical security vulnerabilities in CPSoS in
the domain and shows the broader impact this work can have
on the domain of safety and security management. Moreover,
we emphasize the application of common analytical methods
for cyber-security based on international industry standards to
identify the most vulnerable assets. These will be applied to a
meta-model for automated railway systems in the concept phase
to support the development and deployment of these systems.
Furthermore, it is the first step to create a secure and standard
complaint system by design.

I. INTRODUCTION

Cyber-physical systems (CPS) in the railway industry are in-
creasingly being developed using IoT and cloud services, em-
ploying generic commercial-off-the-shelf (COTS) components
and heterogeneous communication protocols, which raises the
potential for cyber-attacks. The challenge is that cyber attacks
on critical infrastructure in the rail domain are increasing
in intensity. This will raise concerns about employee safety,
potential security risks including the loss of sensitive informa-
tion, reputational damage, financial loss and faulty decisions.
Moreover, IBM statistics show that the railway industry is
impacted by numerous types of cyber attacks: SQLi (SQL
Injection), DDoS (Distributed Denial of Service), malware,
brute force, tampering, phishing, etc [1]. For instance, Danish
Railways reported that hackers perpetrated a massive DDoS
attack on the Danish State Railways (DSB) in May 2018 that
crippled part of its operations, including ticketing systems and
communications infrastructure [2]. Therefore, we will perform
a comprehensive safety and security analysis, taking into
account the wireless communication used in networked and
autonomous rail vehicles and modern management systems

that enable communication between such CPS. In order to
provide the required and appropriate mitigation measures,
we have considered the risk management process, which is
responsible for identifying, analysing and assessing potential
threats and their mitigation such as ISO 27001 and NIST SP
800-30 [3], [4] investigated in order to enable appropriate
planning [5]. In order to satisfy risk management demands for
a CPSoS we adopt a methodology focused on system assets,
to identify potential threats affecting the system. This requires
system awareness to identify the most critical assets [6]. How-
ever, security breaches are tolerated more easily if a company
can prove that the system under consideration was vulnerable
despite being compliant with an international security standard
[7], [8]. Therefore, we will use the existing guidelines and
recommendations of IEC 62443-3-3 [9] to investigate the
system’s compliance to be developed. The system’s config-
uration reflects the level of compliance. This is based on the
security controls given by the standard recommendation. In
our use case, we show the analysis of communication chan-
nels between different system components. For this purpose,
we employ an IoT framework as a Separation Kernel (e.g.
Arrowhead [10], [11]) to provide an additional abstraction
layer to handle the registration, authentication, authorisation
and encryption between system components.
We discuss our experience concerning the most vulnerable
components of the use case, “a CPSoS in the railway do-
main,” in a cyber-attack event. Moreover, we identify and
assess potential threats and present samples related to STRIDE
categories. In addition, we investigate the categorisation of po-
tential threats to the system and most vulnerable components.
Furthermore, for each threat identified, we discuss how the
appropriate security controls extracted from IEC 62443-3-3
can be used as countermeasures to mitigate them. The paper
is organized as follows; Section II presents state of the art
on model-based approaches for security analysis, security risk
assessment methods for connected vehicle systems, and anal-
ysis of information flow security CPS. Section III describes
the case study and presents the risk management framework.
Section IV discusses major challenges and concludes the risk
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of Systems (CPSoS) for the railway sector. In order to satisfy the
security requirements of Cyber-Physical Systems (CPS), domain-
specific risk identification and assessment procedures have been
developed. Threat modelling is one of the most commonly used
methods for threat identification for the security analysis of
CPSoS and is capable of targeting various domains. This paper
reports our experience of using a risk management framework
to identify the most critical security vulnerabilities in CPSoS in
the domain and shows the broader impact this work can have
on the domain of safety and security management. Moreover,
we emphasize the application of common analytical methods
for cyber-security based on international industry standards to
identify the most vulnerable assets. These will be applied to a
meta-model for automated railway systems in the concept phase
to support the development and deployment of these systems.
Furthermore, it is the first step to create a secure and standard
complaint system by design.
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ploying generic commercial-off-the-shelf (COTS) components
and heterogeneous communication protocols, which raises the
potential for cyber-attacks. The challenge is that cyber attacks
on critical infrastructure in the rail domain are increasing
in intensity. This will raise concerns about employee safety,
potential security risks including the loss of sensitive informa-
tion, reputational damage, financial loss and faulty decisions.
Moreover, IBM statistics show that the railway industry is
impacted by numerous types of cyber attacks: SQLi (SQL
Injection), DDoS (Distributed Denial of Service), malware,
brute force, tampering, phishing, etc [1]. For instance, Danish
Railways reported that hackers perpetrated a massive DDoS
attack on the Danish State Railways (DSB) in May 2018 that
crippled part of its operations, including ticketing systems and
communications infrastructure [2]. Therefore, we will perform
a comprehensive safety and security analysis, taking into
account the wireless communication used in networked and
autonomous rail vehicles and modern management systems

that enable communication between such CPS. In order to
provide the required and appropriate mitigation measures,
we have considered the risk management process, which is
responsible for identifying, analysing and assessing potential
threats and their mitigation such as ISO 27001 and NIST SP
800-30 [3], [4] investigated in order to enable appropriate
planning [5]. In order to satisfy risk management demands for
a CPSoS we adopt a methodology focused on system assets,
to identify potential threats affecting the system. This requires
system awareness to identify the most critical assets [6]. How-
ever, security breaches are tolerated more easily if a company
can prove that the system under consideration was vulnerable
despite being compliant with an international security standard
[7], [8]. Therefore, we will use the existing guidelines and
recommendations of IEC 62443-3-3 [9] to investigate the
system’s compliance to be developed. The system’s config-
uration reflects the level of compliance. This is based on the
security controls given by the standard recommendation. In
our use case, we show the analysis of communication chan-
nels between different system components. For this purpose,
we employ an IoT framework as a Separation Kernel (e.g.
Arrowhead [10], [11]) to provide an additional abstraction
layer to handle the registration, authentication, authorisation
and encryption between system components.
We discuss our experience concerning the most vulnerable
components of the use case, “a CPSoS in the railway do-
main,” in a cyber-attack event. Moreover, we identify and
assess potential threats and present samples related to STRIDE
categories. In addition, we investigate the categorisation of po-
tential threats to the system and most vulnerable components.
Furthermore, for each threat identified, we discuss how the
appropriate security controls extracted from IEC 62443-3-3
can be used as countermeasures to mitigate them. The paper
is organized as follows; Section II presents state of the art
on model-based approaches for security analysis, security risk
assessment methods for connected vehicle systems, and anal-
ysis of information flow security CPS. Section III describes
the case study and presents the risk management framework.
Section IV discusses major challenges and concludes the risk
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management process results. The road-map of our approach is
discussed in Section V.

II. RELATED WORK

State of the art research has revealed several model-based
approaches to manage risks posed to a system. Multiple
security analysis methods based on threat modelling utilising
data-flow diagrams were analysed for the CPS domain. Al-
though they have in common that they are model-based, they
employ different review methods to assess security risks for
networked, autonomous vehicles. Strobl et al. analysed threats
and vulnerabilities of connected vehicles, for which system
assets and data flows were specified to perform safety analysis.
A risk assessment of the threats and vulnerabilities potentially
targeting this system was carried out. This resulted in a threat
and vulnerability catalogue [12].

Ma and Schmittner [6] introduce guidelines for the im-
plementation of threat models. They propose using a threat
modelling approach specified in the ”SAE J3061” guidebook
[13] to identify threats and vulnerabilities. Hamad and Perve-
lakis have revised several existing threat modelling approaches
and their potential adaption in the automotive sector. This
has resulted in a hybrid threat model called SAVTA, which
combines several techniques developed for the automotive
industry. By identifying potential attackers and targets, an
abstract model is created to achieve a holistic model. Hamad
and Pervelakis concluded that effective protection measures for
threat prevention, countering threats have to be permanently
complemented [14].

Sheehan et al. [15] investigated the Bayesian Network
(BN) cyber-risk classification model for its ability to classify
the risk of vulnerabilities of a Connected and Autonomous
Vehicle (CAV) GPS. The purpose was to provide vehicle
manufacturers with a method to analyse CAV risk based on
known systems vulnerabilities. Moreover, they used the Com-
mon Vulnerabilities Scoring System (CVSS) as a standardised
framework to assess cyber threats in a CAV.

In addition, Schmittner et al. [16] show how threat mod-
elling for railway safety analysis might be conducted during a
development life-cycle based on IEC 62443. In their approach,
they have proposed the identification of threats in addition
to the IEC 62443-4-2 [17] security standard for Industrial
Automation and Control Systems (IACS). Another approach is
proposed by Shaaban et al. [18] for utilizing the concept of the
IEC 62443 on the component level instead of the system level.
By splitting, e.g. storage, processing units and interfaces into
independent zones, different criticality levels can be assigned
to these zones. This enables the mitigation of possible security
risks with the help of a gap analysis for the different zones.
Consequently, an application can be split into smaller portions
where one part may handle communication between zones, or
with other components while another zone may represent the
safety-critical part of the CPS of Systems.

Additionally, in the autonomous railway vehicle
requires safety measures to be applied. Therefore, besides
cybersecurity, the system that will be developed depends
on functional safety [19] as well as safety of the intended

functionality (SotIF) [20]. Functional Safety focuses on
reducing risks within a technological system to avoid
malfunctions and to ensure proper operation [21]. However,
functional safety does not include topics such as risks that
emerge due to insufficient performance of the respective
component and, consequently, safety of the intended
functionality should be considered, which deals with risks
caused by performance issues [21]. A sensor system not
detecting obstacles due to insufficient performance may lead
to a disaster. Therefore, one of our goals is to apply SotIF to
the autonomous railway vehicle and in a broader sense to the
railway sector which currently mainly deals with functional
safety.

A management process is specified in NIST SP 800-12
rev.1 [22] for developing a set of security policies, which de-
rives security rules from security objectives is recommended.
This process analyses the need for Confidentiality, Integrity,
and Availability (CIA) to represent a security goal. In the sys-
tem concept description, components, assets and cybersecurity
properties are specified as part of the system development
phase. Attackers could apply different malicious activities
against the system to exploit existing security vulnerabilities
within components and their corresponding assets. Therefore,
a potential threat targeting a vulnerability in the system also
affects the CIA’s security measures.

III. CONCEPT AND FRAMEWORK

In our project’s context, we aim to create a system archi-
tecture model and a component catalogue for an existing in-
terlocking system. It aims at developing ”Railway Operations
as a Service” (ROaaS) as the basis of a fully autonomous
CPSoS. As the existing interlocking system is already Safety
Integrity Level (SIL) certified, the original underlying system
architecture shall remain untouched to avoid the necessity of
re-certification.

Therefore, we propose integrating a risk management pro-
cess within this research to identify, assess, and treat existing
cyber risks. We will focus on communication topics, such as
the integration of external systems and devices in particular.

In fact, we chose this risk management process approach
because of the costs involved in designing and implementing
secure CPS, and there are no reliable statistics on the cost
differences between average day-to-day system development
on the one hand and security-conscious development on the
other. Anecdotal evidence suggests that security-conscious
systems are more expensive [23].

In this work, we develop a secure railway system architec-
ture. In order to represent the system model, we chose the
Systems Modeling Language (SysML). SysML is a common
modelling language often used by systems engineers, as dis-
cussed in [24]. SysML facilitates implementing all changes in
our proposed system model in the design phase of CPSoS.

We defined use cases targeting the intended operation of
the autonomous railway system. Moreover, we selected one of
these use cases presented in subsection III-A. Subsequently,
the required components, communication channels, and se-
curity assumptions are defined based on threat modelling.
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Fig. 1. Risk Management Process Model

Section III-B discusses the analysis process of identifying
potential threats in the given system model. According to
the identified threats, the risk evaluation process is conducted
to rate each threat and define the appropriate risk level, as
considered in Section III-C. Once risks have been assessed,
security requirements targeting potential threats were selected
based on IEC 62443-3-3, as explained in Section III-D. An
illustration of this process is given in Fig. 1.

A. Specification of the Use Case

We focused on communication topics to further develop
an existing industrial interlocking into a digital interlocking
system and manage autonomously operating railway vehicles
on secondary, less frequently used railway lines, such as the
secure integration of external systems and devices in particular,
e.g. COTS. Additional focus is given to their implementation
impact on risks and threats.
Therefore, this work utilises an IoT framework as Separation
Kernel (e.g., Arrowhead [10], [11]), which adds a layer of
abstraction to build a chain of trust in such an SoS for secure
communication. Moreover, the IoT framework architecture
aims to enable the creation of local automation clouds that
provide local real-time performance, security, inseparability,
and scalability through multi-cloud interaction. Through this,
it is feasible to manage various systems and, consequently, this
approach is not limited to one specific interlocking system.
On the contrary, by registering with the IoT framework, mul-
tiple systems can be controlled without manual configuration.
Furthermore, autonomous vehicles can be mounted or unreg-
istered on the fly. We have defined the system behavioural and
actuators through the case study requirement and the already
existing interlocking system. So we could identify the targeting
assets and the security objectives and created the use case
diagrams. All these steps enabled the creation of the Data-
flow diagram (DFD). A use case diagram of the backbone of
this system - the Separation Kernel as shown in fig. 2.

We identified four scenarios relevant for the coordination of
such a system:

Fig. 2. Use Case: System Enquiry Coordination by Separation Kernel

1) Register Service: Registers the service systems in
the IoT framework (ROaaS, Interlocking system, Au-
tonomous Railway Vehicles)

2) Register Service Authorisation: Authorisation privi-
leges are granted and allocated by the administrator of
the registered systems

3) Query Services Authorisation: Validates the orchestra-
tion service requests: actor identification and authorisa-
tion, origin and destination of the request

4) Service Orchestration: Manages requests from the reg-
istered service systems

B. Threat Modelling

The DFD in fig. 3 illustrates a portion of the communication
channels between the Separation Kernel and the several system
components. The Separation Kernel serves as the communi-
cation gateway for registration, authentication, authorisation
within the IoT framework and handles data encryption between
system components. According to the use case described in
section A, the interactions between the several system assets
are as follows:

1) Request: Registration, Authentication, Authorisation;
from Interlocking System, ROaaS, Autonomous Railway
Vehicles to Separation Kernel
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Fig. 3. DFD: Asset System Component Identifiable Data

2) Request: Stored system component identifiable data;
from Interlocking System back-end server to database,
ROaaS back-end server to database

3) Responses: Confirm Registration, Authentication, Au-
thorisation; from Separation Kernel to each Autonomous
Vehicle, ROaaS, and Interlocking System

Based on our DFD, we performed threat analysis using the
Microsoft Threat Modelling Tool 1. According to the threat
analysis, there are 31 threats identified in the given diagram,
as shown in Table I. These threats are classified based on the
STRIDE model [25] categories.

TABLE I
THE IDENTIFIED THREATS COLLECTION CLASSIFIED ACCORDING TO THE

STRIDE MODEL AND CIA3 OBJECTIVES

Threat Category No. of
Threats

Security Objectives
(CIA3)

Tampering 11 Integrity
Elevation of Privilege 8 Authorization
Spoofing 5 Authentication
Information
Disclosure

3 Confidentiality

Denial of Service 2 Availability
Repudiation 2 Auditing

The table summarizes the rate of all identified threats
and their classifications using the STRIDE model. Each cat-
egory of threat violates a specific security property (e.g.,
spoofing violates authentication, tampering violates integrity,
repudiation violates non-repudiation, information disclosure

1https://www.microsoft.com/en-us/securityengineering/sdl/threatmodeling

violates confidentiality, denial of service violates availability,
and elevation of privilege violates authorization). Accordingly,
we use CIA3 [14] as an extended version of the CIA according
to the violations of security properties. CIA3 establishes six
categories, as follows:

• Confidentiality - protect confidential data from unautho-
rized access

• Integrity - ensuring that data remains unchanged
• Availability - ensuring the access to an asset
• Authentication - ensuring that an entity is who it claims

to be
• Authorization - ensuring that only entities with permis-

sions can conduct certain actions
• Auditing - Ensuring the traceability of actions

As shown in table I, the most common identified threats
are considered in the integrity area for the asset system
component identifiable data. In addition, we have investigated
which threats may be allocated to the system components by
analysing the in- and out-data flows for each component. As
a result, the most affected component by 21 identified threats
is the autonomous rail vehicle.

C. Risk Evaluation

The risk evaluation process comes into account of this work
to assess each identified threat’s risk rate. We propose using the
DREAD model to analyse the risk for conducting a qualitative
risk analysis to assess, compare, and prioritise the severity
of risk posed by each potential threat. DREAD represents a
method to determine the impact of potential threats based on
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five foundational aspects: Damage Potential, Reproducibility,
Exploitability, Affected Users, and Detectability.

According to the DREAD scoring system [26] and classi-
fication, the assessment is carried out in terms of a particular
threat’s criticality. The result reflects the criticality of a par-
ticular threat to the system.
For scoring, threats are classified as high (3), medium (2)
and low (1). The points per category are awarded on the
assumption that the attack has been started successfully. The
formula for calculating the overall risk rate is as follows [26]:

Risk Rate = D +R+ E +A+D

• Damage Potential: What damage will be caused if the
threat occurs?

• Reproducibility: How easily can the attack be repeated?
• Exploitability: How much effort is required to trigger an

attack?
• Affected Users: How many users are approximately

affected?
• Detectability: How easily can the exploit be found?

Table II illustrates threats that impact the most critical
system component, which we identified as the autonomous
railway vehicle. These findings are based on communication
between the autonomous railway vehicle and the Separation
Kernel and are categorized based on CIA3 objectives and
DREAD scores. Although the Separation Kernel, as shown in
fig. 3 may appear to be the most critical system component,
as it is the central element and has the most inbound and
outbound data flows. However, in terms of component inter-
faces and increased security target allocation, the autonomous
railway vehicle is exposed to far more threats; in fact, the
autonomous railway vehicle communication is transmitted
wirelessly. Furthermore, there are physical interfaces that are
cumbersome to secure sufficiently. Consequently, we conclude
that security threats targeting critical cyber-physical systems
also affect safety. Therefore, a safety and security analysis
should be performed in a well-coordinated manner.

Afterwards, a set of security requirements needs to be
selected to mitigate risk emanated from the above potential
threats. The next section discusses the mapping approach
for addressing these threats by selecting a set of security
requirements for each threat.

D. Risk Treatment Based on IEC 62443-3-3

This section presents the mapping process between the
previously discussed potential threats and a set of security
requirements for addressing these system security issues. The
IEC 62443-3-3 is applied to create a set of security require-
ments against existing security threats. IEC 62443-3-3 defines
four security levels for each security requirement to define the
minimum and maximum security capability of each security
requirement against potential threats. The standard classifies
security requirements into seven groups called foundational
requirements (FR), as discussed in [9]. These FRs are defined
as:

• Identification and Authentication Control (IAC)

TABLE II
LIST OF THREATS WITH THE HIGHEST RISK RATE PER CIA3 CATEGORY

CIA³ Objective Threats
Title Spoofing on vehicle gateway

Description Spoof autonomous vehicle central gateway with a fake one
Category Spoofing
Risk Rate 11

Authentication

Severity Medium
Title Access to confidential data

Description Gain access to confidential data through SQL Injection
Category Information Disclosure
Risk Rate 15

Confidentiality

Severity High
Title SQL Injection

Description Compromise confidential data by performing SQL injection
Category Tampering
Risk Rate 15

Integrity

Severity High
Title Network Flooding

Description Deny actions on gateway due to flooding of network
Category Denial of Service
Risk Rate 11

Availability

Severity Medium
Title Unauthorized access to device

Description
Gain unauthorized access to privileged features on autonomous
vehicle central gateway

Category Elevation of Privilege
Risk Rate 11

Authorization

Severity Medium
Title Removing attack footprints

Description
Deny a malicious act and remove the attack footprints
leading to repudiation issues

Category Repudiation
Risk Rate 13

Auditing

Severity High

• Use Control (UC)
• System Integrity (SI)
• Data Confidentiality (DC)
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2) Request: Stored system component identifiable data;
from Interlocking System back-end server to database,
ROaaS back-end server to database

3) Responses: Confirm Registration, Authentication, Au-
thorisation; from Separation Kernel to each Autonomous
Vehicle, ROaaS, and Interlocking System

Based on our DFD, we performed threat analysis using the
Microsoft Threat Modelling Tool 1. According to the threat
analysis, there are 31 threats identified in the given diagram,
as shown in Table I. These threats are classified based on the
STRIDE model [25] categories.

TABLE I
THE IDENTIFIED THREATS COLLECTION CLASSIFIED ACCORDING TO THE

STRIDE MODEL AND CIA3 OBJECTIVES

Threat Category No. of
Threats

Security Objectives
(CIA3)

Tampering 11 Integrity
Elevation of Privilege 8 Authorization
Spoofing 5 Authentication
Information
Disclosure

3 Confidentiality

Denial of Service 2 Availability
Repudiation 2 Auditing

The table summarizes the rate of all identified threats
and their classifications using the STRIDE model. Each cat-
egory of threat violates a specific security property (e.g.,
spoofing violates authentication, tampering violates integrity,
repudiation violates non-repudiation, information disclosure

1https://www.microsoft.com/en-us/securityengineering/sdl/threatmodeling

violates confidentiality, denial of service violates availability,
and elevation of privilege violates authorization). Accordingly,
we use CIA3 [14] as an extended version of the CIA according
to the violations of security properties. CIA3 establishes six
categories, as follows:

• Confidentiality - protect confidential data from unautho-
rized access

• Integrity - ensuring that data remains unchanged
• Availability - ensuring the access to an asset
• Authentication - ensuring that an entity is who it claims

to be
• Authorization - ensuring that only entities with permis-

sions can conduct certain actions
• Auditing - Ensuring the traceability of actions

As shown in table I, the most common identified threats
are considered in the integrity area for the asset system
component identifiable data. In addition, we have investigated
which threats may be allocated to the system components by
analysing the in- and out-data flows for each component. As
a result, the most affected component by 21 identified threats
is the autonomous rail vehicle.

C. Risk Evaluation

The risk evaluation process comes into account of this work
to assess each identified threat’s risk rate. We propose using the
DREAD model to analyse the risk for conducting a qualitative
risk analysis to assess, compare, and prioritise the severity
of risk posed by each potential threat. DREAD represents a
method to determine the impact of potential threats based on
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five foundational aspects: Damage Potential, Reproducibility,
Exploitability, Affected Users, and Detectability.

According to the DREAD scoring system [26] and classi-
fication, the assessment is carried out in terms of a particular
threat’s criticality. The result reflects the criticality of a par-
ticular threat to the system.
For scoring, threats are classified as high (3), medium (2)
and low (1). The points per category are awarded on the
assumption that the attack has been started successfully. The
formula for calculating the overall risk rate is as follows [26]:

Risk Rate = D +R+ E +A+D

• Damage Potential: What damage will be caused if the
threat occurs?

• Reproducibility: How easily can the attack be repeated?
• Exploitability: How much effort is required to trigger an

attack?
• Affected Users: How many users are approximately

affected?
• Detectability: How easily can the exploit be found?

Table II illustrates threats that impact the most critical
system component, which we identified as the autonomous
railway vehicle. These findings are based on communication
between the autonomous railway vehicle and the Separation
Kernel and are categorized based on CIA3 objectives and
DREAD scores. Although the Separation Kernel, as shown in
fig. 3 may appear to be the most critical system component,
as it is the central element and has the most inbound and
outbound data flows. However, in terms of component inter-
faces and increased security target allocation, the autonomous
railway vehicle is exposed to far more threats; in fact, the
autonomous railway vehicle communication is transmitted
wirelessly. Furthermore, there are physical interfaces that are
cumbersome to secure sufficiently. Consequently, we conclude
that security threats targeting critical cyber-physical systems
also affect safety. Therefore, a safety and security analysis
should be performed in a well-coordinated manner.

Afterwards, a set of security requirements needs to be
selected to mitigate risk emanated from the above potential
threats. The next section discusses the mapping approach
for addressing these threats by selecting a set of security
requirements for each threat.

D. Risk Treatment Based on IEC 62443-3-3

This section presents the mapping process between the
previously discussed potential threats and a set of security
requirements for addressing these system security issues. The
IEC 62443-3-3 is applied to create a set of security require-
ments against existing security threats. IEC 62443-3-3 defines
four security levels for each security requirement to define the
minimum and maximum security capability of each security
requirement against potential threats. The standard classifies
security requirements into seven groups called foundational
requirements (FR), as discussed in [9]. These FRs are defined
as:

• Identification and Authentication Control (IAC)

TABLE II
LIST OF THREATS WITH THE HIGHEST RISK RATE PER CIA3 CATEGORY

CIA³ Objective Threats
Title Spoofing on vehicle gateway

Description Spoof autonomous vehicle central gateway with a fake one
Category Spoofing
Risk Rate 11

Authentication

Severity Medium
Title Access to confidential data

Description Gain access to confidential data through SQL Injection
Category Information Disclosure
Risk Rate 15

Confidentiality

Severity High
Title SQL Injection

Description Compromise confidential data by performing SQL injection
Category Tampering
Risk Rate 15

Integrity

Severity High
Title Network Flooding

Description Deny actions on gateway due to flooding of network
Category Denial of Service
Risk Rate 11

Availability

Severity Medium
Title Unauthorized access to device

Description
Gain unauthorized access to privileged features on autonomous
vehicle central gateway

Category Elevation of Privilege
Risk Rate 11

Authorization

Severity Medium
Title Removing attack footprints

Description
Deny a malicious act and remove the attack footprints
leading to repudiation issues

Category Repudiation
Risk Rate 13

Auditing

Severity High

• Use Control (UC)
• System Integrity (SI)
• Data Confidentiality (DC)
• Restricted Data Flow (RDF)
• Timely Response to Events (TRE)
• Resource Availability (RA)

In order to reach a security goal, we need to map between a
Security Level (SL) and relevant FRs for selecting appropriate
security requirements to address system design security issues,
as discussed in [27], [28].
However, we have investigated how FRs could be mapped
to the CIA3 objectives and threat categories in the Risk
management processes. In Table III shows the rough mapping
of the FRs. In this example, we map the previously identified
threats with appropriate security requirements for addressing
security issues in the system design. Fig. 4 depicts a mapping
of security requirements with potential threats.

The figure illustrates some of the selected security
requirements according to the IEC 62443-3-3, for addressing
potential threats. Each threat needs at least one appropriate
security requirement for addressing its malicious behaviours.
In this example, we select one security requirement for
each threat according to its FR and SL. According to the
DREAD risk rate, as described in Table II, we define the
SL of security requirements for addressing a particular
security issue. Furthermore, according to these ratings, we
propose using SL = 3 and SL = 4 for each selected security
requirement concerning the FR to achieve the primary goal.

CPSoS include many cyber components communicating
with physical ones through different communication protocols
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Fig. 4. IEC 62443 System Requirements Mapping with the Highest Risk Rated Threats from Table II

TABLE III
MAPPING IEC 62443-3-3 FOUNDATIONAL SECURITY REQUIREMENT

ACCORDING TO CIA3 AND THREAT CATEGORY

IEC 62443-3-3 FR CIA³ Objectives Threat Category
IAC Authentication Spoofing
SI Integrity Tampering

TRE Auditing Repudiation
DC Confidentiality Information Disclosure
RA Availability Denial of Service
UC Authorization Elevation of Privilege

RDF System Segmentation

over a network. An attacker could exploit security vulner-
abilities in the system’s design, which leads to a different
level of negative consequences in terms of safety, reliability,
availability and maintainability. Furthermore, cybersecurity in
railways protects data and critical units managing functional
safety. Therefore, security requirements play an essential role
in creating a new feature or updating existing ones for solving
security issues [29]. It is essential to understand security issues
to address them by an appropriate set of security requirements
sufficiently.

E. Safety-Security Interaction

Current standards focus on procedural aspects of safe
and secure system development and leave much room for
interpretation in terms of the technical characteristics of the
solution being assessed. Individual, bespoke solutions increase
both the documentation effort and associated assessment costs.
Generic, secure system architecture will reduce costs due to
its proven and standardized security features. This will be a
welcome contribution to the competitiveness of the railway
sector in the future.
However, safety and security can usually not be treated
independently. Thus insufficient security measures may affect

the safety of such a system. This becomes evident when
considering the ”adversarial attack” on tesla cars [30] in the
automotive domain regarding autonomous vehicles and the
disruption of railway signals in 2011 [31]. The active threat
landscape in the railway domain [16], [32], [33] and the
high impact of safety and security issues are defined as a
trade-off between security and functional safety. Safety of
the intended functionality will be made, and cyber-security
measures potentially affecting safety shall be analyzed in
detail.

IV. DISCUSSION AND CONCLUSION

Risk management for Cyber-Physical Systems of Systems
is and will remain a major challenge. As multiple components
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availability and maintainability. Furthermore, cybersecurity in
railways protects data and critical units managing functional
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in creating a new feature or updating existing ones for solving
security issues [29]. It is essential to understand security issues
to address them by an appropriate set of security requirements
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disruption of railway signals in 2011 [31]. The active threat
landscape in the railway domain [16], [32], [33] and the
high impact of safety and security issues are defined as a
trade-off between security and functional safety. Safety of
the intended functionality will be made, and cyber-security
measures potentially affecting safety shall be analyzed in
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is and will remain a major challenge. As multiple components
have to be examined at the same time, risks can be of various
origins and, therefore, differ in their impact. However, threat
modelling is a practical approach in order to identify threats
in the security analysis of CPSoS in the railway sector. While
the adoption of IEC 62443-3-3 was an important step, there
are still many open issues that need to be addressed (e.g.
the way risks are measured is a highly contested factor). In
terms of assessing the likelihood and impact of a threat, most
common approaches (e.g. NIST SP800-30, ISO/IEC 27001)
use qualitative measures. The advantage is simplicity, risk
appetite and measurement of risk. Whereas, the disadvantage
of the qualitative approach is its subjectivity and imprecision.
As a result, various techniques involving probabilistic models
have been proposed to solve these issues (e.g. OCTAVE,
CVSS). However, the complexity of the analysis and the
costly estimation of the probability of the threat event
occurring, as well as, the impact value provide insufficient
measures during the concept phase, as there is not enough
data available. These aspects have made the application of a
qualitative analysis in the form of DREAD beneficial to this
work.



Risk Management and Standard Compliance for  
Cyber-Physical Systems of Systems

INFOCOMMUNICATIONS JOURNAL

JUNE 2021 • VOLUME XIII • NUMBER 2 37

6

Fig. 4. IEC 62443 System Requirements Mapping with the Highest Risk Rated Threats from Table II

TABLE III
MAPPING IEC 62443-3-3 FOUNDATIONAL SECURITY REQUIREMENT

ACCORDING TO CIA3 AND THREAT CATEGORY

IEC 62443-3-3 FR CIA³ Objectives Threat Category
IAC Authentication Spoofing
SI Integrity Tampering

TRE Auditing Repudiation
DC Confidentiality Information Disclosure
RA Availability Denial of Service
UC Authorization Elevation of Privilege

RDF System Segmentation

over a network. An attacker could exploit security vulner-
abilities in the system’s design, which leads to a different
level of negative consequences in terms of safety, reliability,
availability and maintainability. Furthermore, cybersecurity in
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welcome contribution to the competitiveness of the railway
sector in the future.
However, safety and security can usually not be treated
independently. Thus insufficient security measures may affect

the safety of such a system. This becomes evident when
considering the ”adversarial attack” on tesla cars [30] in the
automotive domain regarding autonomous vehicles and the
disruption of railway signals in 2011 [31]. The active threat
landscape in the railway domain [16], [32], [33] and the
high impact of safety and security issues are defined as a
trade-off between security and functional safety. Safety of
the intended functionality will be made, and cyber-security
measures potentially affecting safety shall be analyzed in
detail.

IV. DISCUSSION AND CONCLUSION

Risk management for Cyber-Physical Systems of Systems
is and will remain a major challenge. As multiple components
have to be examined at the same time, risks can be of various
origins and, therefore, differ in their impact. However, threat
modelling is a practical approach in order to identify threats
in the security analysis of CPSoS in the railway sector. While
the adoption of IEC 62443-3-3 was an important step, there
are still many open issues that need to be addressed (e.g.
the way risks are measured is a highly contested factor). In
terms of assessing the likelihood and impact of a threat, most
common approaches (e.g. NIST SP800-30, ISO/IEC 27001)
use qualitative measures. The advantage is simplicity, risk
appetite and measurement of risk. Whereas, the disadvantage
of the qualitative approach is its subjectivity and imprecision.
As a result, various techniques involving probabilistic models
have been proposed to solve these issues (e.g. OCTAVE,
CVSS). However, the complexity of the analysis and the
costly estimation of the probability of the threat event
occurring, as well as, the impact value provide insufficient
measures during the concept phase, as there is not enough
data available. These aspects have made the application of a
qualitative analysis in the form of DREAD beneficial to this
work.

6

Fig. 4. IEC 62443 System Requirements Mapping with the Highest Risk Rated Threats from Table II

TABLE III
MAPPING IEC 62443-3-3 FOUNDATIONAL SECURITY REQUIREMENT

ACCORDING TO CIA3 AND THREAT CATEGORY

IEC 62443-3-3 FR CIA³ Objectives Threat Category
IAC Authentication Spoofing
SI Integrity Tampering

TRE Auditing Repudiation
DC Confidentiality Information Disclosure
RA Availability Denial of Service
UC Authorization Elevation of Privilege

RDF System Segmentation

over a network. An attacker could exploit security vulner-
abilities in the system’s design, which leads to a different
level of negative consequences in terms of safety, reliability,
availability and maintainability. Furthermore, cybersecurity in
railways protects data and critical units managing functional
safety. Therefore, security requirements play an essential role
in creating a new feature or updating existing ones for solving
security issues [29]. It is essential to understand security issues
to address them by an appropriate set of security requirements
sufficiently.

E. Safety-Security Interaction

Current standards focus on procedural aspects of safe
and secure system development and leave much room for
interpretation in terms of the technical characteristics of the
solution being assessed. Individual, bespoke solutions increase
both the documentation effort and associated assessment costs.
Generic, secure system architecture will reduce costs due to
its proven and standardized security features. This will be a
welcome contribution to the competitiveness of the railway
sector in the future.
However, safety and security can usually not be treated
independently. Thus insufficient security measures may affect

the safety of such a system. This becomes evident when
considering the ”adversarial attack” on tesla cars [30] in the
automotive domain regarding autonomous vehicles and the
disruption of railway signals in 2011 [31]. The active threat
landscape in the railway domain [16], [32], [33] and the
high impact of safety and security issues are defined as a
trade-off between security and functional safety. Safety of
the intended functionality will be made, and cyber-security
measures potentially affecting safety shall be analyzed in
detail.

IV. DISCUSSION AND CONCLUSION

Risk management for Cyber-Physical Systems of Systems
is and will remain a major challenge. As multiple components
have to be examined at the same time, risks can be of various
origins and, therefore, differ in their impact. However, threat
modelling is a practical approach in order to identify threats
in the security analysis of CPSoS in the railway sector. While
the adoption of IEC 62443-3-3 was an important step, there
are still many open issues that need to be addressed (e.g.
the way risks are measured is a highly contested factor). In
terms of assessing the likelihood and impact of a threat, most
common approaches (e.g. NIST SP800-30, ISO/IEC 27001)
use qualitative measures. The advantage is simplicity, risk
appetite and measurement of risk. Whereas, the disadvantage
of the qualitative approach is its subjectivity and imprecision.
As a result, various techniques involving probabilistic models
have been proposed to solve these issues (e.g. OCTAVE,
CVSS). However, the complexity of the analysis and the
costly estimation of the probability of the threat event
occurring, as well as, the impact value provide insufficient
measures during the concept phase, as there is not enough
data available. These aspects have made the application of a
qualitative analysis in the form of DREAD beneficial to this
work.

6

Fig. 4. IEC 62443 System Requirements Mapping with the Highest Risk Rated Threats from Table II

TABLE III
MAPPING IEC 62443-3-3 FOUNDATIONAL SECURITY REQUIREMENT

ACCORDING TO CIA3 AND THREAT CATEGORY

IEC 62443-3-3 FR CIA³ Objectives Threat Category
IAC Authentication Spoofing
SI Integrity Tampering

TRE Auditing Repudiation
DC Confidentiality Information Disclosure
RA Availability Denial of Service
UC Authorization Elevation of Privilege

RDF System Segmentation

over a network. An attacker could exploit security vulner-
abilities in the system’s design, which leads to a different
level of negative consequences in terms of safety, reliability,
availability and maintainability. Furthermore, cybersecurity in
railways protects data and critical units managing functional
safety. Therefore, security requirements play an essential role
in creating a new feature or updating existing ones for solving
security issues [29]. It is essential to understand security issues
to address them by an appropriate set of security requirements
sufficiently.

E. Safety-Security Interaction

Current standards focus on procedural aspects of safe
and secure system development and leave much room for
interpretation in terms of the technical characteristics of the
solution being assessed. Individual, bespoke solutions increase
both the documentation effort and associated assessment costs.
Generic, secure system architecture will reduce costs due to
its proven and standardized security features. This will be a
welcome contribution to the competitiveness of the railway
sector in the future.
However, safety and security can usually not be treated
independently. Thus insufficient security measures may affect

the safety of such a system. This becomes evident when
considering the ”adversarial attack” on tesla cars [30] in the
automotive domain regarding autonomous vehicles and the
disruption of railway signals in 2011 [31]. The active threat
landscape in the railway domain [16], [32], [33] and the
high impact of safety and security issues are defined as a
trade-off between security and functional safety. Safety of
the intended functionality will be made, and cyber-security
measures potentially affecting safety shall be analyzed in
detail.

IV. DISCUSSION AND CONCLUSION

Risk management for Cyber-Physical Systems of Systems
is and will remain a major challenge. As multiple components
have to be examined at the same time, risks can be of various
origins and, therefore, differ in their impact. However, threat
modelling is a practical approach in order to identify threats
in the security analysis of CPSoS in the railway sector. While
the adoption of IEC 62443-3-3 was an important step, there
are still many open issues that need to be addressed (e.g.
the way risks are measured is a highly contested factor). In
terms of assessing the likelihood and impact of a threat, most
common approaches (e.g. NIST SP800-30, ISO/IEC 27001)
use qualitative measures. The advantage is simplicity, risk
appetite and measurement of risk. Whereas, the disadvantage
of the qualitative approach is its subjectivity and imprecision.
As a result, various techniques involving probabilistic models
have been proposed to solve these issues (e.g. OCTAVE,
CVSS). However, the complexity of the analysis and the
costly estimation of the probability of the threat event
occurring, as well as, the impact value provide insufficient
measures during the concept phase, as there is not enough
data available. These aspects have made the application of a
qualitative analysis in the form of DREAD beneficial to this
work.

6

Fig. 4. IEC 62443 System Requirements Mapping with the Highest Risk Rated Threats from Table II

TABLE III
MAPPING IEC 62443-3-3 FOUNDATIONAL SECURITY REQUIREMENT

ACCORDING TO CIA3 AND THREAT CATEGORY

IEC 62443-3-3 FR CIA³ Objectives Threat Category
IAC Authentication Spoofing
SI Integrity Tampering

TRE Auditing Repudiation
DC Confidentiality Information Disclosure
RA Availability Denial of Service
UC Authorization Elevation of Privilege

RDF System Segmentation

over a network. An attacker could exploit security vulner-
abilities in the system’s design, which leads to a different
level of negative consequences in terms of safety, reliability,
availability and maintainability. Furthermore, cybersecurity in
railways protects data and critical units managing functional
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solution being assessed. Individual, bespoke solutions increase
both the documentation effort and associated assessment costs.
Generic, secure system architecture will reduce costs due to
its proven and standardized security features. This will be a
welcome contribution to the competitiveness of the railway
sector in the future.
However, safety and security can usually not be treated
independently. Thus insufficient security measures may affect

the safety of such a system. This becomes evident when
considering the ”adversarial attack” on tesla cars [30] in the
automotive domain regarding autonomous vehicles and the
disruption of railway signals in 2011 [31]. The active threat
landscape in the railway domain [16], [32], [33] and the
high impact of safety and security issues are defined as a
trade-off between security and functional safety. Safety of
the intended functionality will be made, and cyber-security
measures potentially affecting safety shall be analyzed in
detail.

IV. DISCUSSION AND CONCLUSION

Risk management for Cyber-Physical Systems of Systems
is and will remain a major challenge. As multiple components
have to be examined at the same time, risks can be of various
origins and, therefore, differ in their impact. However, threat
modelling is a practical approach in order to identify threats
in the security analysis of CPSoS in the railway sector. While
the adoption of IEC 62443-3-3 was an important step, there
are still many open issues that need to be addressed (e.g.
the way risks are measured is a highly contested factor). In
terms of assessing the likelihood and impact of a threat, most
common approaches (e.g. NIST SP800-30, ISO/IEC 27001)
use qualitative measures. The advantage is simplicity, risk
appetite and measurement of risk. Whereas, the disadvantage
of the qualitative approach is its subjectivity and imprecision.
As a result, various techniques involving probabilistic models
have been proposed to solve these issues (e.g. OCTAVE,
CVSS). However, the complexity of the analysis and the
costly estimation of the probability of the threat event
occurring, as well as, the impact value provide insufficient
measures during the concept phase, as there is not enough
data available. These aspects have made the application of a
qualitative analysis in the form of DREAD beneficial to this
work.
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Fig. 4. IEC 62443 System Requirements Mapping with the Highest Risk Rated Threats from Table II
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We have shown that threat modelling is a useful and
efficient threat identification method for IoT framework
communication. Moreover, based on our security analysis
in Table 1, we have classified the identified threats into
STRIDE categories and CIA3 security objectives to show the
highest impact. We identified the most frequently identified
threats are identified in the area of integrity for the system
Component identifiable data. In parallel, we have investigated
which threats can be attributed to the system components by
Analysing the data flow for each component. As result is that
the component most affected by 21 identified threats is the
autonomous rail vehicle. Table I displays that the tampering
category suffers from 11 potential threats, indicating that
the integrity attribute is violated the most. Similarly, we see
that the attack vectors with the highest risk rate in Table
II also fall in this area. We can conclude that the most
vulnerable component is the autonomous vehicle and that
special attention should be given to integrity and authorisation
as a security objective.

V. FUTURE WORK

From a socio-technical perspective, research on trust and
user vulnerability of the automated system is essential. For
this, interviews with system users on security issues will be
conducted to develop a concept of a hypothetical archetype
of real users (persona) that can be imagined as a real person
(name, age, personal habits, hobbies, emotions) which serves
to express a certain user behaviour. In the next steps, the
persona model and Roberta will allow us to make general
deductions that will help us to describe attackers, threats to
humans and machines, and also on humans and machines, at
a general level. In the future, with this basis, it will be possible
to have a model that makes it possible to discuss safety and
security aspects comprehensively, independent of the current
concrete project and occasion. Use cases depending on the
product or application can be extended by these aspects in the
modeling with the help of the Persona-Roberta model.

As a result, the interaction between the persona and the
CPSoS might be depicted in the safety and security analysis.
To evaluate its protection needs and risks and threats to
the persona as a system component. Through this, multiple
requirements and layers in the risk management processes
can be analysed in-depth with socio-technical questions and
targeted answers to design more efficient processes. Based on
this, we will work on a novel approach that could allow us to
integrate social aspects into the safety and security analysis to
optimise resources in terms of effort and expenses.

In addition, we aim to integrate the ThreatGet tool [21]
for the threat modeling process to define all existing security
issues on the component and the asset level of the railway
system design. Therefore, we will investigate an ontology-
based reasoning approach for linking detected threats to an
appropriate set of security requirements.
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We have shown that threat modelling is a useful and
efficient threat identification method for IoT framework
communication. Moreover, based on our security analysis
in Table 1, we have classified the identified threats into
STRIDE categories and CIA3 security objectives to show the
highest impact. We identified the most frequently identified
threats are identified in the area of integrity for the system
Component identifiable data. In parallel, we have investigated
which threats can be attributed to the system components by
Analysing the data flow for each component. As result is that
the component most affected by 21 identified threats is the
autonomous rail vehicle. Table I displays that the tampering
category suffers from 11 potential threats, indicating that
the integrity attribute is violated the most. Similarly, we see
that the attack vectors with the highest risk rate in Table
II also fall in this area. We can conclude that the most
vulnerable component is the autonomous vehicle and that
special attention should be given to integrity and authorisation
as a security objective.

V. FUTURE WORK

From a socio-technical perspective, research on trust and
user vulnerability of the automated system is essential. For
this, interviews with system users on security issues will be
conducted to develop a concept of a hypothetical archetype
of real users (persona) that can be imagined as a real person
(name, age, personal habits, hobbies, emotions) which serves
to express a certain user behaviour. In the next steps, the
persona model and Roberta will allow us to make general
deductions that will help us to describe attackers, threats to
humans and machines, and also on humans and machines, at
a general level. In the future, with this basis, it will be possible
to have a model that makes it possible to discuss safety and
security aspects comprehensively, independent of the current
concrete project and occasion. Use cases depending on the
product or application can be extended by these aspects in the
modeling with the help of the Persona-Roberta model.

As a result, the interaction between the persona and the
CPSoS might be depicted in the safety and security analysis.
To evaluate its protection needs and risks and threats to
the persona as a system component. Through this, multiple
requirements and layers in the risk management processes
can be analysed in-depth with socio-technical questions and
targeted answers to design more efficient processes. Based on
this, we will work on a novel approach that could allow us to
integrate social aspects into the safety and security analysis to
optimise resources in terms of effort and expenses.

In addition, we aim to integrate the ThreatGet tool [21]
for the threat modeling process to define all existing security
issues on the component and the asset level of the railway
system design. Therefore, we will investigate an ontology-
based reasoning approach for linking detected threats to an
appropriate set of security requirements.
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We have shown that threat modelling is a useful and
efficient threat identification method for IoT framework
communication. Moreover, based on our security analysis
in Table 1, we have classified the identified threats into
STRIDE categories and CIA3 security objectives to show the
highest impact. We identified the most frequently identified
threats are identified in the area of integrity for the system
Component identifiable data. In parallel, we have investigated
which threats can be attributed to the system components by
Analysing the data flow for each component. As result is that
the component most affected by 21 identified threats is the
autonomous rail vehicle. Table I displays that the tampering
category suffers from 11 potential threats, indicating that
the integrity attribute is violated the most. Similarly, we see
that the attack vectors with the highest risk rate in Table
II also fall in this area. We can conclude that the most
vulnerable component is the autonomous vehicle and that
special attention should be given to integrity and authorisation
as a security objective.

V. FUTURE WORK

From a socio-technical perspective, research on trust and
user vulnerability of the automated system is essential. For
this, interviews with system users on security issues will be
conducted to develop a concept of a hypothetical archetype
of real users (persona) that can be imagined as a real person
(name, age, personal habits, hobbies, emotions) which serves
to express a certain user behaviour. In the next steps, the
persona model and Roberta will allow us to make general
deductions that will help us to describe attackers, threats to
humans and machines, and also on humans and machines, at
a general level. In the future, with this basis, it will be possible
to have a model that makes it possible to discuss safety and
security aspects comprehensively, independent of the current
concrete project and occasion. Use cases depending on the
product or application can be extended by these aspects in the
modeling with the help of the Persona-Roberta model.

As a result, the interaction between the persona and the
CPSoS might be depicted in the safety and security analysis.
To evaluate its protection needs and risks and threats to
the persona as a system component. Through this, multiple
requirements and layers in the risk management processes
can be analysed in-depth with socio-technical questions and
targeted answers to design more efficient processes. Based on
this, we will work on a novel approach that could allow us to
integrate social aspects into the safety and security analysis to
optimise resources in terms of effort and expenses.

In addition, we aim to integrate the ThreatGet tool [21]
for the threat modeling process to define all existing security
issues on the component and the asset level of the railway
system design. Therefore, we will investigate an ontology-
based reasoning approach for linking detected threats to an
appropriate set of security requirements.
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