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Dissemination and provision of access to official statistics have a key role in the
statistical business processes of institutions responsible for the development,
production and dissemination of official statistics. These institutions provide access
for users to various types of statistical information, and thereby, data requests are
considered as a driving force behind their statistical business processes. Among data
requests, the ones that are made to gain access to data (especially microdata) for
scientific purposes have a dedicated role.

The obligation to protect the data of data providers is also important in official
statistics. It is fulfilled by legal, methodological, dissemination, and IT security safe-
guards.

As a result of the developments launched in the last decade, data access requests
and the data protection obligation are handled in a balanced manner by the HCSO
(Hungarian Central Statistical Office). User needs to access microdata for scientific
purposes have now been part of the everyday statistical business process of the na-
tional statistical institutes, both at national and European level.

1. Data protection in the HCSO

The purpose of official statistics is to produce statistical information of good
quality and to provide access to this information for as many users as possible. Dis-
semination of statistical information on the society, economy and environment is an
integral part of the statistical business process, and data are made available to users
within the European Statistical System by means of different data access channels.
Consequently, the two key characteristics of statistical information are accessibility
and good quality.

Within the scope of the statistical business process and data access services, data
protection is a key element, which means the protection of the individual data of data
providers (basically the management of identification and disclosure risk) in official
statistics. A fundamental principle of data protection is that — apart from some specif-
ic legal provisions (Nagy E. [2015]) — the identification of statistical units (individu-
als) providing information for the purposes of official statistics is strictly forbidden.
The event when a statistical unit is unambiguously identified is called identification.
Another key concept of data protection is disclosure when previously unknown in-
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formation on statistical units is disclosed. In line with this conceptual background,
the aim of official statistics is to prevent disclosure of information on statistical units
that would not be otherwise known. In order to fulfil this requirement, various meth-
odological data protection solutions — summarized under the term of statistical dis-
closure control — are used, which require the cooperation of different areas in the
statistical institutions. (See Subchapter 1.1.)

1.1. Areas of data protection in the HCSO

Data protection is ensured by the HCSO through the cooperation of four (legal,
methodological, IT and dissemination) areas. (See Figure 1.)

Figure 1. Cooperation model of data protection in the HCSO

Legal field Dissemination

Methodology IT

The legal aspects of data protection cover legal and operational provisions con-
cerning the operation of the office, statistical business processes and statistical prod-
ucts. The obligation to protect statistical information is regulated by national and
European laws. These legal safeguards guarantee the protection of information on
data providers and on units described by the statistical information.

From this perspective, the most relevant pieces of legislation are the Regulation
(EC) No 223/2009 of the European Parliament and of the Council on European sta-
tistics, the European Statistics Code of Practice, and in national context the Act No.
XLVI of 1993 on Statistics, the Government Regulation 170/1993 (XII. 3.) as well as
the Act CXII of 2011 on the Right of Informational Self-Determination and on Free-
dom of Information. Since there are several studies on this subject (for example Nagy
E. [2015], Lakatos [2015]), the present paper does not address the legal framework
of data protection.
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In addition to legislation, methodological safeguards also serve as a prominent
area of data protection. They cover the development and use of such logical, mathe-
matical, statistical solutions that guarantee that new information on statistical units is
not disclosed by the disseminated statistical data.

The IT area of data protection embraces the development and use of technical
and IT security-related techniques. Typical examples are the protection of communi-
cation channels, data access safeguards, management of data access rights and every
other solution needed to ensure the expected IT security level of the HCSO.

Data protection in dissemination means that the conditions (such as table struc-
tures, the level of detail, etc.) imposed by the statistical outputs should be met in
accordance with the data protection provisions, and the necessary data protection
safeguards are implemented and applied properly within the operational environment
of the IT systems used for dissemination (e.g. limiting the number of variables acces-
sible in the dissemination database). Dissemination is an important area of data pro-
tection because the statistical product specifications actively influence the needs for
and the usability of the methodological solutions serving the protection of outputs.

In the HCSO, data protection covers every legal, methodological, IT and dissem-
ination solution, method and practice that is used to protect statistical information
from unlawful access, that is, to prevent disclosure. Unlawful access is interpreted in
its widest scope. Management of information in the HCSO serves only statistical
purposes. Collecting individual information is a necessary “instrument” of official
statistics but it is not its final purpose (HCSO [2014a]). Unlawful access to data or
any divergence from their intended use regulated by legal safeguards (e.g. contracts)
in data access services is not allowed.

Examining the data protection activity of the HCSO, one can conclude that it aims
at enforcing every relevant legal provision by combining legal, methodological, IT and
dissemination solutions. Data protection, however, results in the limitation of the use of
statistical information (due to legal safeguards or by way of limited information con-
tent of disseminated statistical data), leading ultimately to loss in data quality.

To conclude, data protection is moving towards the regulation of the legal and op-
erational circumstances of data access and, as far as the statistical disclosure control is
concerned, towards the limitation of the content of information to be disseminated.
This approach serves as one of the “pans of the data access-data protection scale”.

1.2. Quality aspects in relations between data access
and data protection

As previously mentioned, one of the key characteristics of data managed by offi-
cial statistics is quality. In general, quality means fitness for use and is described by
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quality components (HCSO [2014e]). These components (relevance, accuracy, time-
liness, punctuality, accessibility, clarity, comparability, and coherence) are measured
and considered as general criteria for all statistical business processes and products.
They are not independent from each other: improvement of one of them may result in
a decline of another.

Commitment to quality (measured by means of quality components) is a core
value of national statistical services. They usually define these components in their
quality policies and consider them as guiding requirements for their statistical busi-
ness processes and statistical products; the quality policy of the HCSO — which de-
clares the office’s commitment to quality and defines the quality components — is
definitely no exception to this. Being in accordance with the policy, the quality
guidelines for the statistical processes of the HCSO define the quality criteria to be
followed in every step of the statistical business processes (HCSO [2014c]).

There are different opinions on which quality components are the “most relevant”
for users, and they are subject of debates. Some people believe that timeliness is the
most important factor in our modern, technologically advanced world (the market
values timely information and, in return, is “willing to tolerate” less accurate infor-
mation) even though traditionally one of the most important values of official statis-
tics is accuracy (that usually has a counter-effect on timeliness). The quarterly or
monthly GDP estimates can be mentioned as an example of this dilemma, which are
always changed when more detailed yearly information (national accounts) is availa-
ble; nevertheless, both datasets fulfil important user needs.

Good quality — or quality, in general — might be perceived differently by develop-
ers, producers and disseminators of official statistics. The stakeholders have separate
“rankings” of quality components, and they require various “data access solutions”
that provide sufficient flexibility corresponding to the different user needs.

Users can “get in touch” with the products of official statistics in different forms,
through various channels of dissemination. Dissemination is, therefore, a key step in
the GSBPM (Generic Statistical Business Process Model)?, and this principle is fol-
lowed by its Hungarian adaptation, the Hungarian Generic Statistical Business Pro-
cess Modell (called ESTFM), too.

In Figure 2, one can observe that statistical disclosure control also has an im-
portant place in the ESTFM (presented as a separate activity under the process phase
“Analyse”). However, it does not mean that data protection is present merely at this
stage (before dissemination): data management for statistical purposes requires that
data protection provisions be enforced throughout the statistical business process.
(For the relevant regulation see HCSO [2013]).

! http:/Awwl.unece.org/stat/platform/display/metis/ The+Generic+Statistical+Business+Process+Model
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Statistical business processes must guarantee that quality criteria are respected
and fully met. This purpose is also served by the quality guidelines of the HCSO,
some of which require the enforcement of data protection provisions and the con-
sistency between data access and data protection. For example:

“Data requests must always be satisfied by using data access chan-
nels that are the most suitable in terms of data confidentiality and data
access considerations. Users can receive information on data access
channels and their operational characteristics from publicly available
sources.” (HCSO [2014c] p. 130.)

“If tabular data are disseminated or anonymised microdata are re-
leased, efforts should be made to ensure data confidentiality in a fash-
ion that entails the least possible loss of data, i.e. keeping disclosure
risk to a bare minimum.” (HCSO [2014c] p. 131.).

2. Requests for data access

The needs to access official statistical information have intensified (both in quan-
tity and in content) in the last couple of years, and particularly, the number of re-
quests to gain access to data (especially microdata) for scientific purposes has in-
creased significantly. Traditionally, users need indicators, printed materials and tabu-
lar data, but the development of IT tools has led to an increased focus on electronic
products and on access to databases. Owing to the development of IT and methodo-
logical tools, users’ ability to process and analyse data has strengthened, and over the
last ten years providing access to microdata files (datasets including detailed infor-
mation of record level) for scientific purposes has become a priority both at national
and European level.

The increased access to microdata has brought about a higher risk of confidential-
ity and the need for new statistical disclosure methods compared to those relevant to
tabular data. Access to microdata files (except access to public use files) of the
HCSO s limited to scientific purposes. Thus, a researcher accreditation procedure
was introduced by the office in 2014 (in accordance with the practice of most Euro-
pean countries) to determine whether data requests serve scientific purposes. The
following statements can be made about such requests:

— Their number is increasing year by year.
— Microdata files are requested for more and more statistical do-
mains.
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— The number of microdata sets compiled to answer specific user
needs is also increasing. However, they are not included in the list of
deidentified datasets available on the HCSO website. 2

In order to achieve their goals, researchers want to gain access to detailed datasets
of good quality so that their scientific results do not be distorted by statistical disclo-
sure control methods. Thus, the “data access side” seeks to maximize the content of
the datasets available. This approach serves as the “other pan of the data access-data
protection scale”.

3. Overview — needs for data access/data protection and changes
in tendencies in the last decade of the HCSO

The changes in data requests and data protection needs show different tendencies
compared to those of the former decade, while the elements and approaches of some
areas have not changed and are still as relevant as they were ten or more years ago.

The principles of data protection were already known and respected in the begin-
ning of the 2000s as well as at any time since the establishment of the HCSO (Laka-
tos [2015]). However, they mostly addressed the protection of tabular data while
access to and protection of microdata sets were not regulated at that time.

The HCSO has been criticized by the scientific community several times for it’s
too strict data protection and data access practice; some people thought that it did not
adequately support the needs of scientific research and researchers. One of the rea-
sons behind this opinion was users’ unawareness of the data protection considera-
tions and practice of the office, while another reason was that the HCSO’s practice
did not conform to the increased needs for getting access to data (especially microda-
ta) for scientific purposes.

Centralized methodological coordination of statistical disclosure control has been
performed by the HCSO since 2003; however, the release of tabular data has already
been regulated since prior to that. After the dissemination database was introduced
and the needs to get access to microdata files increased, the requirements to harmo-
nise and coordinate methodological solutions have become more evident. In 2003,
the central methodological unit of the HCSO started to harmonise and modernize its
statistical disclosure control methods and to standardize the relevant processes of the
office. In parallel with these activities, it was also realised that new or changed user
needs could be only met if the data access services were extended, especially, for the

2 The list is available on the HCSO website at http://www.ksh.hu/safe_centre_access
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scientific community (e.g. development of the dissemination database and the estab-
lishment of the HCSO Safe Centre) (Szép [2012]). To achieve this goal, a number of
projects were started to standardize and further develop the statistical disclosure
methods and practices whose results can be witnessed by users today.

Compared to the practice of the previous decade, one of the most noticeable de-
velopment-induced changes is that managing microdata files and providing access to
microdata-level information are now part of the HCSO’s everyday operation. Alt-
hough the office was certainly aware of the needs of both the Hungarian scientific
community and the European Statistical System, the basic interest of researchers to
get access to statistical microdata was not generally recognized.

Over the last few years, however, the representatives of both the scientific com-
munity and the national statistical institutions have expressed their expectations and
defined their problems concerning access to data and confidentiality on different fora
(Harcsa [2012]; EC [2013], [2014]). Their dialogue has contributed to the current
practice of the HCSO, where the obligation to protect data and the needs for data
access are handled together. Even though the main mission of the HCSO has been to
disseminate official statistics on the state and changes of the society, economy and
the environment since its establishment in 1867, the co-management of these two
aspects became an integral part of the HCSO’s practice only in the last ten years. Its
most obvious signs are the increasing access to data and the development of the sta-
tistical disclosure control methods.

The new and renewed data access channels (especially the establishment and re-
organization of the HCSO Safe Centre) as well as the dissemination of a great deal of
information on data protection/data access options and practices to the general public
are considered as important achievements of the office. All of these changes have
greatly contributed to the dialogue between the HCSO and the scientific community
(see the HCSO website,> HCSO [2014b], Erdei-Horvath [2004], Kristéf [2015],
Nagy B. [2015], Farago [2013]). Researchers have realized that the various data
protection methods might have different effects on data quality and on the relevance
of anonymised-dataset-based analyses (Bartus [2013]).

The co-management of data access needs and the data protection obligation is a
common European practice and not a national “phenomenon”. The large European
developments of the past few years also show that their separated management can-
not be an efficient solution for statistical organizations. The practices to be devel-
oped or redesigned should be based on the consensus of all stakeholders (especially
that of developers, producers and disseminators of official statistics as well as data
archives and researchers) and on international solutions and recommendations (EC
[2013], [2014])).

3 http://www.ksh.hu/data_requests_home
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4. Balance between data access and data protection

In the light of the above, one might ask the question: “How can the balance be-
tween the needs for data access and the obligation to protect data that are somewhat
contradictory be ensured?” One of the pillars of official statistics is gaining and
keeping data providers’ trust by making every effort to protect individual infor-
mation. Consequently, compliance merely with data protection requirements make
data access limited.

Considering the needs of users to get access to statistical data of good quality, the
content and details of statistics to be disseminated should be maximized.

The goals are, therefore, to find balance between these two equally important ob-
jectives and to achieve a balanced state by official statistics. Thus, the main purpose
of data access/data protection activities is to find an optimal solution. If both the
needs for data access and the obligation to protect statistical data are recognized as
equally important factors, one may not focus only on one of them. The official statis-
tics, therefore, cannot be efficient if the needs for access to statistical data is not ex-
amined in detail and the practices used in statistical business processes are not
changed accordingly. It is the “suicide of official statistics” if it only sets the objec-
tive of meeting data access needs and does not care about the justifiable data protec-
tion requirements.

In practice, the balance can be ensured by various data access channels, but the
continuous redesign and refinement of the production methods of official statistics
and the relevant quality guidelines are also crucial for success.

4.1. Guarantees of the data access-data protection balance
in the strategic documents of the HCSO

HCSO Strategy 2020 is the best example for reconciling the requirements of data
access and those of data protection. One of its seven strategic objectives (“Ensuring
balance between data protection and data access”) explicitly targets this issue, and
sets out that “the basic purpose of official statistics is to provide the widest
possible access to data. Besides, our statutory obligation (and our practical
interest) is the protection of the individual data of data providers. We constantly
strive for the development and application of new technologies and methods
which facilitate the secure access to statistical data without damaging the level
of data protection.” (HCSO [2014d]). This objective addresses the use of modern
statistical disclosure methods and practices, the development of integrated service-
oriented data access solutions, the use of up-to-date IT security solutions, the provi-
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sion of wide-scope access to datasets managed for the purposes of official statistics
and the development of joint data access-data protection solutions.

In addition to the Strategy 2020, the quality guidelines and the Data Protection
Policy of the HCSO also play an important role in striking the balance. The latter, for
example, defines the nine data protection principles of the office, highlighting the
importance of access to official statistical information for scientific purposes (HCSO
[2014a])).

4.2. Data access channels of the HCSO

The IT developments of the last decade as well as the new IT tools and extended
knowledge of users have contributed to the increase in data requests (both in quantity
and complexity). Due to their various needs, the data access system of the HCSO has
to be quite complex, and several data access channels are needed. These channels
created with this purpose in mind are one of the most important guarantees of statis-
tical data access.*

Researchers — and the scientific community, in general — are a special group of
users requesting access to official statistics. As other members of the European Sta-
tistical System, the HCSO also focuses on the use of official statistical data for scien-
tific purposes and on maintaining balance between data access and data protection
(HCSO [2014d]). However, it does not mean that users outside the scientific com-
munity cannot access statistical information or their needs are less important to offi-
cial statistics. Nevertheless, the available alternatives to get access to official statis-
tics are differing depending on whether the user does or does not belong to the scien-
tific community. Figure 3 describes the six data access channels of the HCSO, sum-
marizing their differences.

The data access channels are classified into two groups: access 1. in the so-called
Safe Environment and 2. in any other environment.

4.2.1. Access to official statistics — in all environments

The HCSO fulfils most data requests by providing tabular data. This data access
channel does not require the use of a safe environment. The common feature of the
release of tabular data and public use files is that users indeed have the datasets (the
conditions of data transmission to a third party can be limited) and can work with
them in their own regular working environments (the datasets can be downloaded).
Consequently, the release of these data is associated with a higher disclosure risk

4 http://www.ksh.hu/data_requests_home
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compared to that of data access in a safe environment. Since users have more tools
and means to use data in this case, ultimately, a stricter data protection procedure is
needed.

There are three data access channels that can be operated in all environment: re-
lease of tabular data, access to public use files and access to anonymized microdata
sets. While the last one is limited to scientific purposes, the other two are open to all
users.

The release of tabular data means access to aggregated statistical information
by users (typically) on the HCSO website (in form of database files, reports, etc. or
in other forms [e.g. paper documents]). It also includes a service when non-regularly-
produced tabular data are provided upon user request. These requests can be submit-
ted by anyone, and their scientific purpose is not examined.

The HCSO is required to examine every case of tabular data release, and, if need-
ed, to apply statistical disclosure control methods to protect data. The goal is two-
fold: to protect the information of tables by preventing data disclosure and to maxim-
ize the information content to the greatest extent possible.

In addition to finding a balance between data access and data protection, the har-
monization of statistical disclosure control methods is also an important factor. The
HCSO has a standard practice for using statistical disclosure control methods, based
on methodological recommendations.

The office applies cell suppression for the protection of tabular data. In this tech-
nique, information to be protected is removed from the tables and is replaced by a
standard sign. With due regard to the data protection provisions and methodological
considerations, examination of disclosure issues is carried out for all datasets, and, if
needed, primary cell suppression should be applied. In the latter case, the need for
secondary cell suppression® should be also considered. The HCSO applies the fol-
lowing common rules when using the cell suppression technique:

— All sensitive table cells have to be protected.
— When applying cell suppression, the information loss must be re-
duced to a minimum, which can be implemented by the following:

— suppression of the fewest number of cells possible;

—if there are several alternatives to suppress the minimum
number of cells in a table, that alternative should be selected where
data of the fewest data providers are suppressed;

—avoidance of the suppression of sums since they usually pre-
sent key information for users.

5 “Statistical disclosure control method applied to tabular data when additional cells apart from the ones
treated by primary cell suppression are suppressed in order to ensure the protection of the concerned tabular
data.” (HCSO [2013])
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For more information on the protection of tabular data see “Guideline for re-
searchers” (HCSO [2014b]) on the HCSO website.

Access to anonymised microdata sets. Anonymised microdata sets are made ac-
cessible to researchers for scientific purposes on DVDs and on other media, or
through electronic channels. For the protection of anonymised microdata sets, there
are legal provisions in place, some of which regulate the management of disclosure
risk (e.g. prohibition of integrating datasets with those that were not included in the
data request forms of users, prohibition of transmitting datasets to a third party, de-
struction of datasets after the scientific purpose is fulfilled, etc.). These datasets also
have to be fully protected for disclosure avoidance purposes.

Applying statistical disclosure control methods on datasets always results in qual-
ity loss (changes in the detail of datasets) and consequently, in bias of conclusions
(e.g. estimates for scientific purposes) drawn from these datasets. Therefore, the
selection of the appropriate disclosure control methods is of key importance. There
are two main goals of protecting microdata sets:

— To minimize the disclosure risk;
—To achieve the “best possible quality” of the research objective
(when using anonymized datasets).

Consequently, this data access channel requires coordination between the de-
mands of researchers and data protection requirements.

Access to public use files. This is a relatively new data access channel in the
practice of the HCSO that is available for users to access microdata-level infor-
mation. There is an extensive literature on public use files, and there are also several
approaches to manage such files in the data access systems. For the theoretical back-
ground that is not addressed by the present paper, see Kristéf [2015].

It is important to highlight, however, that one cannot draw conclusions of “good
guality” on a statistical population based on public use files. They are mainly used to
prepare research in a safe environment and to fulfil education-related needs.

4.2.2. Access to official statistics — safe environments

In the other group of data access channels, users may access detailed microdata
files in a controlled environment. Safe environments provide more guarantees to
control access to data, thus, it is a preferred solution in official statistics for accessing
datasets of higher disclosure risk.

Safe Centre access, remote access and remote execution belong to this group of da-
ta access channels. The first two present actually the same conditions for users, while a
different kind of controlled environment is faced with during remote execution.
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Safe Centre and remote access. The Safe Centre is such an IT-controlled, safe
environment that guarantees that no disclosive information can get out of it. Under
the current rules, microdata files themselves cannot be transferred out from the Safe
Centre of the HCSO but research outputs can be transmitted after an output checking
procedure (HCSO [2014b]).

This type of access enables researchers to access microdata files having such a
high level of detail that is not guaranteed otherwise. The risk of having them access-
ing detailed microdata is controlled by an obligatory researcher accreditation proce-
dure and legal disclosure control tools. When using Safe Centre or remote access,
researchers can conduct their research on the most detailed microdata sets. As a re-
sult, their research outputs may be of the best quality. Due to the nature of safe envi-
ronments, no statistical disclosure control methods (no anonymization) are needed;
although the direct identifiers of statistical units are removed, usually no other meth-
ods are used (unless it is justified e.g. when some statistical units [for example com-
panies in a monopolistic position] can be easily recognized even if their direct identi-
fiers are removed).

Safe Centre access and remote access are considered as two separate data access
channels, even though they operate basically the same way. The difference is only of
organizational nature. Based on their preferences, researchers can also get access to
microdata sets for scientific purposes at an access point that is geographically closer
to them, thereby eliminating the need to travel. The remote access service is, there-
fore, an “extension” of the Safe Centre, and its main purpose is to ease the burden on
researchers by saving time and travel costs. The Safe Centre of the HCSO is in Bu-
dapest, however, the office does not intend to limit its service to those researchers
who work/live close to the capital: there is another remote access point in Szeged,
too, that has been operating since 2014.

Remote execution. Even though remote execution is considered as access to mi-
crodata in a safe environment, it is completely different than the former ones. The
main difference is that researchers cannot actually see the datasets when using re-
mote execution service and do not have to visit an access point either. Instead, they
have to provide the specifications and/or syntax files of their research they are will-
ing to conduct to the HCSO, whose staff prepares the outputs for them.®

Remote execution guarantees that researchers can conduct their research on da-
tasets of the same quality as those of the Safe Centre or remote access. In their case,
the research outputs have to go through a mandatory output checking procedure be-
fore making them available for further use.

8 http://www.ksh.hu/remote_execution
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Figure 3. Data access channels of the HCSO
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4.2.3. Comparison of the HCSO data access channels
in terms of data access and data protection

The table compares the six data access channels of the HCSO regarding data ac-
cess and data protection.

In the table, the strength of primary statistical disclosure control refers to the
impact of the methods used on the dataset. “Strong” means that the datasets are
thoroughly checked from data protection point of view, and statistical disclosure
control methods are applied when it is necessary. Since the data access channels
concerned are available to all users, various scenarios for statistical disclosure con-
trol cannot be considered; the quality of the output dataset (usually the level of de-
tail, and thus the “depth” of research) is affected by strict statistical disclosure con-
trol methods. When the strength of the primary statistical disclosure control is me-
dium, full-scale statistical disclosure control is applied but, depending on the in-
tended use of data agreed to by the HCSO, various disclosure control scenarios can
be drawn, so the possible bias effects of the statistical disclosure control methods on
the dataset can be managed (key variables are protected only when it is absolutely
necessary [e.g. when the protection of the dataset otherwise cannot be ensured]).
When the strength of the primary statistical disclosure control is “weak”, there is no
primary statistical disclosure control (anonymization), but the research outputs are
thoroughly checked in an output checking procedure prior to their release to re-
searchers.
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Aspect Release of Access. to anony- A_ccess tc_) Safe Centre Remote access Remqte
tabular data | mized microdata sets | public use files access execution
Strength of
primary
statistical Strong Medium Strong Weak Weak Weak
disclosure
control
Data access Open to For scientific Open to For scientific | For scientific | For scientific
conditions everyone purposes only everyone purposes only | purposes only | purposes only
Researchers can
“take away” the Freely down- | Possibility to | Possibility to Possibility to
Pros Flexible dataset; they can loadable with | work with the | work with the | work with the
work with it in their | the acceptance | most detailed | most detailed | most detailed
usual working of terms of use | microdata sets | microdata sets | microdata sets
environment
. . Researchers do
Possible bias due to
anonvmization: Due to the not see the
Y o strong statisti- dataset; it is
. legal obligations : . .
Possible (use for the agreed cal disclosure | Need to visit | Need to visita | usually a long
bias due to g control, the the HCSO remote access | procedure to
Cons ; purposes only; need . . .
anonymiza- datasets are Safe Centre in | point (current- | discuss and
. to destroy the
tion . useful only for | Budapest ly: Szeged) update the
dataset after scien- ; I o
L A their dedicated specifications
tific purpose is urposes rovided b:
fulfilled) purp P y
researchers
Quality of
research
conducted Medium | Medium Low High High High
using the
dataset

In the table, the “Quality of the research conducted using the dataset” aspect re-

fers to the quality (usually the level of detail) of the accessible datasets. The most
detailed data are available in safe environments for scientific purposes. The use of
such datasets, however, requires extensive preparatory work from researchers (ex-
planation of their research, researcher accreditation, detailed documentation, etc.).

Overall, there are several data access channels available to users (especially re-
searchers) who intend to use microdata sets for scientific purposes. If they want to
use these data in their regular working environment and are willing to accept the fact
that the datasets are anonymized (that results in loss of quality), they can get access
to anonymized microdata sets. But if researchers want to conduct their research on
the most detailed microdata sets possible, Safe Centre access, remote access or re-
mote execution services are available to them.
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4.2.4. The principle of balanced risks

Over the last ten years, the HCSO has had an explicit focus on the so-called “bal-
anced risks” principle to keep the risk of disclosure constantly to a minimum in all
data access activities. This practice has also been instrumental in the development of
the six data access channels of the HCSO. Figure 4 shows the implementation of the
principle in the channels.

Figure 4. The principle of balanced risks and the data access channels of the HCSO
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The balanced risks principle requires that the access to the HCSO datasets
through the six channels should be harmonized in relation to data protection and
users’ requirements. In practice, the balance is ensured by statistical disclosure con-
trol methods and legal tools. As a general rule, the stronger the legal safeguards are,
the less strict statistical disclosure control is needed, and vice versa.

Full advantage of the options provided by legal safeguards should be always tak-
en to minimize the need for statistical disclosure control as it usually results in the
reduction of the scope of disseminated data and, ultimately, in quality loss.

As it is shown in Figure 4, statistical disclosure control is minimum when users ac-
cess data in a secure environment. In this case, data protection is guaranteed by strong
legal (and technical) safeguards, thus, statistical disclosure control is limited only to the
removal of direct identifiers and to the mandatory output checking procedure.

In data access channels (release of tabular data, access to public use files) where
access is not limited to scientific purposes, the power of legal tools is typically weak
(the acceptance of the terms of use is the only instrument which can be enforced).
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Therefore, the statistical disclosure control is stronger for these channels in order to
guarantee the protection of statistical information.

4.2.5. Key elements of balance: cooperation and consensus

In addition to the strategic goals, methodological guidelines and data access
channels already mentioned, the balance between data access and data protection can
be further strengthened by the active discussion and consensus of stakeholders. There
are several examples of such cooperation in the European Statistical System where
the three key stakeholders (national statistical institutes, data archives and the re-
searcher community) are involved in (EC [2013], [2014]).

Although the methodological experts of the HCSO always focused on the cooper-
ation with the scientific community in the last ten years, the balance between data
access and data protection requires more active and efficient “teamwork”.

5. Conclusions

Fulfilling data protection requirements and the data access needs of users is a key
objective of all national statistical services and that of the HCSO, too. Striking and
stabilizing the balance between data access and data protection is one of the goals of
the HCSO Strategy 2020 and also an important demand of official statistical experts
and the scientific community, declared during their discussions.

HCSO ensures the balance by its quality guidelines, Data Protection Policy, new
regulations on the modernization of its data access-data protection system and the six
data access channels.

The data access channels are one of the most important results of the develop-
ments taken place at the HCSO over the past few years. Based on the balanced risks
principle, these channels require statistical disclosure control and legal tools of dif-
ferent levels. There are several alternatives for users to get access to various kinds of
datasets of different quality (level of detail). In line with the strategic aim of the
HCSO, researchers may also choose from several data access channels to get access
to statistical information, based on their own data access needs.

In order to ensure balance between data access and data protection in the long
run, the realization of the strategic goals of the HCSO, set until 2020, are crucial.
Active and effective discussion between official statistics and researchers is also of
key importance in the further improvement of data access services and data protec-
tion tools and also in setting future research goals.
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