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Abstract: Data about the urban transportation system is specific, has high variety, and includes security-critical 

attributes, as well as personal data. Transportation-related operational and development decisions are 

complex and require high amount of data from various sources. Data is collected and generated by 

multiple standalone organizations, between which data sharing is not sufficient. The potential of 

cloud-based data storage and computing have been recognized; however, the high complexity and 

variety of transport data requires new design methods. We elaborate a transport specific cloud 

architecture, which is a combination of hybrid-, mobile- and edge cloud computing. The hybrid cloud 

architecture enables a cross-organizational IT integration, improving communication, data-sharing, 

and cooperation between transport organizations. The edge- and cloud computing architecture induces 

the IT integration of edge devices. We identified two major groups of edge devices, and two 

application fields respectively. First, vehicular networks are considered, where edge devices are 

vehicles and infrastructural elements, e.g., sensors. Second, mobile devices are examined, where 

mobile networks enable internet-of-things concepts. The spread of 5G networks is also facilitated by 

the application of the elaborated model, as integrated edge devices and edge-cloud communication 

require a scalable, fast, reliable and high bandwidth communication system. 
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Introduction 

Various concepts of cloud computing have received high attention in recent years, as scalable, flexible, 

secured, and agile solutions [1,2]. Design decisions (e.g., architecture selection, data storage solutions, 

level of integration etc.) are related to the concept of information technology infrastructure (ITI) [3,4]. 

ITI is defined [5-7], as a set of shared, tangible IT resources, to enable present and future business 

applications, such as  

(1) platform technology, i.e., hardware and software systems, 

(2) network and communication technology, 

(3) key data, data storage and handling systems, and 

(4) core data-processing applications. 

ITI has two primary infrastructural types, as traditional infrastructure, and cloud infrastructure. Cloud 

ITIs are often utilizing data warehouses, which have first been identified for organizational integration 

[8]. They include a collection of subject-oriented and -integrated data storages, an application oriented 

operational environment, and standardized enterprise-level analysis system.  

Cloud computing solutions are various. Next to ‘conventional’ cloud computing several other concepts 

have emerged. In this paper, we review, compare and combine hybrid cloud computing, edge computing 

and mobile cloud computing. The root of cloud computing models are networked information systems. 

Therefore, we proceed from a functional approach of networked information systems, as industry 

solutions of ITIs, conventional and mobile cloud models, and their applications. 
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Research gap and novelty 

Hybrid-, edge-, and mobile models of cloud computing have received high attention one-by-one. We 

elaborated a combined architecture, uniting hybrid, cloud, and edge solutions, especially for the field of 

transportation. The proposed combined architecture has five layers, and improve the IT integration of 

transportation systems in two major directions, as 

• cross-organizational IT integration, through a hybrid cloud architecture, enabling data-sharing 

and cooperation between different information systems of organizations, and 

• edge device integration, through a mix of mobile cloud- and mobile edge computing networks, in 

which not only end-user devices, but vehicles are connected as well. 

1. Networked information system models 

Networked information system models have gone through significant development in recent years. 

Cloud computing is highly related to ITI, as well as (mobile) edge- and mobile cloud computing. In this 

section, we review the models of networked information systems. 

The functional approach of ITI includes 8 main functions [9], as 

(1) applications management; including database management systems (DBMS), electronic provision 

of management information, 

(2) communication management, which incorporates firm-wide communication networks, and 

local/workstation networks (e.g., LAN), 

(3) data management, with all related storage systems, and services, 

(4) IT education management, meaning technology support and education services (e.g., training), 

(5) research and development, to identify, develop and test new technologies and validate solutions 

based on them,  

(6) security, including both physical- and cyber security, and 

(7) standard management, meaning the identified standards for IT architecture, and data systems. 

Several industry solutions are available; all of them are scalable, agile, and contain various services. We 

reviewed and compared three industry ITI frameworks: T-Systems’ ITI framework [10], Microsoft’s 

Azure Platform [11], and the Amazon’s AWS Global Infrastructure [12]. A variety of computing 

concepts have emerged, as service-based cloud computing. Software-as-a-Service (SaaS), Platform-as-

a-Service (PaaS), Infrastructure-as-a-Service (IaaS), Data-as-a-Service (DaaS), Communication-as-a-

Service (CaaS), and Hardware-as-a-Service (HaaS). Those give the backbone of any up-to-date cloud 

platform and can be identified in a 5-layer architecture, as on Figure 1. 

 

 

Figure 1. The five-layer cloud computing ontology, based on [13]. 

SaaS is used by business users for completing business tasks. PaaS unites development and deployment, 

and handles application and service testing, as well as integration. System managers are using IaaS for 

creation of platforms for service application testing, including instruments like virtual machines, 

operating systems, and backup services [14]. Industry solutions include general service management 

instruments, such as process management, performance monitoring and analysis, and intelligent network 

supervision. Tasks can either be executed locally, in which case, local workstations are part of the ITI, 

as well as by using virtual computer environments. Regarding virtual environments, the ITI may include 

operating systems, applications, API dashboards, and control systems as services for end-users.  
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Data centers are crucial part of the infrastructure, as they provide both computing and storage resources 

[15]. Data center design usually includes not only the data storage systems, but the required energy 

management system, security, and communication networks. Computing and storage clouds are 

classified into public-, private- and hybrid cloud models [16-18]. Public clouds are services offered on 

public domains. Their main advantages are lower deployment costs and time. Private clouds are 

deployed within an organization, offering data and computing capacity for internal users. Hybrid clouds 

are utilizing both public- and private cloud models. They maintain a higher level of security, while 

having reduced costs. The downside of public clouds is the complex integration of different internal and 

community architectures. 

Data centers are secured by various instruments. Different layers have different security requirements, 

and thus, different security solutions are applied [19]. Distributed Denial of Service (DDoS) attacks are 

most typical against any TCP/IP computer network [20]. In a cloud environment, virtual machines are 

exposed to DDoS attacks; thus, all industry solutions contain multiple, often redundant security 

mechanisms. Blockchain protection and centralized authentication protocols are most common in this 

regard. Patching is also an effective instrument of system protection; by releasing/deploying new builds, 

the risk of issues is reduced [21]. 

Cloud networks are either standalone or are embedded into an enterprises’ information system. For 

different environments, different architectures and communication relations/solutions are proposed. 

Embedded cloud systems can communicate with local networks; thus, those are usually hybrid cloud 

systems. Communication resources are limited. When optimizing the communication network [22], we 

consider latency, reliability, velocity, and bandwidth. Next to rather conventional networks (e.g., LAN, 

(SD-) WAN, W-LAN, Wi-Fi etc.) concepts of mobile cloud- and edge computing (MCC, MEC) have 

emerged [23,24]. The most relevant, fog computing is a distributed computing paradigm that acts as a 

layer in between cloud datacenters and devices/sensors in IoT networks.  

MEC brings computational facilities closer to data sources and executes data processing with edge 

networks [25]. This enables decentralized cloud- and low latency computing with suitable energy 

consumption and high network traffic capability. Management of high network traffic capability, and 

low energy consumption are attempted by performing analytics on edge devices, though collective 

analytics for the system cannot be effectively done on a device [26,27]. Edge devices can also be used 

for malware detection, and thus be an innovative instrument of data security and network protection. 

Overall, edge computing models support IoT by the integration of edge devices, as well as the 

distribution of computing amongst edge devices. 

Due to the wide prevalence of mobile devices, MCC has received high attention as end users usually 

prefer to run necessary applications on their personal devices. Heterogeneity of mobile devices, as 

heterogeneity of software, hardware, and technology is a limiting factor of MCC [28]. Moreover, 

numerous cloud services are available. Such variations cause major challenges in the application of 

MCC [29]. MCC, MEC, and fog computing together are the base of 5G applications in cloud computing. 

2. Applicability of cloud computing models in transportation 

The transportation system has high heterogeneity in many senses. There are various stakeholders, such 

as passengers, service providers, infrastructure- and traffic management centers, and governance both 

on local/regional and national levels. The stakeholders perform multiple functions, from passenger 

decision support, through payment, booking, till design, and maintenance etc. In the case of several 

stakeholders, smart device applications are used, resulting an interconnected and complex system. For 

the sake of simplicity, we consider mobility- and non-mobility service providers, infrastructure & traffic 

managers, and governance as the four main stakeholders. Passengers appear as users of both services 

and infrastructure, as well as certain edge devices (e.g., smartphone, vehicles). 

2.1 Hybrid cloud models 

Hybrid cloud models unite private and public cloud storages. They recognized as a great tool to integrate 

enterprise software and hardware systems with cloud systems. In the first step, we elaborate the hybrid 

cloud model on Figure 2. 
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Figure 2. Enterprise-level application of the hybrid cloud model  

We introduced four layers:  

(1) physical layer, in which vehicles, infrastructure, passengers, and parking/charging facilities are 

illustrated, 

(2) transport organizational layer, where four main organization types are distinguished, as mobility- 

and non-mobility service providers, infrastructure and traffic management companies, and 

governance, 

(3) layer of conventional information systems, and 

(4) the cloud layer, in which the hybrid cloud architecture is proposed. 

The hybrid cloud architecture consists of private- and public clouds, a data factory, and several services. 

Data factories are identified in Microsofts’ Azure framework [30]; however, there are units with similar 

function in all industry solutions. The data factory, as a logical element, is feasible for processing data 

for analysis and reporting, as well as it provides data in a structured manner [31]. Data is transferred to 

and from private and public clouds into the data factory. Cloud services provide safe and fast-access 

data handling. Data is sorted by the import-export engine into-and-from private and public clouds. Data 

stored in private clouds are only accessible for authorized users. Authentication is performed in the 

import-export engine as well.  

A cloud framework (in this case, MS Azure) is required to manage cloud computing services, APIs, as 

well as to carry out network analytics. Users access cloud services (data and computing) through the 

platform of the cloud service provider. We suggest user applications (e.g metadata search engines, data 
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exchange platforms for organizations) to be developed as web applications optimized for the cloud 

service providers’ system (e.g., utilizing virtual SQL machines in Azure). 

2.2 Inserting mobile- and edge computing into the architecture 

In order to facilitate the integration of end-users (pedestrians, passengers), and end-devices, we extend 

the presented architecture ‘under’ the physical layer (Layer 1.), as on Figure 3. 

 
Figure 3. Combined cloud computing architecture  

The developed architecture is combined, as it unites the hybrid cloud architecture with MCC and MEC. 

We have categorized edge devices into four groups, as 

(1) immobile sensors, which are sensors installed along or in the transportation infrastructure, 

(2) parking and charging facilities, which typically have their own sensors and/or computers, 

(3) soft mobility users, in which case vehicles usually do not have onboard computers, but passengers 

may use their own smart devices, and 

(4) motorized vehicles, in which vehicles are installed with complex onboard information systems, as 

well as drivers/passengers are equipped by smart device. 

Data is collected and processed by edge devices. The processed data is then transmitted to the edge data 

center, through the server gateway, which labels data. The edge data center consists of several cloud 

databases and is connected to the hybrid cloud layer. 

MEC and MCC applications are to be integrated with the central database management of the hybrid 

architecture as a result of connection of the edge data center and the hybrid cloud layer. This integration 

induces a wide variety of applications, such as mobile localization, passenger tracking, collection of user 

data etc. 
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2.3 Unified architecture 

In order to exploit advantages of the hybrid cloud architecture, as well as mobile- and edge cloud 

computing, a complex approach is required. Cloud architectures are either focused on cloud computing 

or edge computing. In order to achieve high functionality of cloud-, mobile cloud- and mobile edge 

computing combined, we introduce a novel design method, as on Figure 4. 

 

Figure 4. Combined cloud architecture 

Figure 4. represents a general, unit-oriented approach based on the previously introduced models. We 

propose five layers, and five types of transmission.  

T1 First the data is transmitted from the physical layer to the organizational layer, as organizations 

collect data (e.g., data collection with roadside sensors, data transmission from the sensors to the 

organization), 

T2 this data is then used, processed in the organization, using organizational information systems, 

T3 the data is then uploaded to a cloud platform, which in this context, is the hybrid cloud architecture,  

T4 the fourth connection is between the physical- and the edge cloud layers. Edge devices are 

processing and transmitting data, as well as running applications (e.g., smartphone route planning 

application, based on traffic data from the cloud),  

T5 the edge cloud layer receives this data and connects to the hybrid cloud layer (e.g., by monitoring 

passenger movement, speed, modal choice etc.). 

3. Discussion 

High variety of functions can be introduced by complex usage of cloud computing, MEC, and MCC. 

High volume, dynamic data collection and processing is a key challenge in novel information systems. 

When connecting organizational information systems, and various edge devices (onboard computers, 

sensors, mobile devices etc.), significant computing capacity is required, which is achieved with 

utilizing not only organizational information systems, and computers, but also cloud computing 

resources, as well as edge-devices, such as cars or smartphones. Mobile devices are 

(1) smart devices of passengers, drivers and pedestrians, as smartphones,  

(2) private vehicles with onboard information systems, and 

(3) public vehicles, connected to a fleet, managed by fleet management information systems. 

The impact of the combined cloud architecture can be explained in three directions. 

(1) First, establishment of vehicular networks is considered. Vehicle-to-vehicle (V2V) and vehicle-to-

infrastructure (V2I) communication is available in the edge network. Data generated by vehicles 

and infrastructure is exchanged through and stored in the edge cloud layer. Vehicular networks 

require a stable, fast, and high availability network with high bandwidth rate.  

(2) Second, based on recent literature, this network should be a local 5G network. The establishment 

of 5G networks can be supported by MCC and MEC applications in transportation.  



Transport specific design of cloud networks: a combination of hybrid-, edge and mobile cloud computing 

 

 

(3) Finally, as there are several edge devices in the combined architecture, we identify Internet of 

Things (IoT) as a relevant concept as well. 

Conclusion 

Several concepts emerged regarding cloud computing in the past years. Conventional models, such as 

the hybrid cloud model are appropriate for cross-organizational integration, while mobile and edge- 

cloud computing models are supporting the integration on the edge of information systems.  

In this paper, we elaborated the concept of a transport specific combined architecture. The concept 

includes a hybrid cloud architecture, as well as an object-oriented mix of mobile edge- and cloud 

computing. The elaborated concept is applicable as a use-case of vehicular network-, 5G- and IoT-

related development.  

The development of vehicular networks and IoT applications is supported on the edge cloud layer. 

Vehicles are connected to each other and to the infrastructure in the edge layer. Sharing of computing 

capacity as well as V2V and V2I communication is possible via these connections. Furthermore, mobile 

devices are connected to each other, sharing computing capacity and data, forming an IoT network.  

Currently, the majority of transport organizations are using conventional (local) information systems. 

Data sharing between companies is insufficient, therefore, development towards intelligent- and smart 

transportation is problematic. Those development processes require high magnitude of data, 

furthermore, their real-time applications (e.g., multimodal route planning) are based on dynamic data 

from multiple stakeholders. The collection, storage, processing, and utilization of such databases must 

be done in a controlled, and unified manner. The application of cloud technologies is feasible, as there 

is great development regarding IoT and 5G networks. The proposed, combined architecture utilizes not 

only web-based applications in the hybrid cloud model, but also induces IoT networks and possibly 5G 

with the edge cloud layer. 

Further research is required in the context of operational methods, especially data distribution between 

network elements. One of the major benefits of the application of our framework is the increased data 

sharing between stakeholders. Therefore, the coordination mechanisms of data exchange are a key 

challenge. Data distribution mechanisms, transmission technologies, and authentication protocols are in 

the scope of our future research. System- and data security is another major issue; in which case, our 

main research question is if and how current security tools and technologies can be applied in this 

complex system. 

Acknowledgement: The publication of the work reported has been supported by ETDB at BME. EFOP-

3.6.3-VEKOP-16-2017-00001: Talent management in autonomous vehicle control technologies. The 

work reported in this paper have been supported by the Ministry of Innovation and Technology within 

the organizational framework of the National Data Knowledge Center. 

References 

[1] Varghese, B. – Buyya, R.: Next generation cloud computing: New trends and research directions, 

Future Generation Computer Systems 2018 Vol.79. No.3. 849-861 

https://doi.org/10.1016/j.future.2017.09.020  

[2] Vasiljeva, T. – Shaikhulina, S. – Kreslins, K.: Cloud Computing: Business Perspectives, Benefits 

and Challenges for Small and Medium Enterprises (Case of Latvia) Procedia Engineering 2017 

Vol.178. 443-451 https://doi.org/10.1016/j.proeng.2017/01.087   

[3] Ariyachandra, T. – Watson, H.: Key organizational factors in data warehouse architecture 

selection, Decision Support Systems 2010 Vol.49. No.2. 200-212 

https://doi.org/10.1016/j.dss.2010.02.006  

[4] What is IT Infrastructure? IBM. Available online: https://ibm.com/topics/infrastructure  

[5] Duncan, N. B.: Capturing Flexibility of Information Technology Infrastructure: A Study of 

Resource Characteristics and Their Measure. Journal of Management Information Systems 1995 

Vol.12 No.2. 37-57 https://doi.org/10.1080/07421222.1995.11518080  



Transport specific design of cloud networks: a combination of hybrid-, edge and mobile cloud computing 

 

 

[6] Weil, P. – Subramani, M. – Broadbent, M.: IT Infrastructure for Strategic Agility. Center for 

Information Systems Research. MIT Sloan School of Management. Available at SSRN: 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=317307  

[7] Sirkemaa, S.: IT infrastructure management and standards. Institute of Electrical and Electronics 

Engineering (IEEE) Proceedings. International Conference on Information Technology: Coding 

and Computing, Las Vegas, NV, USA, 8-10 April 2002. 

https://doi.org/10.1109/ITCC.2002.1000387  

[8] Rifaie, M. – Kianmehr, K. – Alhajj, R. – Ridley, M., J.: Data Warehouse Architecture and 

Design. Institute of Electrical and Electronics Engineers (IEEE) 2008 IEEE International 

Conference on Information Reuse and Integration, Las Vegas, NV, USA, 13-15 July 2008. 

https://doi.org/10.1109/IRI.2008.4583005  

[9] Broadbent, M. – Weill, P. – Neo, B., S.: Strategic context and patterns of IT infrastructure 

capability. The Journal of Strategic Information Systems 1999. Vol.8. No.2. 157-187 

https://doi.org/10.1016/S0963-8489(99)00022-0  

[10] T-Systems. IT Infrastructure Portfolio. Available online: https://t-systems.hu/solutions/it-

infrastructures  

[11] Microsoft Azure IaaS (infrastructure as a service). Available online: 

https://azure.microsoft.com/en-us/overview/what-is-azure/iaas/  

[12] Amazon 

[13] Youseff, L. – Butrico, M. – Da Silva, S.: Towards a Unified Ontology of Cloud Computing. 

Institute of Electrical and Electronics Engineering (IEEE) IEEE 2008 Grid Computing 

Environment Workshop, GCE. https://doi.org/10.1109/GCE2008.4738443  

[14] Rani, D. – Ranjan, R., K.: A Comparative Study of SaaS, PaaS and IaaS in Cloud Computing. 

International Journal of Advanced Research in Computer Science and Software Engineering 2014 

Vol.4. No.6.  

[15] Shieh, A. – Kandula, S., Greenberg, A. – Kim, C. – Saha, B.: Sharing the Data Center Network. 

8th USENIX Symposium on Networked Systems Design and Implementation (NSDI 11). 

Available online: https://usenix.org/legacy/event/nsdi11/tech/full_papers/Shieh.pdf  

[16] Boss, G. – Malladi, P. – Quan, D. – Legregni, L. – Hall, H.: Cloud computing. IBM White Paper. 

2007 Available online: 

http://download.boulder.ibm.com/ibmdl/pub/software/dw/wes/hipods/Cloud_computing_wp_fina

l_8Oct.pdf  

[17] Sun Microsystems: Introduction to cloud computing architecture. White Paper, 1st edn. Sun Micro 

Systems Inc, 2009 

[18] Chang, V. – Walters, R., J. – Wills, G.: The development that leads to the Cloud Computing 

Business Framework. International Journal of Information Management 2013 Vol.33. No.3. 524-

538 https://doi.org/10.1016/j.ijinfomgt.2013.01.005  

[19] Parast, F., K. – Sindhav, C. – Nikam, S. – Yekta, H., I. – Kent, K., B. – Hakak, S.: Cloud 

computing security: A survey of service-based models. Computers & Security 2022 Vol.114 

102580 https://doi.org/10.1016/j.cose.2021.102580  

[20] Arora, P. – Wadhawan, R., C. – Ahuja, E., S., P.: Cloud computing security issues in 

infrastructure as a service. International Journal of advanced research in computer science and 

software engineering 2012 Vol.2. No.1. 

[21] Zhang, S. – Zhang, X. – Ou, X.: After we knew it: empirical study and modelling of cost-

effectiveness of exploiting prevalent known vulnerabilities across IaaS cloud. ASIA CCS ‘14: 

Proceedings of the 9th ACM symposium on Information, computer and communications security. 

June 2014 317-328 https://doi.org/10.1145/2590296.2590300  

[22] Du, J. – Zhao, L. – Chu, X. – Yu, F., R. – Feng, J. – I., C., L.: Enabling Low-Latency 

Applications in LTE-A Based Mixed Fog/Cloud Computing Systems. Institute of Electrical and 

Electronics Engineering (IEEE) IEEE Transactions on Vehicular Technology 2019 Vol.68. No.2. 

1757-1771 https://doi.org/10.1109/TVT.2018.2882991  

[23] Mahmud, R. – Kotagiri, R. – Buyya, R.: Fog Computing: A Taxonomy, Survey and Future 

Directions. 2018 In: Di Martino B. – Li KC – Esposito A. (eds) Internet of Everything. Internet of 

Things (Technology, Communications and Computing). Springer, Singapore, October 2017 

https://doi.org/10.1007/978-981-10-5861-5_5  



Transport specific design of cloud networks: a combination of hybrid-, edge and mobile cloud computing 

 

 

[24] Shi, W. – Cao, J. – Zhang, Q.: Edge Computing: Vision and Challenges. Institute of Electrical 

and Electronics Engineers (IEEE) IEEE Internet of Things Journal 2016 Vol.3. No.5. 637-646 

https://doi.org/10.1109/JIOT.2016.2579198  

[25] Varghese, B. – Wang, N. – Barbhuiya, S. – Kilpatrick, P. – Nikolopoulos, D., S.: Challenges and 

Opportunities in Edge Computing. Institute of Electrical and Electronics Engineering (IEEE) 

2016 IEEE International Conference on Smart Cloud (SmartCloud), New York, NY, USA, 18-20 

November 2016. https://doi.org/10.1109/SmartCloud.2016.18  

[26] Shabtai, A. – Kanonov, U. – Elovici, Y. – Glezer, C. – Weiss, Y.: “Andromaly”: a behavioral 

malware detection framework for android devices. Journal of Intelligent Information Systems 

2012 Vol.38. 161-190 https://doi.org/10.1007/s10844-010-0148-x  

[27] Hari, P. – Ko, K. – Koukoumidis, E. – Kremer U. – Martonosi, M. – Ottoni, D. – Peh, L.-S. – 

Zhang, P.: SARANA: language, complier and run-time system support for spatially aware and 

resource-aware mobile computing. Philosophical Transactions of the Royal Society A 2008 

Vol.366 3699-3708 https://doi.org/10.1098/rsta.2008.0127  

[28] Sanaei, Z. – Abolfazli, S. – Gani, A. – Buyya, R.: Heterogeneity in Mobile Cloud Computing: 

Taxonomy and Open Challenges. Institute of Electrical and Electronics Engineering (IEEE) IEEE 

Communications Surveys & Tutorials 2014 Vol.16. No.1. 369-392 

https://doi.org/10.1109/SURV.2013.050113.00090  

[29] Hogan, M. – Liu, F. – Sokol, A. – Tong, J.: NIST cloud computing standards roadmap-version 

1.0. 2011 Inst. Stand. Technol. Spec. Publ. 

[30] Introduction to Azure Data Factory. What is Azure Data Factory? Microsoft Documents (article) 

29th September 2019. Available online: https://docs.microsoft.com/en-us/azure/data-

factory/introduction (accessed: 7th February 2022) 

[31] Wang, Y. – Li, Y. – Sui, J. – Gao, Y.: Data Factory: An Efficient Data Analysis Solution in the 

Era of Big Data. Institute of Electrical and Electronics Engineering (IEEE) 2020 5th IEEE 

International Conference on Big Data Analytics (ICBDA) 2020 28-32 

https://doi.org/10.1109/ICBDA49040.2020.9101284  


