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Abstract

From the mid-2000s on, new types of security challenges have emerged at a global level. Their prevention,
management and recovery, given their characteristics, is a serious challenge for the countries. Cybersecurity
challenges require special attention and close interaction both at national and international level. In this
paper the author presents the highlights of OSCE and V4 cooperation on cyber defence.
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1. Introduction

Cybersecurity is one of the most important chal-
lenges faced by developed societies throughout
the modern world. The number and frequency
of challenges and threats emerging in cyberspace
pushes every national and international organi-
sation, tasked with avoiding and managing such
types of events, to a constant necessity for aware-
ness.

In the past, security was divided into five sec-
tors: military, political, economic, social and en-
vironmental. However, since the 2010-s a further
information sector has evolved, becoming more
and more evident within security schools. [1]

A feature of cybersecurity events is their un-
predictability, frequency and their evolution
within a short period, mostly spreading through
more national borders and thereby reaching sev-
eral countries simultaneously. Taking this into
account, international cooperation has critical
role. In the field of cybersecurity even a bilater-
al agreement can be a complicated issue due to
differing national interests, values and aims, and
based on this a regional cooperation seems to be
increasingly problematic.

2. The role of OSCE in cybersecurity

In the last 15 years, in confronting new types of
security challenges, OSCE has also had to realise
the need to meet the expectations raised by the
new security environment. The Organisation of
Security and Cooperation in Europe is a Pan-Eu-
ropean security organisation with a long history,
comprising 57 European, North-American and
Middle-Asian members and 11 partner nations.
OSCE defines and manages security in a complex
and cooperative way, meaning that it maintains
every field of security at a similar level, and all
57 member nations bear the same rights. The
most important aim of the organisation is the
protection of European security and stability, ear-
ly warning, conflict management and the man-
agement of post-conflict maintenance processes.
OSCE constantly adapts to the expectations raised
by the new security environment and fights
against new types of threats, such as terrorism,
human- and drug-trafficking, organised crime
and cybercrime.

In order to increase personal and collective en-
gagement in maintaining Information and Com-
munications Technologies (ICT’s) in a complex
form, with its 1039 resolution of 29 April 2012,
the OSCE has established the Informal Working
Group (IWG). As a main task of the Group, pro-
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cessing of Confidence Building Measures (CBM’s)

have been defined in order to maintain interna-

tional cooperation, transparency, predictability
and stability, and to decrease the risk of misun-
derstandings, escalation and conflicts connected

with the use of ICT-s. Based on resolution 1202.

comprising 16 CBM-s in total, the member states

undertake the following tasks:

—to voluntarily share their national point of view
on the different aspects of national and transna-
tional threats and the use of ICT’s.

—to voluntarily develop cooperation and infor-
mation-sharing among their competent national
organisations regarding ICT’s.

—to voluntarily consult in order to decrease po-
litical and military friction evolving from mis-
understandings stemming from the use of ICT’s.

—to voluntarily share their measurements of pro-
viding an open, interoperable, secure and trust-
worthy internet network.

—to regard and utilise OSCE as a platform, able to
maintain discussion, sharing of good practices,
consulting the capacity raising of more secure
ICT’s, and sharing of effective answers to each
threat.

—to prepare national regulations which make the
bilateral cooperation between competent offices
— primarily, law-enforcement.

—to voluntarily share their national strategies, di-
rectives and programs, and also their coopera-
tion with public and private spheres within, and
the security and utilisation of ICT’s.

—to establish a point of contact, share the contact
data for each element of the national structure,
which can be utilised in an event of possible in-
cident and they refresh these data on a yearly
basis.

—in order to avoid misunderstanding evolving
from the lack of common terminology, they
prepare a list of terms regarding the use and
security of ICT-s together with descriptions and
definitions.

—they maintain consulting, voluntarily utilising
OSCE platforms and mechanisms in order to
ease CBM-connected communication.

—they meet at least three times each year on the
level of appointed member nation experts, with-
in IWG frames in regard of discussing, realising
and developing CBM’s.

—they support information sharing and infor-
mation exchange among the member states
through the organising of workshops, seminars
and round table discussions.
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Figure 1. OSCE milestones in Cyber/ICT [3]

—they support that their officials and experts can
communicate through protected and legal chan-
nels in order to avoid and decrease possible mis-
understandings, conflicts and escalation

—they promote cooperation between the public
and private sphere

—they support regional cooperation among offi-
cials responsible for the safety of critical infra-
structure

—they support responsible information sharing
regarding the vulnerability of ICT safety and
use, since all such information and communica-
tion supports regional cooperation concerning
OSCE. [2]

The work group operates under the leadership
of the president, commissioned yearly by the
presidency of OSCE and strives to highlight effi-
cient and useful outcomes through the analysis
of experts from countries volunteering to process
proposals on utilising CBM-s.

3. V4 and the Central-European Cyber-
security Platform

Visegrad Cooperation — based on medieval fun-
damentals — was formed on 15. February 1991.
Initially with the involvement of three countries:
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Czechoslovakia, Poland and Hungary. Among the

aims of the declaration were the vanishing of the

remnants of the socialist block in Middle-Europe,
protection of democracy, and the support of quick
joining of the member states to the Euro-Atlantic

Community. After a successful integration, new

aims have been declared, since from the middle

of the 2000’s, new types of security threats were

being met by the member states globally. [3]

AAs a result of the above mentioned security
threats the member states started to maintain cy-
ber defence more actively at the beginning of the
2010-s. They prepared their own cyber defence
strategy and beyond that they felt the necessity
of a regional cooperation within the EU in this
field. They began to build up their cooperation
system. In 2013 the Central European CyberSecu-
rity Platform (CECSP) was founded as an initiative
of Austria and the Czech Republic, with Hungary,
Slovakia and Poland also joining, and with the
aim of increasing regional cyber security. In or-
der to fulfil that goal, they defined the following
five points:

—Introducing information, knowhow and the

best, most effective practice:
In order to strengthen their survivability and
enhance preparedness against cyber threats,
the member states volunteered to strengthen
their capabilities and share information and
best practice regarding cybersecurity. Also,
common education and training are part of the
agreement.

—-Planning and realising secure channels
of communication:

In order to share data and information regard-

ing future, recent and already solved cyber

threats, the member states strive to shape such
channels that cannot be accessed by unautho-
rised people.

-Definition and agreement on category system:
In order to share information, the member
states have to agree in a category system regard-
ing sensitive data. It is proposed to define such
regulations that ease the understanding and
analysis of a given cybersecurity incident.

—Coordination of own perspectives within
international forums:

According to the agreement the member states

have to consult on national aspects in order to

harmonise transregional approaches before ev-
ery larger international cooperation - like EU,

NATO, UN, OSCE and ENISA meeting.
-Developing of practical work groups:

With the aim of discussing special topics, there

91

is a possibility to bring temporary groups to life.
The form of these groups, working with a mi-
nimum of two members, is depending on what
exact aim they have been founded for (techni-
cal, control, operational, political). Common
topics can regard patterns and actual develop-
ment, hardware and software verification and
acquiring transnational cooperation, etc.

The activity and success of the CECSP since the
beginning of 2013 can be summarised in not
more than the mutual sharing of experience and
organising of common training regarding the
above principles. The reason stems from the dif-
ferent strategies, the shifting of focus in foreign
policy, and the decreasing willingness to share
information and experience. While Hungary was
among the first EU members to create national a
cybersecurity strategy in 2013, The Czech Repub-
lic and Poland have taken the role of more inno-
vative and engaging partners [4] All in all, there
is a chance to coordinate the cyber defence of the
Visegrad nations, but there is still a long way to go
in order to achieve this goal, and for the member
states to build mutual trust and find a compro-
mise in the differing interests.[5]

4. Conclusion

In order to reach national and regional cyber-
security interests and goals, the development of
strong cooperation within the region and an effi-
cient and fast sharing of information is necessary.
An effective engagement against cybersecurity
threats and challenges makes collective and coop-
erative work of the member states inevitable. Pri-
ority is of course prevention, but fast and effec-
tive response to cybersecurity events and crises,
crisis management and the process of rebuilding
is also of the same importance. Giving a priori-
ty to the national interests builds up an obstacle
during international cooperation, thus creating a
more or less long stagnation in the work and at-
tainment of goals for the given cooperation. Also
in the case of OSCE and V4 there are examples of
the above reasons causing a fall back in the coop-
eration, but it is also clear that regarding present
and future times, regional cooperation is inevita-
ble to address and solve the new, transnational
types of security challenges
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