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The world's great powers are also at the forefront of guaranteeing their cyber security, in which, in
general, cyber diplomacy is playing an increasingly important role. The study briefly outlines the
cyber-diplomatic steps taken by the world’s three leading powers, and as part of this, differing views
and steps on international cyber regulation.
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Nagyhatalmi kiberdiplomacia - Kina a nemzetkozi kiberplatformon, az Egyesiilt
Allamok és Oroszorszdg kiséretében

A vilag nagyhatalmai élen jarnak kiberbiztonsaguk garantalasaban is, amelyben — dltalanossdagban
elmondhato, hogy — egyre jelentosebb szerepet télt be a kiberdiplomdcia. A tanulmany réviden ismerteti
a vilag hdarom vezetd hatalmanak kiberdiplomdciai [épéseit, s ennek részeként a nemzetkozi
kiberszabalyozassal kapcsolatos eltérd dllaspontokat és lépéseket.

Kulcsszavak: kiberdiplomacia, Kina, Oroszorszag, Egyestilt Allamok

The dominant powers in the world play a key role in shaping all areas of security, and this is
no different for cybersecurity. For there is no cyber diplomacy in and of itself, just as there is
no cyberspace in and of itself. At present, however, there is no comprehensive international
convention that sets out the rules of state behavior in cyberspace and regulates issues related
to the use of cyberspace. While an international cyber convention would undoubtedly be a
huge diplomatic success, the question arises: is it even necessary? A group of experts believe
that this will not be due to the new and emerging challenges posed by the rapid technological
change and the difficulties in monitoring compliance with the Convention. Instead, informal
cooperation and strategic deterrence are seen as the way forward. Another group of experts,
on the other hand, insist on the need for an international convention and cite 20th-century
arms control agreements as a successful example. An international cyber regime would
provide an opportunity for states to discuss key issues and could contribute to effective cyber
deterrence.

There are a number of arguments against the cyber regime (NABEEL 2018). One is that it
is impossible to incorporate monitoring and enforcement mechanisms due to the properties of
cyber weapons. The reason for this is that control should begin at the time of the development
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of weapons, and not the use of weapons themselves should be controlled.? Other counter-
arguments are the length of the negotiation period, the lack of adaptability to rapid technological
change, and the premature conclusion of such an agreement. Conventions are usually concluded
after the technologies have been used. Moreover, only truly committed states would become
parties to such an agreement, and even for them, participation would be a kind of coercion.

It is conceivable that the international cyber regime could also be built along looser
regulatory structures. In this case, confidence-building measures can play a central role, as
evidenced by the decades-long practice of the Organization of Security and Cooperation in
Europe (hereinafter OSCE) and Association of Southeast Asian Nations (hereinafter ASEAN)?.
Beginning in 2009, the United States has become the leading state on the OSCE’s cyber agenda
since the Obama administration announced its new international cyber policy. The foundations
for the organization’s cyber activities and strategic cyber security dialogue were laid at a joint
meeting of the Security Cooperation Forum and the Permanent Council in June 2010. Already
at that time, the United States proposed to discuss the standards of state behavior and then, a
year later, to shape confidence-building measures. In parallel, the United States and Russia
negotiated an initial set of cyber confidence-building measures (ZIOLKOWSKI 2013), which
were agreed in 2013. The essential elements of the agreement are as follows (Joint Statement
by the Presidents ... 2013):

— establishing communication channels and information sharing agreements between
CERTSs to protect critical information systems;

— allowing the use of a direct communication channel between countries' nuclear risk
reduction centers (between the US State Department in Washington and the Russian
Department of Defense in Moscow);

— establishing a direct secure telephone link between the US Cyber Security Coordinator
and the Deputy Secretary-General of the Russian Security Council, and setting up a
bilateral working group on the dangers of info communications technology within a
month.

Regarding the range of steps to be taken within the OSCE framework, each state has come
up with different proposals. Germany distinguished two major groups of confidence-building
measures: transparency and stability measures. While the former included risk mitigation and
information exchange (in terms of applicable international law, organizational structures,
strategies and partners), the latter included joint cyber exercises and the establishment of crisis
communication channels and CERTs (Cyber Security: Confidence and Security-Building
Measures (CSBMs)).

2 For all this, Eilstrup-Sangiovanni uses the terms exante and ex-post. See EILSTRUP-SANGIOVANNI, 2018:
399
3 In the case of ASEAN, the issue is being discussed in the framework of the ASEAN Regional Forum.
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Russia has made a broader list. According to the Conceptual Views Regarding the
Activities of the Armed Forces of the Russian Federation in the Information Space published
in 2011, it is the task of the armed forces to define the scope of confidence-building measures
for the military use of the information space, and in 2012 a further document detailed the range
of measures. These include the harmonization of national rules, the development of an
internationally agreed system of information security terminology, and the establishment of an
organizational framework for international cooperation between police forces (FEDOSOV
2012).

All these are serious efforts on the part of the international community, but it must not be
forgotten that an international cyber regime can only be successful if the widest possible range
of states are involved. The involvement of the leading states in cyber security is essential, but
there are still serious battles between the Western world and China-led emerging states over the
most fundamental issues of the regime. Suffice it to say that in November 2018, more than 50
states (accompanied by 130 private companies and 90 scientific bodies) signed the International
Cyber Security Pact on the need to establish rules for cyber warfare, but the United States,
China, Russia, North Korea, Israel, Iran, Australia and Saudi Arabia, as well as Huawei and
ZTE were not among the signatories (UK and 50 nations sign cyber security pact.) The aim of
this study is to illustrate what cyber-diplomatic maneuvers mean in practice for each country.
The study analyzes the main cyber diplomatic steps of the three leading cyber world powers,
China, the United States and Russia.

China and cyber diplomacy: another success story?

It is no exaggeration to say that China has also taken the lead in diplomacy. This is indicated
by the size of the diplomatic network, which is also a measure of the degree of global influence.
By 2019, China had 276 diplomatic posts worldwide, ahead of even the leading United States,
which has “only” 273 branches (BLEY 2019). This could also be a turning point in great power
competition, because China is certainly ready to use its global power in realit. According to
some opinions, China is no longer just a cyber superpower, but has grown into a cyber
superpower in the last few years (SEGAL 2018). All this cannot be a coincidence when we
look at the words of the Chinese President in 2016: without cyber security, there is no national
security, and without informatization, there is no modernization (Xi Jinping gives speech...).

The basis for diplomatic action is the new Cyber Security Strategy Paper issued in March
2017 titled as International Strategy of Cooperation on Cyberspace. In its name, the strategy
suggests that China envisages resolving cyber conflicts primarily through cooperation and the
use of peaceful means - and that cyber diplomacy has a key role to play in this.

The strategy states that the future of cyberspace is in the hands of all countries, and
although the digital divide between countries and regions is widening, the international
community is to work together as a whole in a spirit of mutual respect and understanding to
ensure the sovereignty of the Internet world. And here we come to the key concept, the concept
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of sovereignty. Sovereignty appears in the document as one of the four principles (alongside
peace, shared governance, and shared benefits), and in this context, the importance of Internet
sovereignty permeates the strategy as a whole — not surprisingly. The strategy also defines the
concept of Internet sovereignty (or cyber sovereignty): states are to respect each other's right to
choose the path of cyber development, the model of cyber regulation and the Internet policy,
and ensure that they can equally participate in the governance of international cyberspace. No
state may break into cyber hegemony, interfere in the internal affairs of another state, or support
cyber activities that undermine the national security of another state. The issue of sovereignty
is also one of the strategic goals, in the first place as "guaranteeing sovereignty and security”.
The country envisages achieving this strategic goal primarily through the use of peaceful means,
and aims to prevent cyberspace from becoming a new battleground. At the same time, China
will continue to develop its defense cyber capabilities and give the military an important role
in cyberspace missions. It also plans to create a stand-alone cyber force.

Among the strategic goals, | would like to highlight the creation of the second named
system of international rules, as well as the issue of fair internet governance, which is the third.
With regard to the former, China advocates the establishment of a universally agreed system of
international rules and codes of conduct within the United Nations, which sets the framework
for states’ behavior in cyberspace. In the context of the latter, the strategy states that there is a
need for a “multilateral, democratic and transparent” global Internet governance based on the
principles of equal participation and co-decision. The multilateral indicator deserves emphasis,
as it represents one of the main differences with the Western powers, which want to implement
a multi-stakeholder model of Internet governance.

China’s foreign policy has three main goals: to reduce the threat that the Internet and the
flow of information can pose to internal stability and the legitimacy of the system; to shape
cyberspace in a way that increases the country's political, military and economic influence; and
to offset U.S. dominance while increasing China’s room for maneuver (SEGAL 2017). The
country's cyber-diplomatic steps also fit into this target system. Under the presidency of China
Xi Jingping, he changed his previous reactive and defensive cyber policy and decided to use
active cyber diplomacy to build his cyber diplomacy channels in a very short time, which he
uses very effectively to achieve his goals. Cyber security can simultaneously provide Beijing
with countering the threat of terrorism, guaranteeing regional influence and building bilateral
relations with important partner countries such as the United States. In 2014, China hosted the
first World Internet Conference in Wuzhen. At that time, the President of China sent only a
welcome message to the event attendee. A year later, Xi Jinping personally attended the
conference and gave a speech, signaling the increased importance of cyber security issues for
China. In addition to the issue of Internet sovereignty, the Chinese President's speech focused
on the issue of global Internet governance, including the promotion of multilateralism. It was
no small diplomatic gesture that Russian President Medvedev immediately responded to the
Chinese president’s words in his conference speech and assured him of his support
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(BANDURSKI 2015). Incidentally, the two countries enjoyed considerable success on the day
before the conference, when, thanks to their successful lobbying activities, the term multilateral
has been included in the text of UN General Assembly Resolution A/RES/70/125.

Chinese cyber-diplomacy is rooted in the recognition of the principle of non-interference
in internal affairs and the principle of equal participation, the importance of capacity-building
and development assistance, as well as support for the United Nations and other international
institutions. The result of all this is the issue of cyber sovereignty or internet sovereignty, which
has been a central issue since the beginnings of cyber diplomacy. China sees the world of the
Internet as a double-edged sword: as an essential element in ensuring economic development
and governance, but at the same time a threat to internal stability and the legitimacy of the
system. The country intends to provide answers primarily through in-country censorship (see
the Great Firewall), but also emphasizes the importance of international cooperation.

China’s cyber-diplomatic efforts have for many years highlighted the fight against the
unequal distribution of Internet resources and, in this context, the need for strong U.S. control
over IANA? and the reform of ICANN. 10 of the world’s 13 root servers are located in the
United States, and IANA was also created as a result of a contract between ICANN and the
U.S. Department of Commerce (SWAINE 2013). Therefore, it is not surprising that China
supports the implementation of multilateral Internet governance in order to break US
dominance.

Cyber issues are also gaining ground in China’s bilateral and regional relations. Beijing
is using cybersecurity to strengthen its regional position on the one hand, and to secure its
leading position among regional and developing countries on the other. It has a privileged
bilateral relationship with the United States, but the relationship between the two great powers
has been quite volatile on cyber issues. The strengthening of bilateral relations was initially
forced by the United States, but the dialogue was mostly limited to economic issues - in part
due to the fact that Chinese diplomats came from the State Department staff and lacked cyber
expertise. The United States sounded louder and louder, and in June 2013, when the leaders of
the two countries met in California, Obama warned the Chinese president that cyber espionage
would seriously damage their bilateral relations. Shortly afterwards, the Snowden case erupted
and the United States indicted five Chinese hackers — that was followed as China’s response by
freezing bilateral talks. During this period, two major research institutes on both sides produced
annual reports on the current state of cybersecurity (CSIS in the US and CICIR in China).®.
Relations were consolidated only after the charges against Chinese hackers were dropped. In
September 2015, President Xi arrived on an official visit to Washington, where as a result of
the two-day talks; the two great powers signed a bilateral agreement of epoch-making

4 Internet Assigned Numbers Authority
5 CSIS — Center for Strategic and International Studies; CICIR — China Institute of Contemporary International
Relations
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significance, which also specifically addresses cyber security issues. The signing of the
convention was also an important step because it also served as a model for shaping cyber
relations in the United Kingdom, Germany and other Western states.

The bilateral agreement (Fact sheet ...) signed on September 25, 2015 stipulates that
requests for information or requests for assistance shall be answered in a timely manner if they
relate to malicious cyber. The parties are required to cooperate in the detection of cybercrime
and the collection of electronic evidence, and to provide up-to-date information on the status
and outcome of the investigation. They also undertake that no government shall engage in or
support cyberspace activities for theft of intellectual property. Both sides support the
establishment of rules of conduct for states in cyberspace, an issue that will be examined more
closely by an expert group to be set up. Finally, a special cooperation mechanism will be set up
to discuss cybercrime issues, with a group called the "High Level Joint Dialogue” meeting twice
a year to consult (RENARD 2015).

In the post-agreement period, cyber-espionage activities between the two countries have
been reduced to a lower level, but re-growth is not ruled out - and this could make cyber security
a top priority in US-China bilateral relations. However, the probability of this is low, but at the
same time there are fundamental issues in which the positions of the two great powers differ
radically. These include the question of the militarization of cyberspace, the question of the
applicability of international law to cyber warfare, and the assessment of the legitimate extent
and purpose of cyber espionage. However, this tension inevitably carries the risk of a potentially
more serious conflict. To prevent such a conflict, the logic and purpose of arms control could
also be applied to cyberspace relations - despite the fact that arms control mechanisms during
the Cold War applied to the nuclear arsenal and were fundamentally different® from cyberspace
conditions (LEVITE-JINGHUA 2019). However, if the one-way and unilateral diplomatic
moves of the Trump administration or the future US leadership continue into the future, further
tensions are expected in the relationship between the two countries.’

Bilateral relations must also include Sino-Russian relations. In May 2015, the two
countries signed 32 bilateral agreements - including a cooperation agreement on international
information security (ROTH 2015). In it, they commit themselves not to launch hacker attacks
against each other and condemn attempts to destabilize domestic politics over the internet. The
latter is one of the elements of the agreement that can be considered new compared to the
agreements already concluded under the auspices of the Shanghai Cooperation Organization.
Another step forward is the naming of specific measures, such as setting up contact points or
running joint scientific cyber projects.

6 Cyber capabilities are dual-use and mostly invisible, the main actors in cyberspace are private sector entities
(as opposed to nuclear powers as states), control of cyberspace commitments is essentially impossible, and cyber
weapons are well placed to achieve localized and transient effects.

7 For more details, see DOLLAR-BADER 2019
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Among bilateral relations the partnership established with the European Union in 2012
should also be mentioned. The EU-China Cyber Group also meets regularly as part of the annual
EU-China Summit, which has essentially become a forum for expressing the Union's concerns
about China's cyber security policy and discussions on Internet governance (PAWLAK 2015).
The working group held its seventh meeting in China on January 13, 2020, where the expansion
of practical cooperation and the deepening of the bilateral comprehensive strategic partnership
were assessed as significant achievements (The 7th China-EU Cyber Taskforce...). Among the
European states, China also discusses cyber issues with the United Kingdom on an annual basis
in the framework of the bilateral partnership, focusing mainly on cybercrime issues.

At the heart of China’s diplomatic agenda will certainly remain the issue of cyber
sovereignty and will improve its position in cyberspace through economic means. Already, one
of the special, yet highly developed areas of Chinese cyber-diplomacy is trade and investment
policy, which it uses as economic and indirect policy tools. By opening up new markets around
the world, it is gaining new supporters for Chinese foreign policy and, at the same time, for
China’s cyber policy and the adoption of cyber norms. However, investment cannot always be
directly converted into political influence; it often appears in an indirect form. An example of
direct influence is Huawei’s entry into the African market. In 2005, Huawei opened a school in
the Nigerian capital, and five years later it was already operating in 50 African countries,
serving 300 million African users. Another good example is the One Belt, One Road (OBOR)
initiative. It is made up of two elements: one is the Silk Road economic belt, which connects
China to the Persian Gulf, the Mediterranean and the Indian Ocean, and the other, the 21st
Century Maritime Silk Road, which connects the region’s waterways. In connection with this,
there are also plans to build an “information silk road”, which originally meant laying cross-
border optical cables and other communication networks.® The planned fiber optic cable, which
connects China with 48 African countries, is 200,000 km long and the planned cost of
deployment is $ 173 billion (Chinese Firm Hopes...). However, the plan was completed in
November 2019 and will not only lay a lot of cabling, but will also include network devices and
software, as well as smart ports to support future management structures (China’s Digital Silk
Road...).

The evolution of Chinese cyber politics and diplomacy in the coming period will be
determined by two external factors. One is the processes taking place in the United States. If
the country focuses primarily on its internal problems, it will be an opportunity for China to
play a greater role in creating rules in cyberspace. The other is the evolution of the cybersecurity
environment, which is becoming increasingly dangerous based on current trends and there are
fears of a “militarization of cyberspace”.® However, the ancient Chinese principle of deliberate

8 The cornerstones of the plan were fixed in 2016 and its implementation was planned for 2018, but the actual
development is yet to come..
9 ibid. p.2
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progress is unlikely to be abandoned by China, and diplomacy on cyberspace will remain the
mainstay of its prudent political-economic moves.

Russia and cyber diplomacy

Russia’s cyber potential is one of the largest and most technologically advanced in the world,
alongside that of the United States and China. In recent years, however, the country has used
these capabilities on several occasions with offensive intent - as has been the case with Estonia
or Georgia, but even against the United States. Russia is using cyber conflict as a coercive tool,
as part of a great strategy against the enemy to achieve its desired goals. However, these actions
cross the borders of the post-Soviet region only in the rarest of cases - the question is why? The
answer lies in the fact that Russia's national interests and goals also focus primarily on the post-
Soviet region, and the global stage is only secondary to this - and this is no different for
cyberspace.

Examining cyber interactions (BRANDON —-MANESS 2014), it is striking that Russia is
by far the last, while the United States and China are towering high. It follows that Russia
underestimates the importance of cyber diplomacy and does not seek to resolve cyberspace
conflicts through the tools of diplomacy, but rather through the use of cyber (offensive)
capabilities.!® The reason for this should be sought in the “executive circle”. While in the West,
many institutions of civil society are the custodians of soft power, in the case of Russia it is the
exclusive right of state bodies controlled by the state-controlled media. It is therefore not
surprising that cyber-diplomatic tools are not in the first place among Russia's repository of
foreign policy tools (McNABB 2016).

However, this was not always the case. In the early 2000s, Russia was still actively
involved in multilateral and regional cyber consultations, but as these efforts did not produce
the desired results, diplomatic actions were increasingly replaced by offensive cyber actions.
Russia sees its cyber power as an integral part of the Great Strategy and intends to use it to
achieve its political goals - in line with the Clausewitz idea: war is the continuation of politics
by other means (WIRTZ 2015).

As for the initial period, Russia’s diplomatic moves were aimed at preventing conflicts and
cyber arms competition between states. A sign of this was the adoption of the UN General
Assembly Resolution A/RES/53/70 in 1999 on the initiative of Russia. Even then, Russian
Foreign Minister Igor lvanov drew the attention of states to the danger of the militarization of
cyberspace, stressing also the possible harmful effects of cyber weapons (DAM- OWENS
2009). However, all this had not yet been fully understood by the states at the time (partly
because the number of Internet users was still low, at around 250,000 - at the time). However,

10 In contrast, the United States, which would have had the opportunity to deploy its advanced cyber capabilities
during the conflict in Iraq, Afghanistan, or even Libya, has not done so..
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Russian diplomatic efforts continued and took shape in 2009 in the UN General Assembly
resolution A/RES/64/211 entitled the Creation of a global culture of cybersecurity and taking
stock of national efforts to protect critical information infrastructures. However, as the decision
was not legally binding, its practical implementation was not achieved.

Russia continued to seek diplomatic solutions within the UN system and welcomed the
establishment of the UN Group of Governmental Experts in 2004. By this time, however, the
purpose of Russian cyber-diplomacy had changed, and regulation had become a priority rather
than prevention. This is because so far many countries (including Russia) have been actively
developing their cyber capabilities. However, the first results had to wait until 2014, when the
report of the UN GGE stated that international law - and in particular the UN Charter - was also
applicable in cyberspace (UN General Assembly Resolution A/68/98). Government work
continued thereafter, and the group’s 2015 report already laid the groundwork for a government
code of cyber conduct, but processes stalled thereafter.

At the same time, Russia forced the need for a code through its regional relations. In 2011,
on behalf of the Shanghai Cooperation Organization, it submitted a proposal to the UN with
three other countries, and in 2011 also drafted the International Convention on Information
Security.!! Both documents emphasize the principles of state sovereignty and territorial
integrity in relation to cyberspace. The Russian will was also enforced in the Organization for
Collective Security Treaty and among the BRICS states by adopting resolutions and setting up
working groups.

Finally, Russian diplomacy has also sought to achieve the regulation of cyberspace through
bilateral partnerships. In the world, the first bilateral cyber agreement between Russia and the
United States was concluded in 2013. However, the success is not clear because the convention
was limited to the technical issues of cooperation. It noted the need for information exchange
between national CERTs and the creation of a cyber hotline. There was hope in the Russians
that a wider Russian-American agreement could be signed, but the Ukrainian conflict stalled
the negotiation process, and then in 2017, when Russia repeatedly tried to draw up a convention
on dangerous military activities, the American party withdrew the day before signing —
presumably due to developments revealed in the Russian intervention in the 2016 presidential
election (POPESCU-SECRIERU 2018). In addition to the first cyber agreement, Russia has
already concluded similar agreements with several countries, such as China, India, South
Africa, Belarus or Cuba, and plans to conclude further agreements with France, Germany,
Israel, Japan and South Korea.

Russia already enshrined the need for international regulation of cyberspace in its cyber
strategy 20 years ago and, together with China and other CSTO member states, it still insists on

11 The fact that the power of the Internet became apparent to all states in the light of the events of the Arab
Spring, and Russia wanted to avoid manipulating the Russian political system from outside, may have played a
role in the creation of the documents.
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the applicability of cyber codes of conduct and sovereignty and non-interference in internal
affairs in cyberspace. Unlike the West, led by the United States, which has opposed it in the
past, it has recently shown a growing willingness to recognize the need for rules. The divide
between the two camps is also having a very negative effect on Russian-American and Russian-
European relations, with the result that the chances of global agreement are diminishing - even
if the UN Secretary-General himself is in favor of establishing a set of rules (US Chief Calls

for...).

The United States as a cyber-diplomatic giant

The section on U.S. cyber diplomacy is shorter than the sections on the first two countries. This
is due, on the one hand, to the fact that | have already touched on a number of issues related to
US cyber policy in connection with the previous two states, and on the other hand, US cyber
diplomacy has such a broad theoretical background and practice. Therefore, in this study, |
summarize only the most important stages of the American cyber-diplomatic process, which
was officially launched in 2009.

The cornerstone of U.S. cyber diplomacy was the adoption of the country’s International
Strategy for Cyberspace in May 2011. With the release of the strategy, the United States has
put the issue of cyber diplomacy on a solid footing and has also set up its organizational
structure. The document itself defines the concept of cyber diplomacy: it covers a wide range
of American interests in cyberspace - this includes not only cybersecurity and internet freedom,
but also internet governance and the military use of the internet, innovation and economic
growth. The Office of the Coordinator for Cyber Issues has been set up in the Ministry of
Foreign Affairs, with Christopher Painter as its first (and last) head. The office may have served
as evidence of U.S. primacy in cyberspace (as it usually does in global force). It was the first
such organization in the world, which has ever since been followed as a model by the foreign
affairs apparatus of other countries. Cyber diplomacy has become a critical component of U.S.
foreign and national security policy. During its six and a half years of operation, the Office has
established a number of bilateral and multilateral partnerships and has negotiated formally or
informally worldwide on a wide range of cyber issues (PAINTER 2019). Several expert
proposals revealed the need for further cyber-diplomatic construction, but the Trump
administration had a different view on the future of the issue, and Secretary of State Tillerson
decided to close the Office (and relocate staff to the Department’s Economic and Business
Affairs Office). This created a huge gap that was to be filled by creating a new cyber strategy
ordered by a presidential decree (Presidential Executive Order...) in May 2017, but its failure
has led to further uncertainties among diplomatic corps. The transformations of the American
cyber-diplomatic organization are, in fact, the result of a struggle between internal
organizational and power interest groups as, in the second half of 2010, a serious struggle began
within the US state administration over which interests, sectors and aspects to become decisive.
And similarly, the bill was rejected because it did not actually succeed in resolving the
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differences between the opposing interest groups in it. The bipartisan consensus proposal for a
law on cyber diplomacy was presented to the House of Representatives in September 2017.
However, although introduced on January 24, 2019, and passed by the House Committee on
Foreign Affairs in March, the bill has yet to receive a vote neither at the House nor at the Senate.
According to the bill, the country intends to contribute to an open, interoperable, reliable,
unrestricted and secure Internet governed by a multi-stakeholder model. The United States,
therefore, continues to persevere in rejecting the multilateral approach, by which confronting
developing world led by China and Russia. The strategy exacerbated all this by naming
countries and groups that pose a threat in cyberspace: Russia first, followed by China, Iran and
North Korea, terrorist and criminal groups. At the same time, the document highlights the
importance of bilateral relations and names the bilateral agreements concluded between 2014
and 2018.2 To correct the anomaly in the organizational space, the Office of International
Cyberspace Policy will be set up as a new central cyberspace, headed by a cyber ambassador
appointed by the President.

As for the sequel, it was so certain that it would not be enough to devise a new strategy
and set up a new office to answer the confrontations and dilemmas facing the country in
cyberspace, but the elaboration of detailed questions was still pending. If the United States is
to succeed in this area as well, open confrontation with both China and Russia shall be avoided
at all costs; a policy consistent with these states shall be pursued and communicated to allies
and other states in the world. The solution for the United States could be to persuade the states
of Europe, Africa, South America, and Central, South, Southeast Asia to choose some of the
leading states in their region - thus offsetting Chinese and Russian dominance (CHAPMAN
2019).

Final remarks

There are several indicators to compare the cyber security situation of the state. Of these, |
highlight the Global Cybersecurity Index, listed by the United Nations International
Telecommunication Union, which compares states along five indicators. The fifth indicator is
cooperation, in which, among other things, bilateral and multilateral cooperation frameworks
and membership in international organizations are the yardstick. Based on the overall rating of
the index, the United States ranks 2nd, Russia 26th and China 27th in the world rankings
(Global Cybersecurity Index 2018...). It can be seen that the United States is clearly one of the
three countries studied, which is indeed a cyber-diplomatic superpower. In the case of China,
the relative lag reflected in the indicator is due to the fact that the country has only begun to
engage in active cyber diplomacy in recent years, and the effects of the initial steps are not yet
reflected in the index figures. In the case of Russia, the result is not surprising, as the Russians

12 Countries include China, Japan, the United Kingdom, France, Israel, South Korea and Australia, among
others.
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do not necessarily want to use their diversified network of contacts in the field of cyber security.
At the same time, in the case of all countries, it can be said that the co-operation indicator can
be said to be low, therefore it is expected that the field of cyber diplomacy will start to develop
greatly in the future.
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