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Abstract

The presented paper is devoted to application problems in the field of ensuring international 
cooperation between Financial Intelligence Units. In accordance with the set goal, the author 
further analyses the existing application problems related to the exchange of information be-
tween the Financial Intelligence Units of the European Union. A special part of the paper focus-
es on the issue of the absence of uniform regulation at the level of the European Union in the 
area of information exchange between the European Union Financial Intelligence Units and the 
Financial Intelligence Units of third countries. In addition, the author further analyses the use 
of communication channels between the Financial Intelligence Units related to the assurance of 
sufficient protection of personal data.
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1 Introduction

The Financial Intelligence Unit of a Member State of the European Union (EU FIU) serves 
as the national centre for receiving and analysing reports of suspicious business transactions, 
as well as other reports related to money laundering and terrorist financing and for reporting 
the results of its analysis to the competent authorities. All Member States have set up FIUs to 
collect and analyse information received under the provisions of Directive 91/308/EEC with 
the aim of establishing links between suspicious financial transactions and underlying criminal 
activity in order to prevent and to combat money laundering.1 The legal requirement for the 
establishment of FIUs in the EU Member States was stipulated by Directive 2005/60/EC of the 
European Parliament and of the Council of 26 October 2005 on the prevention of the use of the 
financial system for the purpose of money laundering and terrorist financing.

1 Recital 2 of Council Decision (2000/642/JHA) concerning arrangements for cooperation between financial 
intelligence units of the Member States in respect of exchanging information.
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The creation of the FIU framework was primarily designed to support law enforcement agen-
cies and courts, which play an equally important role in the investigation of money laundering and 
terrorist financing. When considering the creation of the FIU, it was authoritative to create a cen-
tral collection point for receiving and analysing reports on suspicious transactions. The reason for 
creating a single institution was to promote trust in the system of combating money laundering.

The functions rendered by the EU FIU can be divided into primary and secondary ones. The 
definition of the primary function is further specified in the recommendation of the Financial 
Action Task Force (FATF, 2012-2022, 24), which became the basis for Directive (EU) 2015/849 
of the European Parliament and of the Council of 20 May 2015 on the prevention of the use 
of the financial system for the purpose of money laundering or terrorist financing, amending 
Regulation (EU) No 648/2012 of the European Parliament and of the Council, and repealing 
Directive 2005/60/EC of the European Parliament and of the Council and Commission Direc-
tive 2006/70/EC (AML IV Directive), which has been fully transposed.2 The primary (core) 
function of the EU FIU is thus the reception, analysis, and provision of information to the com-
petent authorities. The reception of information by the EU FIU includes collecting and gather-
ing information related to money laundering and terrorist financing from obliged entities. These 
include, credit institutions, financial institutions, auditors, notaries, gambling service providers, 
wallet service providers, and the like.3 Obliged entities have the duty to communicate all suspi-
cious business transactions carried out by their clients to the EU FIU. While the core function 
of the EU FIU is directly mandated by the AML IV Directive, its secondary functions may 
include different tasks depending on the FIU model chosen by the Member State (IMF, 2004, 
34). We believe that the most important secondary function of the EU FIU is its supervisory 
role, which includes conducting audits of compliance with the relevant legal regulations by 
the obliged entities and to impose sanctions whenever failures are identified (imposition of 
sanctions function). In addition, the FIU’s secondary function includes developing guidelines 
(relating to the submission of opinions on the practical application of the relevant legislative 
regulations), producing national risk assessments, and performing international cooperation 
tasks (Dražková, 2021, 64).

Moreover, FIU is responsible for exercising a national risk assessment which is one of 
the key requirements to identify, assess, and understand the money laundering and terrorist 
financing risks at the national level of individual member states. The risk assessment takes into 
account risk factors, as well as the risk assessment developed by the authorities of the European 
Union and other international institutions. The national risk assessment is updated mainly 
taking into account the developments and trends of the money laundering and terrorist financing 
risks. The Financial Intelligence Unit will provide the results of the national risk assessment 
to the Council of Europe, the European Commission, the participants of the European System 
of Financial Supervision and other member states for the purpose of preventing the money 
laundering and financing of terrorism. The Financial Intelligence Unit publishes the final 
national risk assessment report on its website. The Financial Intelligence Unit continuously 
informs obliged entities about the risks identified in the national risk assessment and about the 
measures taken to mitigate them.

It is clear that the entire EU FIU function cannot be defined accurately, mainly due to signif-
icant variances between the different EU FIU models. Although the AML IV Directive directly 

2 For more details see: Nanyun & Nasiri (2021).
3 Article 2 of AML IV Directive.
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regulates the obligation for Member States to ensure the greatest possible degree of cooperation 
between EU FIUs – notwithstanding their model (organizational structure) – we continue to 
examine a number of application problems at present, which, in our view, are directly linked to 
the heterogeneity of EU FIU models.

The list of authorities designated as competent for the AML/CTF supervision of financial 
institutions in the EU is maintained by the European Banking Autority.4

It follows from the above that we consider the absence of uniform legislation at the EU 
level comprehensively regulating the uniform position of FIUs across the EU Member States 
to be a fundamental obstacle. It led to divergent national legislation on the position of EU FIUs 
since EU Member States were given the freedom to choose their own FIU model. As a result, 
the following EU FIU models currently exist: administrative, law enforcement (police), judi-
cial (prosecutor), or hybrid (Brewczyńska, 2021, 2). The inconsistency of the EU FIU models 
causes various types of issues,  related in particular to the response time to information requests 
and disclosures within the framework of international cooperation between national EU FIUs, 
or related to the establishment of additional duties for FIUs. There is also still a lack of uniform 
regulation in the area of information exchange between EU and third-country FIUs. The lack of 
FIU harmonization across the EU has also caused significant data protection difficulties. 

This paper aims to provide a comprehensive analysis of the currently persistent applica-
tion problems in the field of information exchange between EU FIUs and between EU and 
third-country FIUs. To pursue this objective, this paper also includes an analysis of the ade-
quacy of the personal data protection regulation at the EU level and the related issue of using 
communication channels to exchange information between FIUs. These analyses form the the-
oretical basis for formulating conclusions regarding the inadequacy of the existing legislation in 
the field of ensuring international cooperation between FIUs. The following methods were used 
in the paper: induction, deduction, analysis, synthesis, abstraction, and comparison.

2 Exchange of information between EU FIUs

Under Article 53 of the AML IV Directive, EU FIUs are obliged to carry out information-shar-
ing. In this context, we can speak of international cooperation between EU FIUs, which is car-
ried out on a reciprocal basis, i.e. each EU FIU acts both as a recipient of the information and 
as a provider of information. With regard to this task, EU FIUs act as clearing houses (Panevski 
et al., 2021, 244), their main task being to ensure the receipt and independent analysis of infor-
mation relevant to the area of money laundering and terrorist financing. As such, we can think 
of them as serving the “intermediary” role between law enforcement and judicial authorities.

It is important to emphasize that Directive (EU) 2018/843 of the European Parliament and of 
the Council of 30 May 2018 amending Directive (EU) 2015/849 on the prevention of the use of 
the financial system for the purposes of money laundering or terrorist financing, and amending 
Directives 2009/138/EC and 2013/36/EU (“AML V Directive”) directly distinguishes between 
competent authorities supervising credit and financial institutions in the area of money laundering 
and financing of terrorism and supervisors conducting prudential supervision. For example, in the 
Slovak Republic, the competence of the National Bank of Slovakia to carry out supervision in the 
field of money laundering and financing of terrorism is thus derived from its power to prudentially 
regulate and supervise financial market participants (European Banking Authority, 2021, 5).

4 Online: https://bit.ly/3iP7hox 

https://bit.ly/3iP7hox
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The provision of information by one EU FIU to an EU FIU from another EU Member State 
shall be carried out in one of the following ways (Mouzakiti, 2020, 359):

• At the initiative of the EU FIU;
• Expeditious transfer of information from an EU FIU to another EU FIU from another 

Member State;
• At the request of an FIU from another EU Member State.

Disclosure of information at the initiative of the EU FIU includes information and analysis 
that – at the EU FIU’s own discretion – may be relevant for the purpose of processing or ana-
lysing information by an FIU from another EU Member State in relation to money laundering 
or terrorist financing.5 It follows from the above that the information provided in this way must 
clearly be relevant and related to money laundering and terrorist financing. In this case, we see 
application problems related to the interpretation of the above concepts. While the concept of 
laundering the proceeds of crime and financing terrorism is further regulated in Article 1 of the 
AML IV Directive, the question of what is meant by relevance remains ambiguous. EU Mem-
ber States’ FIUs may thus interpret this criterion very differently and hence, at their discretion, 
not forward information that may have been relevant for another EU Member State. In this con-
text, the European Commission has attempted to define this concept further, stressing that this 
form of disclosure is primarily used for reports containing a piece of cross-border information, 
but has still failed to explain the concept in greater detail. With the application of the relevance 
criterion, the European Commission considers that the analysis of the information received 
from the obliged entity should not be performed by the disclosing EU FIU but instead by the 
receiving EU FIU, which can then carry out its own analysis (European Commission, 2019a, 
7–8). It is clear from the above that the information provided should contain data directly rel-
evant to another EU Member State, which may be important for the proper functioning of the 
combating money laundering and terrorist financing framework.

The duty to provide information to an FIU from another EU Member State promptly is 
primarily linked to reporting any suspicious business transaction that has been submitted to 
a non-competent EU FIU. The duty to report a suspicious business transaction is generally 
imposed on obliged entities under the control of the relevant EU FIUs. These include banks, 
insurance companies, securities dealers, and the like.6 In line with the territorial principle, the 
competent EU FIU shall be the FIU of the EU Member State in the territory of which the dis-
closing obliged entity is located.7 The exchange of information is thus carried out on the basis 
of objective factors, consisting of determining that the suspicious business transaction report 
submitted by the obliged entity is addressed to another competent EU Member State. In this 
case, the disclosing EU FIU has no power to carry out any analysis or to decide on the justifi-
cation of the report submitted (European Commission, 2019a, 7). The process of “forwarding” 
a suspicious transaction report (the STR) is linked to the existence of an application problem 
related to the duty of the EU FIU to provide feedback to the obliged entity and the disclosing 
EU FIU on the effectiveness of the submitted STR and the follow-up procedures related there-
to.8 Thus, the duty to provide feedback applies to the EU FIU that received the information from 
the non-competent EU FIU. Despite its existence, this duty is quite often underestimated by the 

5 Article 53 (1) of AML IV Directive.
6 Article 2 of AML IV Directive.
7 Article 33 (2) of AML IV Directive.
8 Article 46 (3) of AML IV Directive.
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relevant EU FIUs, which means that they provide less feedback to obliged entities. The situa-
tion is even worse when it comes to the communication between the disclosing EU FIU and the 
receiving EU FIU, where feedback is virtually non-existent (European Commission, 2019a, 6).

The provision of information at the request of an FIU from another EU Member State is – 
similarly to the provision of information at its own initiative – subject to its relevance to and 
connection with money laundering and terrorism financing. The request submitted must contain 
several pieces of information, such as background information, an adequate statement of rea-
sons for the request, and the purpose for which the information requested will be used.9 In this 
case, the question arises as to what constitutes a sufficient statement of reasons for the request? 
Will a suspicion of money laundering and terrorist financing be considered sufficient, or is it 
also necessary to produce an analysis of the reasons for such suspicion by the requesting EU 
FIU? The current regulation also does not address the issue of further action by the disclosing/
requesting EU FIU if the statement of reasons is not sufficient on the part of the requesting EU 
FIU. These are issues that are still topical and have not yet received sufficient attention, which 
may ultimately be counterproductive and thus discourage EU FIUs from cooperating at the 
international level. 

Another application issue relates to the duty to provide a timely response to a request for 
information by an FIU from another EU Member State. The AML IV Directive does not spec-
ify the maximum length of time for responding to a request for information from another EU 
FIU, thus it is at the sole discretion of the disclosing EU FIU. In our view, this has served as an 
impetus for the EU FIU to follow the recommendations of the Egmont Group of FIUs,10 which 
recommends that the EU FIU respond to the request within one month (Egmont Group, 2014, 
5). In order to ensure a timely exchange of information, the Egmont Group of FIUs has also cre-
ated a request form containing a number of mandatory details to be provided by the requesting 
FIU (e.g. name of the FIU, urgency of the request, identification of the relevant entity for the 
disclosure of information) (Egmont Group, 2017, Annex A).

Despite the absence of a regulation on the maximum time limit for responding to a request 
from another EU FIU in the AML IV Directive, the European Commission has criticized EU 
FIUs, stressing that, despite the approval by the Egmont Group of FIUs of the recommendation by 
the EU FIUs, the given time limit appears to be much longer than the average time limits for ex-
changing information with other EU authorities, which are calculated in days or up to a maximum 
of one week. An example is Council Framework Decision 2006/960/JHA of 18 December 2006 
on simplifying the exchange of information and intelligence between law enforcement authorities 
of the Member States of the European Union, which provides for a time limit of up to three days 
(European Commission, 2019a, 8). In this context, it is impossible to disagree with the European 
Commission, that the one-month time limit set is disproportionately long, especially when an 
urgent request is served by the EU FIU, which may further delay subsequent legal actions taken 
by it. On the other hand, we also see possible misconduct by the competent EU authorities, which 
– by their inaction – gave the EU FIU a free hand to decide how long they shall take to respond.

Another application problem lies in the area of ensuring timely access to the requested in-
formation by the receiving EU FIU. Under Section 32 (4) of the AML IV Directive, Member 

 9 Article 53 (1) of AML IV Directive.
10 The Egmont Group of Financial Intelligence Units is an international organisation whose aim is to facilitate co-
operation and intelligence sharing between FIUs in order to investigate and prevent money laundering and terrorist 
financing. The Egmont Group was founded in 1995 as an informal network of 24 national FIUs.
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States shall ensure that their FIUs have timely access – direct or indirect – to the financial, 
administrative, and law enforcement information that they require to perform their duties and 
powers accordingly. Nevertheless, it is clear that, in practice, not all EU FIUs are able to access 
the data they need. In our view, the fundamental problem is the inconsistent regulation of the 
organizational status of the EU FIUs. Despite the fact that the AML IV Directive removed the 
original obstacle, of imposing a duty on the EU Member States to ensure mutual cooperation 
between EU FIUs irrespective of their organizational status,11 the unification of the EU FIUs’ 
direct access to all the information they need has not been enforced. As a result, we currently 
see significant differences between the EU Member States in the ability of EU FIUs to secure 
direct access to the data they require. For instance, EU FIUs may have limited access to cer-
tain databases due to the different organizational positions of EU FIUs (e.g., if organizational 
position of an EU FIU within the hierarchy of its state institutions (such as law enforcement 
authorities) is too low, it may not be granted unrestricted access to all relevant databases).  

The exchange of information must respect the principle of purpose limitation. EU FIUs may 
use the information obtained only for the purposes specified in the request for information or the 
purposes specified by the disclosing EU FIU. When exchanging information and documents, 
the disclosing EU FIU may specify the conditions and limitations under which the receiving EU 
FIU may use the information.12 In this case, the question arises as to what else may be subject 
to such a restriction. As of now, no uniform standards for information exchange exist at the EU 
level. In this case, the only recourse seems to be to ask the disclosing FIU for consent to use the 
information for other purposes as well.

3 Use of FIU.net/ESW, and personal data protection

The European Commission places emphasis on ensuring enhanced protection of data provided 
to another EU FIU. Data is protected at two levels: the method of data transmission (IT system) 
and the legal framework for ensuring the protection of personal data.

In order to protect personal data, EU FIUs are obliged to use secure communication channels. 
In this context, the AML IV Directive encourages FIUs to use FIU.net. This is a decentralized 
network used for exchanging information between EU FIUs. The decentralization of the net-
work means that there is no common database where all the required data are stored, but all the 
participating EU FIUs have their own database of data that must be connected to FIU.net. This 
structure ensures that individual EU FIUs have control over their data as well as a certain level of 
flexibility in terms of data management (Mouzakiti, 2020, 359). The exchange of information is 
thus carried out on the basis of a request from the EU FIU for specific information. Requests for 
information may relate to specific suspicious entities as well as to more specific areas of activity 
by entities. Using the Ma3tch technology, EU FIUs can gain an overview of entities of interest 
in the other EU Member States and identify their revenues and funds. Using filters (FIU.net 
currently has about 126 filters); EU FIUs can compare data without requesting any personal data 
disclosure. If there is a positive hit, an EU FIU may then request the relevant EU FIUs to provide 
specific personal data of the individuals making a suspicious transaction. In this case, the FIU.net 
system guides EU FIUs to exchange only those data that are absolutely necessary for them, thus 
respecting the principle of data protection (Balboni & Macenaite, 2013, 334).

11 Article 52 of AML IV Directive.
12 Article 54 of AML Directive.
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Although FIU.net creates a unified system for the exchange of information between EU 
FIUs, we also find a number of application problems. The first problem is one of optionality, 
i.e. the right of EU FIUs to join the FIU.net system. The AML IV Directive does not explicitly 
require every EU FIU to participate in FIU.net, but only asks the EU Member States to encour-
age their FIUs to use the system. It follows that it is up to each FIU to decide whether to use the 
FIU.net system or to choose a completely different approach. In this context, some EU FIUs – 
citing the complexity and opacity of the FIU.net system – currently continue to use the Egmont 
Secure Web (ESW). This was developed by the Egmont Group of FIUs and, like FIU.net, is 
intended to ensure a seamless exchange of information between FIUs. From this perspective, 
EU FIUs are divided into three types: the first group uses only FIU.net; the second uses ESW as 
an equivalent alternative to FIU.net; and the third group uses FIU.net as a primary tool, while 
ESW is used only if the primary system fails or is interrupted (European Commission, 2019a, 
10). This inconsistency in the use of information exchange systems between EU FIUs may have 
a significant impact on the speed of information provided due to compatibility issues between 
the systems used by EU FIUs. 

However, the fundamental question remains the appropriateness of choosing FIU.net as 
the sole system for information exchange between EU FIUs. It is clear that FIU.net, which 
was developed by the EU, is a more powerful tool for EU FIUs, especially when it comes to 
potential network technical issues (e.g. data leakage). On the other hand, we still consider the 
questionable institutional subordination of FIU.net to be the hindrance here. Since 2016, FIU.
net has been integrated under Europol, which has created further opportunities for information 
sharing between EU FIUs and Europol but, already in 2019, the question was raised of whether 
Europol’ was adequately competent for cooperation in the area of personal data processing in 
order to perform the role of FIU.net technical administrator. The content of the European Data 
Protection Supervisor’s annual report showed that FIU.net contains personal data that goes be-
yond the list of data that can be processed by Europol (EDPS, 2019). In fact, Europol processes 
personal data only for the purpose of crisis control of a person suspected of committing or 
participating in a criminal offense,13 whereas EU FIUs have a wider range of competencies and 
focus, among other things, on suspicious commercial operations in a financial-legal context. On 
the basis of the decision above, the European Parliament has proposed a temporary transfer of 
the competencies of the FIU.net administrator to the European Commission and to extend those 
of Europol to include the possibility of establishing cooperation with the EU FIUs (European 
Parliament, 2021).

It follows from the above that it is clear that the question of the suitability of the use of FIU.
net is directly linked to the duty to ensure sufficient protection of personal data. We believe that 
the current application problem is the simultaneous application of Regulation (EU) 2016/679 
of the European Parliament and of the Council of 27 April 2016 on the protection of natural 
persons with regard to the processing of personal data and on the free movement of such data 
and repealing Directive 95/46/EC (General Data Protection Regulation – GDPR) and Directive 
2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data by competent authorities for the 
purposes of the prevention, investigation, detection or prosecution of criminal offenses or the 

13 Article 18 of Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the 
European Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing Council Deci-
sions 2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/JHA.
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execution of criminal penalties, and on the free movement of such data, and repealing Council 
Framework Decision 2008/977/JHA (the “Directive 2016/680”), in relation to EU Member 
States’ FIU law-enforcement models. Under Recital 42 of the AML IV Directive, the GDPR 
applies to the processing of personal data for the purposes of preventing money laundering and 
terrorist financing, while Directive 2016/680 provides protection for personal data processed in 
the framework of police and judicial cooperation in criminal matters.14 This raises the question 
of the suitability of applying the GDPR to the FIU police model, which has broader competen-
cies toward law enforcement agencies.

Despite the fact that Art 41 of the AML IV Directive obliges all EU FIUs to apply the rele-
vant provisions of the GDPR, some EU Member States continue to apply Directive 2016/680. 
The reason for taking a different approach is supposedly – in line with the arguments of EU 
Member States – to fulfil the core task of the EU FIU of detecting crime and the related use of 
law enforcement data, which ultimately results in EU FIUs effectively acting as law enforce-
ment authorities (Mouzakiti, 2020, 365). Neither the European Commission nor the European 
Data Protection Supervisor disagreed with the reasoning put forward, pointing out that, despite 
performing similar tasks, EU FIUs may not be considered law enforcement or judicial author-
ities (EDPS, 2013). However, it remains debatable whether the competent EU authorities have 
sufficient competence to determine which data protection framework is appropriate for all FIUs 
in light of the range of existing FIU models chosen by the EU Member States. 

Some EU Member States have gone even further and, instead of opting for one of the two 
data protection rules (GDPR and Directive 2016/680), they have applied dual (simultaneous) 
application of the two laws. However, the current application of the two regulations is associat-
ed with an application problem, consisting of the different levels of protection of personal data 
provided by the GDPR and Directive 2016/680. Examples include the prohibition of further 
processing of personal data regulated by the GDPR and the absence of a similar provision in 
Directive 2016/680, which regulates only the initial processing of personal data.15

Finally, it should be added that, when choosing a specific data protection legislation, or in 
the case of simultaneous application of two regulations, it remains questionable whether an 
EU FIU applying the GDPR – when it regards the exchange of information with an EU FIU 
applying Directive 2016/680 – can consider the protection of personal data provided at all as 
sufficient.  

4 Exchange of information between EU and third country FIUs

While a significant part of the AML IV Directive further regulates the cooperation of EU FIUs, 
regulation of the area of cooperation with FIUs of third countries is completely absent. For this 
reason, EU FIUs exchange information according to the Egmont Group of FIUs’ Charter (Eg-
mont Group, 2018) or implement bilateral agreements or even Memoranda of Understanding. 

14 Recital 42 modifies the references to the ineffective Regulation and Directive, which have been replaced by the 
GDPR and Directive 2016/680. Under Article 94 of GDPR: “1. Directive 95/46/EC is repealed with effect from 25 
May 2018. 2. References to the repealed Directive shall be construed as references to this Regulation. References 
to the Working Party on the Protection of Individuals with regard to the Processing of Personal Data established 
by Article 29 of Directive 95/46/EC shall be construed as references to the European Data Protection Board estab-
lished by this Regulation”.
15 Compare Article 5 of GDPR with Article 4 of Directive 2016/680.
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The exchange of information between EU FIUs and third-country FIUs is thus carried out on 
a reciprocal basis. It follows that the scope of information provided to third country FIUs may 
vary, depending on both the type of information requested and on how the protection of person-
al data is ensured. 

The lack of uniform regulation across the EU causes significant problems in how EU FIUs 
exchange information in accordance with the relevant EU legislation in force. We see appli-
cation problems at two levels: the power of the EU FIU to conclude bilateral agreements and 
Memoranda of Understanding and ensuring the protection of personal data.

The European Commission has stressed that cooperation with FIUs of third countries falls 
under the exclusive external competence of the EU. It added that the current way of ensuring 
cooperation between EU and third-country FIUs is a manifestation of the arbitrariness of EU 
Member States acting without the involvement of EU bodies (European Commission, 2019a, 
10). In our view, this is an absurd claim, which has no legal basis. At present, no relevant EU 
legislation further regulates even the principles of exchange of information between EU FIUs 
and third-country FIUs, let alone the procedural and legal process for ensuring cooperation (e.g. 
designation of the network for communication, FIU responsibilities, etc.). In this respect, it also 
seems inappropriate to argue that international agreements and Memoranda of Understanding 
could only be compatible with the EU’s exclusive competence if they covered operational is-
sues exclusively. However, the question arises as to how cooperation in other “non-operational” 
areas is to be enforced. This problem needs to be seen at a global level; it is not only a problem 
of the EU FIU providing information to a third country FIU but also the opposite problem, of 
not being able to obtain the necessary information requested by the EU FIU from third-country 
FIUs. If we are talking about the fact that money laundering and terrorist financing have no 
borders and the perpetrators may be located in third countries, it is obvious that EU FIUs will 
also suffer from a lack of necessary information, which may ultimately contribute to the transfer 
of perpetrators’ illegal activities to third countries.

In the area of personal data protection, similar to the cooperation between EU FIUs, appli-
cation problems remain due to inconsistent application of the GDPR and Directive 2016/680. 
EU FIUs, depending on their model, use the appropriate data protection safeguards for them 
when cooperating with third-country FIUs. The GDPR and Directive 2016/680 both regulate 
the principles for personal data transfers to third countries, but they differ. The GDPR presents 
stricter data protection regulations, since Directive 2016/680 does not cover specific areas of 
data protection. For instance, compared to the GDPR, Directive 2016/680 does not contain 
provisions on binding corporate rules, nor on data transfers and disclosures that are not allowed 
by Union law.16

The lack of an adequate level of data protection based on suspicious business transactions 
the GDPR and Directive 2016/680 by third-country FIUs also remains an issue. Not every third 
country FIU necessarily has a similar data protection regulation in place and thus may be sub-
ject to completely different requirements and conditions for ensuring the protection of personal 
data.17 The problem has also been highlighted by the European Commission, which has iden-
tified a number of issues related to the reluctance of FIUs to exchange information with each 
other, mainly due to the lack of mutual trust and the fear that such transfers of personal data will 
not comply with the GDPR (European Commission, 2019b, 16).

16 Compare Article 47 and Article 48 of GDPR.
17 For more details see: Adetunji (2019).
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Finally, EU FIUs are forced to comply with their international obligations and global stand-
ards in the fight against money laundering and terrorist financing, which stem, among other 
things, from the AML IV Directive as well as the FATF Recommendations and Egmont Group 
of FIU Recommendations. However, in this case, it is essential that EU FIUs comply with the 
relevant EU legislation when exchanging information with third-country FIUs.

5 Conclusion

FIUs are key players in the current fight against money laundering and terrorist financing. They 
are the only centres for collecting information on suspicious transactions and activity, making 
them an intermediate link between financial institutions and law enforcement authorities. Given 
that criminals laundering the proceeds of crime are not constrained by EU borders, it is of the 
utmost importance to ensure that international cooperation between FIUs functions properly. 
However, the current legal situation raises a number of issues related to the inadequacy of the 
legislation and the need for supplementation. Application problems are experienced at all levels 
of information exchange between FIUs. We consider the biggest problem to be the absence of 
legal definitions of basic terms and the regulation of the maximum length of time for responding 
to a request for information from an EU FIU, without which, in our opinion, it is not possible 
to talk about the overall effectiveness of the exchange of information between EU FIUs. In this 
context, it is necessary to add the mission definitions of terms, as well as to set the maximum 
response time to a request from an EU FIU to the AML IV Directive. 

The inconsistency of the legislator can also be seen in the communication channels (FIU.net 
and ESW), the choice of which is left to the individual EU FIUs, which may cause significant 
problems in the area of data transfer, making it difficult to establish comprehensive interna-
tional cooperation between EU FIUs. Furthermore, due to the existence of multiple EU FIU 
models, data exchange between EU FIUs has reached an “impasse”, in that there is currently 
still a lack of consistency between the EU Member States in the application of the GDPR and 
Directive 2016/680. In our view, despite the existing direct obligation to apply the GDPR to all 
EU FIUs (also stemming from the AML IV Directive), it is not possible for EU Member States 
to arbitrarily decide, depending on the type of EU FIU model they use, which legislation they 
are “willing” to apply. It follows that we can also speak of an incorrect application of the pro-
visions of the AML IV Directive.

The biggest grey area is currently that of cooperation between EU and third-country FIUs. 
The need to ensure this kind of cooperation is indisputable and cannot be left to the discretion 
of individual EU Member States. It is therefore questionable why there is not yet a uniform 
regulation of the basic processes of information exchange between EU and third-country FIUs. 
In an attempt to eliminate the grey area, EU Member States have attempted to establish co-
operation with third-country FIUs by concluding cooperation agreements or Memoranda of 
Understanding, but this has not been accepted by the European Commission. In this case, we 
consider it particularly relevant to reflect on the future functioning of these relationships. As a 
result of the grey area, we believe that, by entering into special agreements and Memoranda of 
Understanding, the actions of EU FIUs are correct and beneficial for the further development of 
international cooperation in the field of information exchange. 
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