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Abstract — Safety-critical and other high reliability software
developments cannot be created without additional support
tools. The aim of these so called application lifecycle
management systems are to make it possible to track every
step of the development process and support the
documentation created for customers and regulatory bodies.
In such developments, it is crucial to prove that traceability
is complete and there is no contradiction between the
artifacts. In former papers, the idea of the general approach
called Augmented Lifecycle Space was presented which can
effectively support the detection of traceability gaps and
inconsistencies. Furthermore, the application of this method
was demonstrated in homogeneous systems. In this paper, the
applicability of this approach is presented in heterogeneous
environment where the theoretical problems are partially
already solved and it is possible to give insight of the technical
difficulties.
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1. INTRODUCTION

High quality software is required in many different
application fields, such as in telecommunication,
information technology, or in the financial sector. The need
for quality is motivated in these sectors mostly by the
expected high financial loss in case of malfunction. Still,
these developments are not bounded by as many directives
and standards as the safety-critical software development
[1,2,3].

On the other hand, safety-critical applications are
hazardous due to their nature and it is both ethical and legal
concerns to keep the risk of these systems as low as
reasonably possible (ALARP) or rather as low as
reasonably achievable (ALARA) [4]. The concerning
directives may specify general safety requirements, such as
IEC 61508 standard [5], which gives recommendation
according to functional safety of electronic systems.
Furthermore, different fields have their own specific
directives from which the most relevant are the ISO 26262
for road vehicles [6], DO-178C for airborne systems [7]
and IEC 62304 for medical devices [8]. The requirements
in these standards have to be fulfilled, otherwise the product
cannot be lunched. Interestingly, the manufacturer have to
state the compliance to the related standards and directives
with all of the consequences. Naturally, certification bodies
are involved to proof this compliance as independent third

party.

978-1-5386-4772-1/18/$31.00 ©2018 IEEE

In case of medical devices, which is the main scope of
this research, the European Medical Device Directive
(MDD) and the Federal Food and Drug Administration
(FDA) of the United Sates are the important regulatory
bodies responsible for the local directives. Furthermore, the
developed device has to comply with various standards
such as the quality management standards ISO 13485 [9],
the risk management standard ISO/IEC 14971 [10] or
ISO/IEC 12207 standard [11] for software, and ISO/IEC
15288 standard [12] for systems. Together, these standards
and directives define the corner stones of development,
including processes.

Traceability is emphasized by many of the standards and
its need is recognized even by the agile community [13].
By definition, it is dependency relationship of any kind.
This means, that the derivation of development items can
be marked with various methods: A textual references does
the task, but it is always better to have more expressed
relationship. The continuous maintenance of traceability is
one of the most demanding task in case of complex
developments with extensive database [14]. Similarly, the
detection of inconsistencies can be difficult considering ten
thousands of development items.

In order to ease the burden and make traceability and
consistency more ubiquitous the Augmented Lifecycle
Space (ALS) approach was introduced. The main goal is to
provide a general method which can be used mostly in
heterogeneous application lifecycle management systems
to fill traceability gaps and correct inconsistencies by
providing automatic workflow generation.

In previous paper [15] the execution steps of ALS
approach was discussed while in paper [16] the practical
implementation of ALS method was presented. However,
the real benefits of this approach are more remarkable in
heterogeneous systems where the general transparency of
system is worse. Therefore, the aim of this paper is to
demonstrate the efficiency of the idea in such environment
and to give some idea not only about the theoretical
difficulties but also the technical ones.

Many others has already tried to solve traceability and
consistency related problems [17, 18, 19, 20]. The common
point was in these concepts to create a technology to solve
the related problems. However, the adaptation of these
technologies is cumbersome and error prone. Our approach
is unique, as it defines only a concept which can be utilized
to solve traceability and consistency deficiencies. Thus,
companies can tailor to fit maximally to their needs
considering their processes, software tools and habits. This
generality is the main strength of ALS method.
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The paper is structured as the following: First the
importance of traceability and consistency is discussed
together with the classification of ALM systems.
Afterwards, the general introduction of ALS approach is
presented. This is followed by explaining the application
environment together with the used solutions. Finally, the
advantages and disadvantages of presented solution is
discussed, followed by our future goals.

II. ENVIRONMENT OF APPLICATION

The main target of this research consists enterprises in
the field of medical device developments, but other
(typically safety-critical) domains can profit from it as well.
The presented idea is most effective for medium or small
companies. For large companies it might be too demanding,
so in their case it is advised to apply it on team/department
level for best result.

As it was already mentioned in the introduction, a
product has to fulfil many standards and directives before
market launch. The proof of compliance has to be prepared
which means a significant burden and needs massive
human effort [21]. To make this task easier, to support the
everyday work and to help keeping the documentation
organised so called Application Lifecycle Management
tools (ALM) are used, altogether they are called ALM
system. (Often referred as product lifecycle management
system which is somewhat different in scope.)

Such system is a collection of software tools dedicated
to support a certain field of development (including but not
limited to requirement management, test management,
process management, workflow management, and many
others). It is self-evident that these programs may origin
from a single manufacturer or multiple manufacturers.
Nowadays, the tool providers are focusing on creating not
only dedicated solutions but also integrating them into a
system. This way the overall visibility is increased, the
navigation is easier and everyone can get efficiently the
interested information and only that. Generally speaking,
the usability of such systems is improved.

This question is important for a certain vendor to let
companies buy most of the products from them. Moreover,
the significance of cooperation has been realized by many
and this kind of integration can be found more and more
often between tools from different providers. This
integration possibility and mutual collaboration is a must
for effective and precise operation. If the tools in the system
can share data with each other and the artifacts (items and
their relationships stored in the ALM system) are accessible
for each tools requiring it, then we are speaking about a
homogeneous network. On the other hand, when the
information is isolated and it cannot be reached directly by
other tools, then we are speaking about a heterogeneous
system. From the description it is clear that almost every
practical realization is somewhere in between these
categories. In practice, when most of the tools are
integrated into the system then it is discussed as
homogeneous otherwise as a heterogeneous environment.
Companies are now aware that homogeneous systems are
more beneficial, yet heterogeneous system still exists. The
reason for this can be various, it can be a historical remnant,
it can be fear from depending of a single vendor, or they
can be just simply unmotivated for improvement.

One of the crucial problems of heterogeneous ALM
systems is to provide satisfactory traceability and to

maintain consistency in a provable way. Traceability is the
expression of decomposition, implementation and
reintegration of system artifacts by keeping their
dependencies meanwhile.

The importance of traceability is shown well, by
showing the fact that most of the important standards are
prescribing it. The already mention standard DO-178C [7]
in avionics and IEC 62304 [8] in the medical domain
requires bilateral traceability together with Automotive
SPICE. Other mentionable standards and directives can be
found in [21]. Ironically, managers and stakeholders not
question the relevance of traceability, but still it is a
common opinion among them that it is mostly a burden
with little real benefits. Moreover, developers, who can
really utilize the benefits of traceability are the ones mostly
agitating against it. The reason behind this could be that
they are also the ones who are responsible to create and
maintain it which is a really demanding task for sure.

Automotive SPICE shall be highlighted as from version
3.0 this is the first current standard prescribing not only
traceability but also consistency. Although, it seems to be
self-evident to check whether artifacts are not contradicting
each other, but the systemic analysis and automatized
exploration is not a common practice. More can be read
about traceability in [22, 23] from Gotel at al.

It seems to be trivial to solve these problems, at least for
the first sight. However, when analysed them more closely
the problems are really challenging. Namely, the task to
find a relationship between two items is self-evident. On
the other hand, proving that there is no need for any
connection between two chosen artifacts is really difficult.
This existence — none-existence problem was also
discussed by Biro at al. [15]. Finding a result for these
problems is informative for both the manufacturers and also
for certification bodies.

Companies can profit from finding uncovered
relationships thus they can not only improve their processes
to avoid these mistakes but they can also improve software
quality by eliminating these traceability gaps and
inconsistencies as source of errors. Moreover, assessors
(certification bodies) benefit from this solution as well.
They have a limited time to explore the unique structure of
database of each manufacturer with different workproducts
and technology. Thus, they cannot fulfil completely their
role at the moment, namely to find any deviation by only
sampling some hundreds of artifacts. On the other hand,
with a system responsible for finding any traceability gap
and inconsistency they would be able to state without
doubt.

In order to give an automatic solution for the above
mentioned problems the idea of Augmented Lifecycle
Space (ALS) was created [15].

III.  AUGMENTED LIFECYCLE SPACE APPROACH

The lifecycle space is defined as a set of artifacts together
with their relationships which exists in the chosen
environment. Practically, this environment means the
(restricted) dataset from the chosen tools involved in the
investigation. (It shall be highlighted that it is not necessary
to apply ALS approach on every artifact, but it can be
limited to a subset with special interest. However, this
subset shall also be —mostly— complete.)

In the above stated environment the ALS approach shall
consists the following steps in a general case [15]:
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Figure 1. Execution process of analysis

1. Categorize all existing artifacts of the homogenous or
heterogeneous tool environment according to the elements
of the chosen model containing traceability requirements
(e.g. requirement, architecture element, test case, etc.).

2. Analyze the existing relationships (links) and the
artifacts in the system and identify those which are missing
but should exist according to the traceability requirements
of the model.

3. If one of the two artifacts necessary for a required
relationship is missing, automatically augment the system
with the corresponding artifact whose links will be initially
missing of course.

4. Analyze the relationships (links) of the augmented
system. If a relationship (link) required by the model is
missing, then automatically generate the task of the
workflow for bridging the relationship gap.

5. Execute the relationship gap bridging workflow
generated in the previous step involving manual
intervention if necessary.

As it was demonstrated in [16] it is possible to customize
the above shown steps for homogeneous ALM system.
Moreover, the result was a set of workflows generated
automatically which makes it possible to also fix the
identified deficiencies. This application had an ultimate
weakness: It has neglected every technology related
problems and provided a solution with a single tool which
is not ideal for a relevant part of artifacts. Therefore, it was
inevitable to present the applicability with multiple
connected tools as well.

IV. HETEROGENEOUS APPLICATION

Automotive SPICE was used as a base in this research
due to its considerations regarding both traceability and
consistency. As this is only a demonstration project a
complete system was not set up. Instead, only the important
steps were modelled. From the original V-model of
ASPICE system requirements, software requirements and
software detailed design were created in the decomposition
phase. As a counterpart, unit tests, software qualification
tests and system qualifications tests were created in the
integration part.

In order to create a heterogeneous system IBM Rational
DOORS and Atlassian JIRA were used. The former one is
a mature requirement management tool with still increasing
number of users. The latter one is a trending development
tool with significantly increasing user base, which is also
acknowledged by independent advisory companies [24].
Thus, it seems worthy to analyse their integration
possibility with ALS approach.

To fit their original purpose, requirements were all stored
in DOORS. System and software requirements were
covered with one-one formal modules. For software
detailed design three independent formal modules were
created. In each of these formal modules (next to the
explanatory structure) the same inscriptions were created: a
unique name (generated by the program), description of the
artefact, an optional comment and the JIRA identifiers of
the related test cases are stored information for a single
entity. The relationships with the other tool items are
created this way which is acceptable as it is unequivocal.
The drag-and-drop feature of DOORS is utilized to create
the linking between requirements which is a direct link, and
the referenced artefact can be reached directly.

The test cases are stored in a similar way in JIRA. One-
one JIRA projects are responsible for the system and
software qualification test cases and three projects are
responsible for the corresponding detailed design artifacts.
Here, the test cases are stored as issues, which have a
unique identifier (generated by the program), a description
containing the test description, a test cases status, a test case
alignment (whether it is inbound or out-of-bound test) and
also the unique identifier of the referred DOORS objects is
also stored.

Thus requirements and test cases alone can be considered
as one-one homogeneous system, but the integration of
these solution results a heterogeneous one.

A standalone project is created in JIRA which is
responsible for the augmentation. This project is
responsible for storing the automatically generated
workflows which should be followed to fix the traceability
gaps and inconsistencies. This project is completely
independent of the other projects (excluding the references
to other objects) to exclude it from the corporal processes
thus decreasing the burden caused by false positive findings
or findings with little to no relevance.
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Three types of analysis were executed on this system.
Requirements were analysed for having no parent and/or
child requirements, requirements were checked to have at
least one inbound and one out-of-bound test case and it was
also checked that the chronology of linked items is suitable
(e.g. requirement is modified later than its parent and it is
sooner modified than its test case). These checks need
information sharing between the two databases which raise
some technical problems. (About the implementation of
ALS in homogeneous environment and the connection of
above mentioned checks to the ALS method are detailed in
[16].)

Let it see, how these check can be executed efficiently in
the mentioned setup: First of all, DOORS has an own script
language called DXL (DOORS eXtension Language). This
supports effectively the creation of checks similar to the
above mentioned ones. Thus, the backbone of the analysis
was implemented via DXL scripts. A sample pseudo code
can be read below for finding missing links:

Filter f = hasLinks (linkFilterOutgoing,
"AnalyzedModule") //For system
requirement

Filter f = hasLinks (linkFilterBoth,
"AnalyzedModule") //For software
requirements

Filter f = hasLinks(linkFilterIncoming,
"AnalyzedModule") // For software
detailed design

isEmpty (f)

Yet, some information is unavailable from only the
DOORS database. For example, the test results are stored
only in JIRA and such information shall be shared. In order
to solve this, a simple CSV file was created. This file is
created by DOORS and it contains the references for every
relevant test cases. This file is then overwritten by JIRA and
the test results are concatenated to every required test
identifiers together with the test alignment. This modified
CSV file is sent back to DOORS where the analysis (for
each cases) can be now completed. The process is shown
on Figure 1. for better understanding.

The found deficiencies trigger the generation of
workflows based on the general practice (Fig. 2.). The
generated workflow is transited to a state which is
necessary to fix the found problem. This way, the
stakeholders only need to approve them and let them
execute with the developers.

Even from this description it is clear that this approach
has weaknesses. First of all, it is inefficient with big
databases. In this case the creation, modification and
communication of CSV file is demanding. Thus, in real life
scenarios other methods are recommended, but in this case
it is acceptable for demonstration purposes. Secondly, it
would be better to affect directly the workflow. Now,
independent workflows are created which should be
approved and applied for the system. Practically, it is more
beneficial to affect directly the ongoing process and right
after the occurrence of a deficiency it should be moved to
the previous state to prohibit the injection itself.
Furthermore, it would be more user friendly to apply itto a
selected subsystem. It is rare to find occasions when the full
system can be checked and modified. On the other hand,
after certain baselines the newly created or modified objects
could be checked assuming that the baseline has no
deficiencies. Finally, much better results could have been
achieved by homogenising the system.

For this purpose Kovair Enterprise Bus (KEB) could
have been used. This middleware can bridge between the
two tools thus information sharing would be much easier.
Although, KEB is already OSLC based [25], but still other
OSLC based solutions should be also mentioned as an
implementation option. (OSLC is a linked data based
standard with significant support from vendors’ side for
sharing information between the different components of
ALM system.) However, this way a more homogeneous
system is created which is not much different from the
already analysed case [16].

Each solution (homogeneous system, heterogeneous
system, homogenized system) can be found in practice,
thus it was necessary to mention application for each.

This paper together with [16] has shown the general
applicability of ALS method. It is important to highlight,
that these are general, demonstrative description, the
solution itself shall be always tailored to the need of the
company. The reason for this is that the implementation is
highly depending on the used tools, the development
processes, the everyday practice and the organization of
databases. It is impossible to cover all these unique
properties with a single solution.

In the future, we are expecting to combine this idea with
the use of formal methods which makes it possible to create
more sophisticated analysis and to find deficiencies more
effectively. The ultimate goal is to discover every
deficiencies and to prove the completeness mathematically
in the absence of these. Naturally, some of the later versions
should be evaluated with industrial parties to get more
feedback from the practical usability. However, due to the
sensitive nature of data used in the experiment, prudence is
inevitable and it makes the evaluation prolonged.

V.  CONCLUSION AND FURTHER WORK

Traceability and consistency are key issue in order to
provide high quality software. Still, the systematic, proven
execution is not a standard even in the safety-critical
developments. To get rid of this problem the idea of
Augmented Lifecycle Space approach was created and it
was successfully applied in a homogeneous ALM system
with great general transparency.
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Figure 2. General workflow scheme for development used by ALS
method
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In this paper an example was shown how this approach
can be utilized in a heterogeneous system, where the direct
access between every artifact is not guaranteed. A system
was presented by using DOORS and JIRA where three
analysis were executed: finding missing links, find
outdated artifacts and find missing test cases. An example
was shown for data sharing between the two databases
without homogenizing them. Thus, a practically
conceivable application was shown.

This way the applicability of ALS method was
demonstrated for heterogeneous and homogeneous
systems. In the future, it is expected to further develop these
examples to be more usable for companies. Also, it is an
expectation to use formal methods to prove mathematically
the results and proving the completeness of the corrected
system.
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