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Introduction

I am Tibor Roskó, a Computer 
Scientist (MSc), from the University 
of Debrecen. My research topic 
is designing, implementing new 
possible usages of metadata based 
on semantic Web and using a graph 
database if it is more suitable for 
data structure, data storing.

I have many projects with my 
supervisor, Dr. Attila Adamkó, these 
focus on the possibilities of semantic 
Web, and some of them are fi nished 
with useful results. We would like to 
build up a common infrastructure 
that these products are able to 
communicate with each other and 
other semantic Web applications 
using the semantic Web. I would like 
to highlight and present two main 
projects in my InterTalent paper: 
FOAF (Friend Of A Friend) using as 
a digital business card and naturally, 
Electra Signature.

I talked about a possible usage 
of Electra Signature at the 
conference and made an interactive 
presentation, the audience also could 
try out its demo. Unfortunately, the 

time limit was too short, but I tried to 
talk about information is needed to 
everybody could draw a complete 
fi gure about the infrastructure and 
services of Electra. There was given 
an opportunity to describe our talks 
in the abstract of the conference, 
so I could extend my presentation 
in this. I drew up some information 
about FOAF and the workfl ows 
of Electra, so the audience could 
meet my future plans before the 
talk. It was a big eff ort because I 
had enough time to talk about the 
important things, like unique values, 
advantages of Ügyfélkapu and 
naturally, present the demo.

I am sure, conferences are always 
great chances to talk about our 
results, knowledge because it can 
be more understandable instead 
of a written paper, the audience 
can ask immediately if they do not 
understand anything. Personally, I 
like international events because I 
can share my knowledge with not 
only Hungarians but many foreign 
people, like at this conference.

I am especially happy about I can 
create this paper because who 

could not come to the InterTalent, 
also can meet my results.

Semantic Web

This is the future of the Web 
because it focuses on data instead 
of documents. The classic Web 
is the Web of the documents, 
but nowadays it is not enough to 
store docs on the Web or in the 
cloud because there is too much 
information in order to be able to 
process them without computers. 
Add semantics to the data to enable 
computers to understand the 
information behind the data. For 
example, computer can recognize 
the content of a picture, there is a 
cat in a pic, it can defi ne there is 
a vertebrate animal in the picture. 
This is a very basic example, what 
can be solved with semantics. In 
the fi rst step, common formats 
need to be used for integration 
and combination of data and 
common languages to defi ne them 
such as RDF (Resource Description 
Framework), OWL (Web Ontology 
Language), FOAF and graph 
databases.
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If we want to understand why it is 
so great, we have to see behind the 
things. Inspect the Web from the side 
of IoT (Internet of Things), and we 
can realize how many documents, 
records are created every day. There 
is an estimation, says about 50 000 
GB/second data will be created in 
2018, this is a very huge number, so 
computers must be used almost for 
all methods to be able to manage 
huge data. RDF off ers chances to 
link the cognate information, like 
user and its contacts or publications. 
It has a relative simple format to 
implement this connection, it came 
from the human grammar: object – 
has – subject. It builds up a graph 
from these relations, it is known that 
graphs are more suitable to manage 
reusable information, like contacts 
instead of relational databases. I will 
talk about these advantages in the 
section of Neo4j. Now turn back to 
the world of semantics for a minute. 
I mentioned the OWL, this is also a 
basis of semantic Web. Vocabularies 
can be defi ned to describe a special 
context, its specifi c knowledge, for 
example IT, medicine or just our 
life. In the fi rst sentences, I talked 
about how a computer can realize 
what is in a picture, it uses similar 
vocabularies to answer this question. 
So, we can see everything is related 
to everything in this world, I am sure 
it is not a problem because it goes 
similarly in the real life. I would like 

to illustrate this process with a fi gure 
about an RDF graph.

Continue with the Neo4j graph 
database solution, it is the gate 
of my FOAF project with the 
previously described semantic Web 
infrastructures. This is an open 
source database with community 
and enterprise editions. Enterprise 
edition off ers more advanced 
services such as scalability, clustering 
and more advanced security and 
backup management. Security 
management is available from the 3.1 
version of Enterprise edition, we can 
add for example roles to our users, 
like admin or reader of a database. 
However, its real advantage is the 
compatibility with semantic Web 

infrastructures. As I mentioned the 
most important point is the IoT in 
the semantics because the number 
of these sensors is exponentially 
growing. It causes problems in 
mostly the sensors data storing, it is 
easy to store, but if you would like 
to use them, have to save in an easy 
processable format, for example 
in a graph. Thanks to its schema 
independent structure, NULL values 
do not have to be compulsively 
registered, so data mining can be 
easier, it may use fewer resources. I 
also want to present a fi gure about 
it, so you can compare it to the 
previous RDF fi gure, they are so 
similar, almost equal.

And now, let’s talk about the FOAF. 
This is a machine-readable ontology 
describing people and their relations 
to objects, subjects. It is based on 
RDF and OWL, so we can create 
semantic Web relation graphs 
are more advanced processable 
by computers, applications such 
as CRM (Customer Relationship 
Management), and ERP (Enterprise 
Resource Planning) systems. As we 
can see it is designed for creating 
primarily personal info sets, this is 
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absolutely useful because the Web 
is built up from mostly personal 
contents. Nowadays, correctly 
connecting to these contents 
is very important to be able to 
support the chance of data mining, 
getting information or easier 
processing methods. The future of 
data extractions will be stated by 
correctly built basics. Unfortunately, 
there was not thought in the close 
past, how big this amount of records 
will be, nowadays it is realized, and 
this amount is growing extremely by 
the big number of sensors. There 
was also recognized, this amount of 
records is not processable manually, 
so it is needed to use algorithms. 
I designed a simple method with 
my supervisor to share personal 
information in a semantic Web 
format. The goal, these info sets 
can be processed by applications 
automatically, without human 
actions. This algorithm supports 
the cooperation between already 
existing data warehouses because 
it uses them instead of creating 
a new database from these data. 
The fi nal goal is reaching already 
existing databases work together 
to avoid data duplication and other 
anomalies in storing and managing 
processes. So, here is my absolute 
simple method to take the fi rst step:

1. Read necessary information 
from existed databases.
2. Build up the FOAF graph from 
them.
3. Send this graph to the client.

This is an abstract, to use, implement 
it in a Web programming language, 
like PHP, Java. It is better than you 
create manually FOAF because 
the method always generates an 
up-to-date graph from databases. 
In this algorithm, there will not be 

implemented new databases and 
the number of already implemented 
databases will be reduced because 
various info sets can be built up 
from them without redundancies.

Here is a simple example about its 
working process:

Its unconcealed goal to support 
the cooperation between semantic 
Web applications, so a possible 
solution was designed for the 
Electra Signature. Signing parties’ 
Ügyfélkapu e-mail addresses can 
be gotten in a trusted way, in a 
well-formed semantic Web format. 
Electra is able to process this info 

set automatically, without human 
actions. To get our partners’ details 
in a trusted tunnel is very important 
to avoid illegal acts, and thanks 
to the opportunity of Ügyfélkapu, 
details do not have to be gotten 
manually, Electra can import the 
contacts via FOAF. The fi gure below 

presents this cooperation.
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Electra Signature

This is an open source, component 
and government authentication 
based document signing service 
for creating primarily electronic 
agreements. It can be done by 
its unique values, which are not 
available in other products in the 
market. These other products 
mean the unlimited available 
solutions such as certifi cate based 
or biometric handwritten electronic 
signatures because limited services 
may off er opportunities to set sign 
order or other advanced features, 
but these cannot be used unlimited 
by for example Hungarian citizens. 
Electra has two main unique 
features are sign order set and vice 
add options for signing parties 
of a document. As I highlighted, 
we would like to implement the 
paper agreement fl ow in electronic 
offi  cial administration context, so 
it is focused on primarily these 
properties.

Electra Signature has two essential 
infrastructures are Ügyfélkapu 
government authentication and 
Adobe Extensible Metadata 
Platform (XMP).

Ügyfélkapu is an electronic offi  cial 
administration system for primarily 
Hungarian citizens, but foreign 
people also can register an account 
that has a valid identity document, 
like passport. One of the e-signature 
conditions is done by this service, 
the identity verifi cation of signee 
has to be ensured in the case of 
sign and in the future to e-signature 
be offi  cial. Offi  cial and non profi t 
organizations can connect to the 
central system of Ügyfélkapu, so 
the University of Debrecen can host 
the Electra Signature. That means, 

the service will be managed by the 
University, but everyone can access 
it that have an Ügyfélkapu account.
Adobe Extensible Metadata 
Platform is an RDF based structure 
to add meta information to primarily 
PDF/a fi les, but you can use it in 
for example JPGs too. This is an 
ISO (International Organization 
for Standardization) standard so 
hardware suppliers also use it in 
cameras, mobile phones to add 
metadata of photos to the captures. 
This is a semantic Web format with 
RDF base and thanks to this fact, 
advanced Meta tags can be built 
up with XML (Extensible Markup 
Language) schemas. We also used 
this property to implement Meta 
structure of Electra. Here is its XSD 
(XML Schema Defi nition) schema:

Now, some words about its working 
process, there are three sub-
services: metadata adding, signing 
and checking. These are connected 
to each other, but they can work 
independently in other applications 
by component based design.

In this fi gure, the complete working 
process can be seen, how sub-
services cooperate with each other:
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The fi rst step is adding signing 
parties’ Ügyfélkapu e-mail 
addresses, sign levels and vices 
to a document will be signed via 
Electra Signature. Thanks to TCPDF 
(an open source PDF generator, 
implemented by Technick.com Ltd 
and redesigned by me), metadata 
adding process can be easily 
managed. After the submission of 
info set, it will be represented in 
the RDF structure and appended 
to the original PDF/a fi le. Electra 
is a client-server implementation, 
so you can recognize TCPDF runs 
in the background, and the given 
RDF structure will be added to the 
fi le by the client. It is also important 
than the component based design 
because diff erent clients can be 
implemented easily, independently 
from the back end service in the 
future.

For example, beyond the online 
browser client, we can implement 
mobile, command line and other 
clients too.

In the second step, signature will 
be born, I am sure this is the main 
service, the fi rst is the preparation, 
the third is the checking and the 
point is done in the second. In this 
step, a third party was brought, 
Ügyfélkapu service between the 
back end and client. So, this is a 
little complex service, but it is not 
incomprehensible. It starts with an 
Ügyfélkapu token check process, if 
the signing party is verifi ed by the 
government service, it goes to the 
next process to check user is added 
to the uploaded fi le as a signee. 
If everything is okay, signature 
timestamp will be registered, and it 
gives back a message to the client. 
This notifi cation will be presented 
to the signing party about success 
of its sign process. I would like 
to mention an important thing, 
timestamp will be provided by the 
local NTP (Network Time Protocol) 
service is offi  cial from the side of law.
And fi nally, let’s meet the checking 
process: we can get the information 
about signing parties’ signatures 
in this step. If an Electra signed 
document is uploaded, then it 
gives back an info set about all 
signatures of the doc and a notice if 
all signatures are done. If everybody 
signed a document, it will be marked 
as a valid document.

All of these services can be tried 
out in the DEMO, but you cannot 
make an offi  cial, valid document, 
this option will be available from the 
real system, of course.

Summary

In fi rst, I would like to thank my 
supervisor for supporting me to 
implement this service, and a big 
thanks to everybody who attended 

at this InterTalent conference and 
made the chance I could present 
my results.

You could meet my research results, 
my two main projects: FOAF and 
Electra Signature. I would like to 
highlight the possibilities of Electra 
in this summary.

Electra service is based on Adobe 
XMP and it has Neo4j database 
connection too, so Electra has 
many chances to cooperate with 
semantic Web applications. Beyond 
the cooperation, an other important 
thing, automatic data process also 
can be easily implemented.

Thanks to the Ügyfélkapu 
authentication and unique solutions 
of Electra, sign order set and vice 
add options, paper based diff erent 
signing policies can be represented 
in electronic environment. This 
opportunity allows creating 
total paperless, electronic offi  cial 
administration systems for almost 
all organizations.

I talked about how Electra can 
be used at the University of 
Debrecen as an electronic offi  cial 
administration system at the 
InterTalent conference. Our goal is 
supporting administration become 
redundancy free, less resource 
needed service. In the section of 
Electra Signature, I described the 
basis of Electra service will be at 
the University, but everybody can 
access it, unlike nowadays how ERP 
systems operate.

I hope, you could correctly meet 
my results, and I could arouse your 
interest want to know more about 
my projects. If I am right, do not 
hesitate to visit my site and contact 
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me at the www.rtibor.hu.
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