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Abstract. The Czech Academy of Sciences and Czech universities are in the beginning of the implementation of 
the General Data Protection Regulation (GDPR). How to deal successfully with the GDPR in a specific 
environment that is often international, funded by many resources (a mixture of various national and international, 
public and private funds and companies, with their own financial and administrative rules), having their specific 
tasks, missions and cultures (academic freedoms, scientific excellence, competitive environment)? This article 
focuses on the GDPR’s impact on the life of the research entities, such are research institutes and universities. 
The GDPR is an EU regulation that should have equal legal effect over the entire European Union; however, in 
certain specific parts of the GDPR specific implementing legislative measures are expected of the EU member 
states. Moreover, due to different history of the legislation regulating personal data protection in each EU member 
state, the article focuses mainly on the area of the Czech Republic. The scope of this article is limited to specific 
issues of scientific life (e.g. open access, open data, peer review), other general aspects of the GDPR (e.g. handling 
the employees´ personal data, the personal data of research subjects) are not the objects of this text.
Keywords: Data Protection Law, Regulation (EU) 2016/679, GDPR, Personal Data, Scientific Freedom

1. INTRODUCTION1

1.1. GDPR and Research Field

The Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation – GDPR) applies from 25 May 2018. This article focuses on the possible 
impacts of the GDPR on the scientific world, such as e.g. open access, open data issues, 
impact on the peer review process used mainly in scholarly journals, funding agencies and 
research assessment.

For the purpose of this paper, only the main specific procedures are here pointed out 
that are related to the scientific and academic world and that are related to the GDPR 
agenda.

1.  Open access (free publication of the scientific results);
2.  Open data (open publication and share of the scientific data);
3.  Czech public universities and public research entities are, according to Czech 

legislation (Act No. 106/1999 Coll. on Free Access to Information), legally bound under a 
duty to provide information related to their powers;
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4.  Peer review process;
5.  International scientific collaborations (consortium projects and research infrastruc­

tures).

1.2. Scope of the GDPR

Before answering related questions envisaged in this paper, the scope of the GDPR will 
be  briefly analysed from a legislative point of view. As it is a regulation, it should be 
conformable to a ‘well-balanced and co-ordinated uniformity’, in keeping with EU legal 
conformity.2 

As article no. 1 of the GDPR states, when defining the GDPR’s subject-matter and 
objectives, firstly this Regulation lays down rules relating to the protection of natural 
persons with regard to the processing of personal data and rules relating to the free 
movement of personal data. Secondly, this Regulation protects fundamental rights and 
freedoms of natural persons and in particular their right to the protection of personal data. 
And thirdly, the free movement of personal data within the Union shall be neither restricted 
nor prohibited for reasons connected with the protection of natural persons with regard to 
the processing of personal data.

Based on these above-mentioned stipulations, the GDPR codifies in detail exemptions 
from the GDPR’s scope, material and territorial scope. Certain exemptions and specific 
details are explicitly regulated by the GDPR concerning the research work that is related for 
example to the peer review process typically used in the world of science. This is analysed 
gradually below when analysing specific aspects of research.

In the context of this paper, the following main fields can be differentiated: 
a) personal data of scholars within the scientific processes, like the peer review of 

articles, and grants, and also in processes where non-EU countries are involved; 
b) personal data of scholars within organisations, like universities, etc.; 
c) personal data of external persons gathered and processed in the framework of 

(social science) research.

1.3. Research Aspects

For the purposes of this paper, it is important to define research. When we talk about the 
legal definition of ‘research’, to be used in the whole European Union, we cannot find it, 
because no such uniform legal definition exists. However, there is generally accepted 
definition of ‘research’ adopted by the Organisation for Economic Co-operation and 
Development (OECD) in the so called Frascati Manual. As OECD itself claims on its own 
websites, the Frascati Manual was originally written by and for the experts in OECD 
member countries who collect and issue national data on research and development (R&D). 
Over the years, it has become the standard of conduct for R&D surveys and data collection 
not only in the OECD and in the European Union, but also in several non-OECD member 
countries and international organisations, for example, through the science and technology 
surveys of the UNESCO Institute for Statistics (UIS).

According to the Frascati Manual, version 2015, ‘Research and experimental 
development (R&D) comprise creative and systematic work undertaken in order to increase 

2  Varga (2009).
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the stock of knowledge – including knowledge of humankind, culture and society – and to 
devise new applications of available knowledge’.3 

The Frascati Manual identifies a set of common features of R&D activities, even if 
these are carried out by different performers (not only research centres, universities, etc.). 
R&D activities may be aimed at achieving either specific or general objectives. R&D is 
always aimed at new findings, based on original concepts (and their interpretations) or 
hypotheses. It is largely uncertain about its final outcome (or at least about the quantity of 
time and resources needed to achieve it), it is planned for and budgeted (even when carried 
out by individuals), and it is aimed at producing results that could be either freely transferred 
or traded in a marketplace. For an activity to be an R&D activity, it must satisfy five core 
criteria – these are the features described above.

For the purposes of this paper, it is also important to point out the distinctions of R&D 
made by the Frascati Manual. The term R&D covers three types of activity: 

a)	 basic research, 
b)	 applied research and 
c)	 experimental development. 
Basic research is, according to the Frascati Manual, experimental or theoretical work 

undertaken primarily to acquire new knowledge of the underlying foundations of 
phenomena and observable facts, without any particular application or use in view. On the 
other hand, according to the Frascati Manual, applied research is original investigation 
undertaken in order to acquire new knowledge. It is, however, directed primarily towards a 
specific, practical aim or objective. And experimental development is, according to the 
Frascati Manual, systematic work, drawing on knowledge gained from research and 
practical experience and producing additional knowledge, which is directed at producing 
new products or processes or at improving existing products or processes.4

The peer review process is not mentioned, only the scientific review is explicitly 
defined by the Frascati Manual. ‘Scientific review’ is included by the Frascati Manual as a 
part of R&D in services. The Frascati Manual identifies, in addition to the above-mentioned 
five core criteria, the following indicators that help us to identify the presence of R&D in 
service activities: 

1.  links with public research laboratories, 
2.  the involvement of staff with doctoral degrees or doctoral students and 
3.  the publication of research findings in scientific journals, together with the 

organisation of scientific conferences or involvement in scientific reviews. In the analysed 
document is not clear what exactly ‘scientific reviews’ means, i.e. if it means the peer 
review process of scholarly journals, peer review used by funding agencies or research 
assessment.

In the context of the Czech R&D arena, there are Czech legal definitions of the three 
main research types – basic research, applied research and innovations in Act No. 130/2002 
Coll. on the Support of Research and Development from Public Funds and on the 
Amendment to Some Related Acts (the Act on the Support of Research and Development). 
The definitions are fully in line with the OECD approach described above. It is explicitly 
stated in the Act that, in case of basic research, the results are published according to the 
customary practice in the scientific field.

3  OECD (2015).
4  OECD (2015).
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2. GDPR AND OPEN ACCESS

There is no legal definition of open access in EU law or Czech law. However, in the context 
of the European Union research area, the European Commission supports, through research 
and granting schemes (e.g. by FP7 or Horizon 2020) publication of research results in the 
open access mode. This is followed by Czech public managing research funding authorities 
such as The Ministry of Education, Youth and Sports (MEYS) or the Technology Agency of 
the Czech Republic (TA ČR). 

The European Commission defines open access on its website as ‘the practice of 
providing online access to scientific information that is free of charge to the end-user and 
reusable. ‘Scientific’ refers to all academic disciplines. In the context of research and 
innovation, ‘scientific information’ can mean:

–  peer-reviewed scientific research articles (published in scholarly journals), or
–  research data (data underlying publications, curated data and/or raw data).’5

What if the personal data, protected by the GDPR, are part of the scientific results? 
How should this data be considered? In that case, it is obvious that the GDPR legislation 
‘brings’ nothing new, it is clear that personal data protection should be respected as it was 
done according to previous legislation (and as it was the case in all EU member states’ 
national legislations). Consequently, unauthorised publication of scientific results containing 
personal data is contra legem (both according to the GDPR and previous legislation).

3. GDPR AND OPEN PUBLIC DATA IN THE PSI DIRECTIVE FRAMEWORK

Even though we could see in the previous chapter that the European Commission includes 
research data in its definition of open access, still a distinction is made between open access 
and open data. The main difference is legislative and from this perspective the distinction 
between open access and open data is that the latter falls under the PSI directive. What the 
Czech legislator considers open data (see below), is in EU legislation called public sector 
information. In the case of the national legislation of the EU member states there is a 
common legal background, thanks to EU Directive 2003/98/EC of the European Parliament 
and of the Council of 17 November 2003 on the re-use of public sector information (PSI 
Directive). This legislation supports the re-use of information held by public institutions 
publishing the respective information in the form of open data accessible to anyone for any 
purposes (e.g. meteorological data for transport purposes). An examination of how 
commercial exploitation could help to maximise the value of this public sector information 
(PSI) to governments, citizens and business alike has been published by the European 
Commission in the following documents Pira International Ltd., University of East Anglia 
and KnowledgeView Ltd. (2014), Commercial exploitation of Europe’s public sector 
information, executive summary and later in other European Commission´s studies, such as 
W. Carrara (2017), Open Data Maturity in Europe, Open Data for a European Data 
Economy or M. Barbero (2018), support the review of Directive 2003/98/EC on the re-use 
of public sector information. It must be underlined, as it was written above, that the PSI 
Directive itself instead of the term ‘open data’ uses the term ‘public sector information’.

However, in the case of the research data of the public research institutions there used 
to be an exemption not to apply the PSI Directive on the documents of the scientific and 
academic institutions. Till the PSI Directive amendment of Directive 2013/37/EU of the 

5  European Commission (2018).
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European Parliament and of the Council of 26 June 2013 amending Directive 2003/98/EC 
on the re-use of public sector information (Text with EEA relevance) in 2013, it used to be 
stipulated by the EU legislator in Article 1, Paragraph e) of the PSI Directive that documents 
of educational and research institutions, including organizations established for the transfer 
of research results, schools and universities, except for university libraries, are exempt from 
the application of this directive. The situation before PSI amendment, when research 
institutions were not included in the PSI directive, had been widely criticised.6 This PSI 
Directive amendment was in the end approved. This was done despite the fact that according 
to the European Commission communication published in 20097 the EU member states 
(except Latvia and Lithuania) and stakeholders representing the excluded sectors considered 
that the scope of the PSI Directive exemption should not be widened. The main argument of 
the member states and stakeholders was the administrative burden and associated costs that 
would not be outweighed by the potential benefits. They pointed out that a large part of the 
material held by these institutions is also covered by third party intellectual property rights, 
and would not, therefore, in any case fall within the scope of the PSI Directive. 

Regarding personal data protection, the PSI Directive itself states in its article no. 1 
letter 2.cc that this Directive shall not apply to documents access to which is excluded or 
restricted by virtue of the access regimes on the grounds of protection of personal data, and 
parts of documents accessible by virtue of those regimes which contain personal data the 
re-use of which has been defined by law as being incompatible with the law concerning the 
protection of individuals with regard to the processing of personal data.

In case of the Czech jurisdiction, the PSI Directive was implemented via an amendment 
of the Act No. 106/1999, Coll. on Free Access to Information. In its § 3 (11) it defines ‘open 
data’ for the purposes of this Act as an information published in a manner enabling remote 
access in an open and machine-readable format. Moreover, the manner and purpose of the 
subsequent use of such information should not be restricted and the information should be 
recorded in the Open Data National Catalogue.8 

As far as the scientific world is concerned, in case of the Czech legislation it is not 
obligatory for research and academic institutions to provide their scientific data openly. 
According to the § 4 b (2), obligatory entities publish information contained in registries, 
archives, records or lists maintained or administered by such entities; such information is 
accessible to every person by law and can be used as open data for business or other 
profitable activities, for study or scientific purposes or for public inspections of legally 
bound persons. Legally bound persons register such information in a National Open Data 

6  See Jančič (2012).
7  See the European Commission communication in the following English version published by 

European Commission (2009a) Communication from the Commission to the European Parliament, 
the Council, the European Economic and Social Committee and the Committee of the Regions Re-use 
of Public Sector Information – Review of Directive 2003/98/EC. See in more detail in the following 
version of the Commission communication that has the same Celex identification but it is published 
only in English version and interestingly this document has 36 pages (the former mentioned English 
version has 8 pages) European Commission (2009b) Commission Staff Working Document 
Accompanying document to the Communication from the Commission to the European Parliament, 
the Council, the European Economic and Social Committee and the Committee of the Regions Re-use 
of Public Sector Information – Review of Directive 2003/98/EC.

8  Concerning the database rights and licencing, see Bottis (2015) and Myška and Harašta 
(2016).
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Catalogue. The list of obligatory information (open data) is set forth by an implementing 
legal regulation, currently by Government Resolution No. 425/2016 Coll., dated 14 
December 2016. The Government Resolution currently defines 11 data sets. For the 
publication of these obligatory data sets in open data format only certain Czech ministries 
(e.g. Ministry of Transport, Ministry of Interior) are currently responsible. According to the 
Czech Government Mid-Term Self-Assessment Open Government Partnership Action Plan 
Report of the Czech Republic for 2016–2018, this report fully completes the commitments 
defined in the previous Open Government Partnership Action Plans. It is paradoxical that 
even though there was an amendment of the PSI Directive in 2013 extending the realm of 
open data (resp. public sector information for research institutions), in the context of the 
Czech scientific world, it does not currently have any legal impact. In case of the Czech 
scientific and academic arena, we do not have to worry. Especially compared with other 
conflicting areas, such as trade secrets protection, where in the context of the EU legislation 
(PSI Directive) a legislative policy recommendation on trade secret is given.9 There is also 
no conflict between PSI Directive implementation and the GDPR (e.g. obligation to publish 
any scientific data containing personal data).

On the other hand, scientific and academic institutions are pushed and motivated by 
the research funding agencies to provide their scientific data (e.g. for reuse of the 
sociological interviews, medical and clinical trials) openly however with respect to the 
relevant legislation (including e.g. trade secrets, personal data protection). In case a public 
research or academic institution provides open scientific data containing personal data and 
breaches that way the GDPR (e.g. unauthorised publication of personal data), it is highly 
probable that the breaching institution would be legally responsible for non-respecting the 
GDPR. The reasons for this conclusion are:

1.  Currently there is no Czech entity lawfully (de lege) obliged to provide scientific 
data in open data format.

2.  Personal data protection currently has higher legal protection (GDPR) than open 
data policy (PSI Directive). That is a case of ‘EU regulation vs. EU directive’.

3.  In case of breach of the GDPR rules by public authority, objective responsibility 
based on the judgment of the Supreme Court of the Czech Republic of 20 December 2006 
(no. 25 Cdo. 2840/2004) could also be applied. It follows from that judgment that the 
maladministration also involves the disclosure of incorrect information (in our case, 
incorrect information equals scientific data containing unauthorised personal data).10 

4. GDPR AND FREE ACCESS TO INFORMATION LEGISLATION

Czech public universities and public research entities are, according to the Czech legislation 
(Act No. 106/1999 Coll. on Free Access to Information), legally bound under a duty to 
provide information related to their authority in two ways. They are de lege obliged 
to  publish the legally obligatory information, such as the reason and method of the 
establishment of the legally bound person, including the conditions and principles under 
which it performs its activities, a description of its organizational structure (this might 
include, for example, working contacts of the employed researchers), an annual report on 
its activities in the field of providing information. Alternatively, it should provide 

  9  Dinca (2012).
10  Complex analysis of responsibility of the Czech open data provider, see Míšek (2016).
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information upon request to any applicant (regardless of whether it is a natural person or a 
legal entity).

Both situations (legally obligatory information and information provision upon 
request) have been regulated in a way to respect personal data protection and are fully in 
line with the GDPR as well. This means, for example, that if the information applicant 
applied for a scientific result containing personal data on the legal basis of this law, the 
application should be rejected resp. the requested information should be provided in a 
manner that respects the GDPR (if it is feasible either with anonymous data and/or with 
authorized personal data).11 

5. GDPR AND PEER REVIEW

What can be the main impacts of the GDPR on the peer review process in scholarly 
journals? Will there be any different impact on peer review used by funding agencies or 
research performance assessment? Will there be any significant difference compared with 
the current state? What sort of the necessary steps should be taken by the stakeholders?

The peer review process in scholarly journals has been used for the last three centuries, 
mainly in basic research. As it is used by the international scientific community no formal, 
international and legally binding rules exist but it is regulated by traditional approaches 
(anonymity of the reviewers, more than one review of the submitted text, single blind and 
double blind processes, etc.). These opaque informal rules do not provide clear legal 
entitlement to handling the personal data of the authors and reviewers within the peer 
review process and afterwards (in publishing the manuscript).

Single blind peer review refers to a review system where reviewers remain anonymous 
to the authors. According to N. H. Koroso,12 in the case of the double blind review, both the 
authors and the reviewers are anonymous to each other. From the GDPR point of view, 
in case of submission of the text for review in double blind review it is not necessary to 
receive the authors´ consent to handling their personal data by the editor, because the 
personal data are not shared with third parties (reviewers) and in case of successful 
publication, authors are aware that their authorship will be revealed. However, currently 
the peer review process absorbs a lot of new forms and trends that differ from the traditional 
peer review approaches. This is often generally interrelated with the open access movement 
in science. The main new approaches are the open peer review and the second one is the 
post peer review.

Open peer review requires that the manuscripts, the reviewers’ names and comments 
and the authors’ response should all be made available for public scrutiny. Here, according 
to Koroso, authors and the public see who reviewed their work. In this case, to be in line 
with the GDPR, it would be advisable that the editor receive the consent to the handling of 
personal data not only from the author but also from the manuscript reviewer whose review 
will be published as well.

Post peer-review happens after unreviewed articles are published or put online. The 
objective is, as Koroso points outs, to replace or improve the pre-publication peer review 
with post-publication comments and criticisms. In this type of process and in the context of 

11  Conflicting issues of personal data protection with free access to information legislation are 
in more detail analysed by Novák (2014), Petr Kolman and Jiri Kolman (2016).

12  Koroso (2016).
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GDPR, if the reviewers are made public (they are not anonymous), consents are also 
necessary from both groups, manuscript authors and reviewers.

Within the main principles of GDPR, in both above-mentioned cases (open peer 
review, post peer-review) only the necessary personal data of the authors and reviewers 
(e.g. working contacts, employers´ affiliation) should be requested for publishing by the 
editor.

Peer review used by funding agencies for scientific merit evaluation of grant 
applications (not only supporting basic research but also in applied research and 
experimental development projects and programmes) has been used for several decades and 
is more formally bound by the rules of the involved agency (funder of the positively 
evaluated research applications). Usually, legal grant applicants´ consent is already 
requested (i.e., before the legal enforcement of the GDPR). This happens in cases where 
personal data is relevant (e.g. individual scholarships applications). The application 
reviewers (usually external, not employed in the funding agency) are anonymous and under 
confidentiality rules. Some of the funding agencies (e.g. the European Commission) 
regularly (in case of the European Commission annually) publish the lists of the reviewers 
involved in the evaluation process. However, it is not revealed which concrete project 
applications were reviewed by whom. Apart from the already mentioned consent of the 
grant submitting persons in certain cases, the consent of the reviewers in case of publication 
of their names is needed as well.

Peer review process is used in research assessment of institutions involved in all types 
of research activities (basic research, applied research and experimental development) and 
it is close to the process used in the previous case, in peer review used by funding agencies 
for scientific merit evaluation of the grant applications. Usually, this process consists of two 
parts – the review of the provided assessment documents and on-site visit or interviews of 
the representatives of the assessed institution (or research team, faculty, laboratory…). 
Usually the reviewers´ names are not published or are published names within the work of 
the external assessment bodies, such as scientific advisory boards, where the reviewers are 
members. In case of the handling of the personal data of the reviewers and especially in 
case of the publication of their names and other related personal data, their consent should 
be received.

6. THE GDPR AND INTERNATIONAL COLLABORATIONS  
(CONSORTIUM PROJECTS AND RESEARCH INFRASTRUCTURES)

In the scientific world, international collaboration is typical, mainly via multilateral projects 
and consortiums and long-term research infrastructures [mainly in the EU, see ERIC – 
European research infrastructure consortium legal framework regulated by Council 
Regulation (EC) No 723/2009 of 25 June 2009 on the Community legal framework for a 
European Research Infrastructure Consortium (ERIC)]. All the EU member countries have 
legislation dealing with personal data protection. This means that, notwithstanding the free 
movement of scientific data and results, international scientific collaborations should also 
respect personal data protection. In case of ERIC legal entities that operate according to EU 
legislation and secondarily (when the EU appropriate legislation is missing) according to 
the national legislation, where the ERIC legal seat is located, it is the responsibility of the 
ERIC members. It should be pointed it out here that, officially, the national governments 
themselves are ERIC members and participating research entities are delegated (entitled) by 
ERIC member governments to ERIC scientific activities. It is important to remember that 
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when an ERIC legal entity is prepared, the legal check is provided by the European 
Commission and data issues (including personal data protection) are also part of the legal 
check of the ERIC founding documents.

In case of scientific collaboration with third (non-EU) countries, there are different 
approaches to personal data protection, especially between the US and Europe. This might 
have an impact on the sensitivity of personal data issues within these types of scientific 
collaborations. For example, the general approach of the legislation regulating the protection 
of personal data is different in the EU and in the US. Under the US law, protection of 
privacy in fact constitutes a protection of an individual against the state, while in the EU, 
protection is based on the intention of an individual to control his/her public image, i.e. not 
only in relation to the state authority but also in relation to the general public.13 

Generally speaking, from the federal level, in the US, public legal protection is 
provided mainly via civil law. In the case of Europe, the protection is provided by the public 
authorities (e.g. in case of the Czech Republic it is the Office for Personal Data Protection) 
and the civil law can be used in case of e.g. an action for compensation of the damages. 
This difference in perception of privacy is probably based on different historical experience, 
because Europe has a rich experience with totalitarian regimes abusing the personal data of 
their citizens.

7. GDPR AND TECHNICAL MEASURES AND SOLUTIONS –  
FROM LEGAL POINT OF VIEW

According to the current political debate in the Czech parliament where the implementation 
of the GDPR Regulation is being prepared and from the above mentioned argument that in 
the context of the Czech legal system regulating the personal data protection, there will not 
be any big changes (apart from lowering certain aspects of the level of the personal data 
protection, e.g. the maximum amount of the fines) in new legal measures (not too many 
new legal rules). However, the control of the implementation of the data protection by the 
data controller or processor is more tighten and more strict by GDPR. E.g. certain infringe
ments of the GDPR provisions shall be subject to administrative fines up to 20 000 000 
EUR, or in the case of an undertaking, up to 4% of the total worldwide annual turnover 
of  the preceding financial year depending on which value is higher. In the context of 
the  Czech Republic, it should be compared with the previous relevant personal data 
protection Czech legislation (Act No. 101/2000 Coll. On the Protection of Personal Data 
and on Amendments to Certain Acts) stipulating a maximum fine of up to 10 000 000 CZK 
that is equivalent to approximately 393 159 EUR.14

GDPR regulation also requires appropriate technical and organisational measures to be 
taken to ensure that the requirements of the regulation are met. In order to be able to 
demonstrate compliance with this regulation, the controller should adopt internal policies 
and implement measures which meet in particular the principles of data protection by 
design and data protection by default. Usually, especially in case of research organisations 
not having big IT departments and in case of collaborative research consortium projects, the 
technical solutions protecting personal data are realised in collaboration with third parties 

13  Whitman (2004).
14  The official exchange rate of the Czech National Bank for 24 April 2018 for 1 EUR was 

25,435 CZK.
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(e.g. IT companies, consortium partner organisations). In such cases, it is necessary to have 
a concluded agreement between the parties (research organisation and the processor) on the 
protection of the processed personal data. 

It is, widely agreed upon that in a research environment the entire C.I.A. set of 
requirements (viz. Confidentiality, Integrity, Availability) should be adhered to all the time, 
since the breach of data integrity can severely lead a research project astray, and losing 
access to research data can hinder or completely derail the research. From the IT (technical) 
point of view the biggest threat facing personal data protection, among other various data 
incidents, is data loss. Data loss can happen in various forms,15 it might be either accidental, 
such is an email sent to the wrong address (person) or loss of a USB drive, or it can be on 
purpose (e.g. by an unsatisfied employee of the data controller or processor).

The following main forms of data leaks can be identified:
a)	 Email (Attachments, Webmail, Email client);
b)	 Cloud (Box, Dropbox, Google Disk, OneDrive);
c)	 Hardware (USB drives, Memory Cards);
d)	 Internet (Web, p2p, FTP, torrent);
e)	 Media (CD, DVD, Blu-ray, Print);
f)	 Mobile (Mobile phone, Tablet, Laptop);
g)	 Social Media (Facebook, Twitter, Google+, IM);
h)	 Clipboard (Keylogger, Screenshot, Ctrl+c/Ctrl+v.
There is a technical solution providing protection against the data loss identified above 

that consists of three main steps:
1.  Detection of the data controllers and processors´ personal data security threats.
2.  Data security rules tailor-made for the data controllers and processors considering 

specific IT conditions and the specifics of the personal data content.
3.  Providing prevention of the sensitive data from leaving responsible entity (data 

controller and processor).
Current technology can provide alerts when somebody is using personal or confidential 

data or information irresponsibly personal or confidential data or information. Depending 
on which technological mode it is operating in, it can automatically either block the risky 
activity, inform an administrator (resp. data controller and processor about any data 
incident), or remind responsible person handling irregularly (oddly) with the personal 
data of the security guidelines. When a sensitive document with personal data needs to be 
removed from the institution (e.g. in case of research activity done out of the laboratory, 
e.g. on a USB drive or laptop), it can be encrypted via specific software that is interrelated 
with the whole IT system used by the data controller and the processor institution. Nobody 
who is not authorised can access the personal data unless it is authorised by the controller 
or processor. This also provides a measure of security even if e.g. a USB drive or laptop 
gets lost or stolen. 

This technical approach toward the protection of the personal data is fully in line with 
the GDPR rules and GDPR six principles stipulated in GDPR article no. 5 and its main 
goal, that is, the protection of natural persons with regard to the processing of personal data. 
In the context of the specific academic and scientific world this technological approach is 
suitable as well and no specific legal threats appear.

15  Safetica Technologies (2018).
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8. CONCLUSION

As it is obvious from above text, in most described cases, such as the peer review process 
and other specific academic activities, no significant impact of the new GDPR legislation 
can be foreseen in case of the Czech academia. 

However, another important question in the context of this paper is if research activities 
themselves (also within the notion of the freedom of scientific research and academic 
freedoms) will be affected by the GDPR. For example, will it be possible to disclose 
personal data of the reviewers to researchers focusing on peer review process research? 
From the GDPR legislation point of view, the research itself should not be affected because 
firstly, the GDPR is regulating the personal data rights of living persons and secondly, there 
is a general GDPR exemption for personal data handling for research purposes. This 
‘scientific purposes exemption’ is stipulated mainly in GDPR article no. 5 that regulates 
principles relating to the processing of personal data, which states in (b) that personal data 
collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes; further processing for archiving purposes 
in the public interest, scientific or historical research purposes or statistical purposes shall, 
in accordance with GDPR Article 89(1), not be considered to be incompatible with the 
initial purposes (‘purpose limitation’). 

GDPR Article 89(1) regulates in detail safeguards and derogations relating to 
processing for archiving purposes in the public interest, scientific or historical research 
purposes or statistical purposes. The GDPR Article 89 can be considered as a sort of 
alleviation for the research activities and, on the other hand, it does not jeopardise the main 
purpose of the GDPR. It remains to be seen if that was a wise decision of the EU legislator 
to provide such a ‘scientific purposes exemption.’ The main risk might be to use the 
exemption as a pretext for the misuse of personal data for e.g. commercial sake.

Concerning the existing technological measures, preventing data loss containing 
personal or other sensitive data in the context of the specific academic and scientific world, 
the existing legislation is legally appropriate. It is in accordance with the GDPR and with 
the intention of the EU legislator that is envisaged among others in the first paragraph of the 
GDPR preamble: 

The protection of natural persons in relation to the processing of personal data is a 
fundamental right. Article 8(1) of the Charter of Fundamental Rights of the European 
Union (the ‘Charter’) and Article 16(1) of the Treaty on the Functioning of the Europe-
an Union (TFEU) provide that everyone has the right to the protection of personal data 
concerning him or her.
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