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Newcomb in 1881 and Benford in 1938 independ-
ently introduced a phenomenon, that in randomly col-
lected numbers certain digits are more often leading
digits than others. They stated that the frequency of
starting digits follows the logarithmic distribution, so
that for any starting digit d=1 ... 9, Prob(first signifi-
cant digit=d)=log;o(1+1/d). This empirical law was rec-
ognized by many mathematicians so that several possi-
ble explanations have been derived. Meanwhile the
phenomenon has not only theoretical aspects, since it
can be applied in detecting fraud, (deliberate) misstate-
ments or fabrication of data, or in several other fields,
but still most notably in auditing of financial state-
ments. It has other applications as well, ranging even to
the design of future computer processors. This study
gives an overview on Benford’s law and its history, lists
the main mathematical results and last but not least in-
troduces the most important application, digital analy-
sis.
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For boring novels in a library it is not unusual, that the first 10-20 pages are
much dirtier than the last ones. One would however not presume that it would be true
for dictionaries or encyclopaedias. Nor for collections of tables of real science. But
sometimes reality contradicts intuition. In 1881, 125 years ago, an astronomer-
mathematician named Simon Newcomb wrote a two page article where he stated:
“That the ten digits do not occur with equal frequency must be evident to anyone
making use of logarithmic tables, and noticing how much faster the first pages wear
out than the last ones. The first significant digit is oftener 1 than any other digit, and
the frequency diminishes up to 9” (Newcomb [1881] p. 39-40). Without further ex-
planations or examples he concluded that the law of this frequency satisfies the fol-
lowing equation (see values in Table 1.):

Prob (first significant digit = d) = log;o(1 + 1/d), where d =1, 2,...9.

Table 1

Frequencies of decimal leading digits

Frequency

First digit (percent)

30.10
17.61
12.49
9.69
7.92
6.69
5.80
5.12
4.58
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Although this observation was old that time, it became unremembered and was
rediscovered some 60 years later by the physicist Frank Benford who had a paper
(Benford [1938]) on “The law of anomalous numbers”. He begins with the same
observation on logarithmic tables as Newcomb, and continues with the analysis of
different data sets, e.g. the area of 335 rivers, populations of 3259 locations, mol
weights of elements, powers of natural numbers, street addresses of famous people
from a magazine, and so on, examining a total of 20229 data. He derived the same
logarithmic law as Newcomb, and noted that this law will prevail even if we took
reciprocals of the data or mutatis mutandis if we write the numbers in any other base.
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Since the 1938 paper of Benford this phenomenon is called “Benford’s law” by
many, however some other names are also in use today, such as “Newcomb-Benford
law”, “First digit law”, or “Significant digit law”. The expression “Digital analysis”,
found in the title of this paper as well, refers to some techniques based on the phe-
nomenon.'

Since the 1970s, several statistical applications have been developed in order to
make use of Benford’s law. The field of possible applications is wide-ranging: start-
ing from finance/accounting/auditing, via quality control of socio-economic models
to fields of computer development. This study has the following structure. In section
1, we will make a short overview of the possible heuristic, philosophical and all other
explanations of this phenomenon. Section 2 lists the important mathematical results,
while audit applications and the descriptions of the most commonly applied statisti-
cal tests can be found in section 3.

1. Explanations of the first digit phenomenon

As Benford’s law is a widespread empirical phenomenon, several authors tried to
explain it. Obviously, some data series do not obey this law at all: look at for exam-
ple the body heights of adults in meters: more than 90 percent begins with 1; or tele-
phone numbers of a city: some digits are not available as starting digits. Despite
these simple counterexamples, some authors stated that this phenomenon is the in-
herent result of our numeral system (the way we currently write numbers, the posi-
tional system), so Benford’s law roots in our numeral system. There are some more
complex explanations as well, and in this part we will show some genuine ideas. But
first let us investigate empirical observations that cannot be accounted to simple
“coincidence”. An obvious example for the digit 1’s excess frequency is the basic
multiplication table.

The ratio of leading 1’°s (18/81=2/9) in the basic multiplication table differs from
the ratio 30.1 percent, but it is still the double of the expected one-ninth. (See Table
2.) In the continuous analogy, consider the product of n real numbers, each between
1 and 10 (10 not included). It can be shown that the frequency of first digits tends to
obey Benford’s law as n goes to infinity.

The most straightforward and real life example is the one of bank account bal-
ances. Suppose that we have EUR100 in our bank account with 10 percent interest.
It takes more than 7 years to reach EUR200. To reach EUR300, more than addi-
tional 4 years are needed. One can easily see that the least time passes when we
wait between EUR900 and EUR1000. Later, however, between EUR1000 and
EUR2000, we have to wait once again more than 7 years. So, one can see that in
the largest part of times, our account balance starts with 1, and in the smallest part

! Nevertheless the word “digital” can be confusing for those not acquainted with the topic, maybe a much
clearer name would be “analysis of digits”.
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of times, it starts with 9. Obviously, it remains true if we use any other starting
amount or interest rate, so if we suppose that new bank deposits accumulate in a
constant rate, the first digits of all bank balances in a given moment must approxi-
mately obey Benford’s law. Thus the law is true for any geometrical sequence in
the form of a-g¢" except the case where g is a power of 10 (for the function
f(x) =a-q", no such restrictions apply).

Table 2

Basic multiplication table

23456789
234567289
4 6 8 1012 14 16 18
6 9 12 15 18 21 24 27
8 12 16 20 24 28 32 36
10 15 20 25 30 35 40 45
12 18 24 30 36 42 48 54
14 21 28 35 42 49 56 63
16 24 32 40 48 56 64 72
18 27 36 45 54 63 72 81
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Several socio-economic data series and even data on natural phenomena follow
lognormal-like distribution. It is quite intuitive, that in case of such underlying distri-
bution, the first digits from a random sample will not follow uniform distribution and
there will be a bias towards the smaller digits.

One could summarize Benford’s law as ‘if we pick a number at random, the prob-
ability that it starts with digit d is log;o(1+1/d)’. The main fallacy of this sentence is
that in fact we have no natural method to “pick a number at random” from the set of
all positive (real or integer) numbers. The set of numbers starting with digit 4 has no
natural density, neither among the reals nor among the integers, unlike for example
even or odd numbers have (1/2).

The first intuition to calculate a density is as natural as simple: suppose that our
set of positive integers has an upper limit, as real sets mostly have (for example
areas of rivers from Benford’s paper must not be larger than the area of Earth it-
self). If all upper limits were equally likely in each magnitude, the following logic
could be used to calculate the probability of choosing a number with starting digit
1 (in a certain magnitude); in a given magnitude, let us say numbers between 10
and 99, we have:

11 2 10 10 10 10 10
et —+—+—+—
1 2 10 11 12 13

Prob (first digit=1)= — +..+— [=0.35.
90 90
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The reader is called to try the same for other magnitudes, e.g. 100-999, or
1000-9999, etc. It is worth the simple spreadsheet exercise that will keep showing
similar ratios among all magnitudes. But do not forget: we assumed something not at
all innocent about the distribution of upper limits. If we had used other upper limit
distribution, we had had other results.

A possible way to correctly treat the first digit problem mathematically is to calcu-
late the frequencies of starting digits between 0 and #, and then evaluate its limit as »
goes to infinity. These sequences are however not convergent, neither on real numbers
nor on natural numbers so in order to calculate them, we should apply a summation
method. For the discrete case with integers only, the first result known to me is the one
described in Flehinger [1966] that makes use of a reiterated Cesaro method.” Let

pi, (n) denote the rate of positive integers <n so that the first digit equals or less than
1z .

d. As we saw before, p}, (n) does not converge, so we define p); (n) =—>p ! (i ) as
n =

a re-iterated “frequency”. Flehinger proves that these series have diminishing oscilla-
tion and that the process converges to logo(d + 1), in the following sense:

lim, liminf, p}, (n)=1lim, limsup, pj; (n)=1log,,(d +1).

This result includes the original law, since the rate of occurrence, the “probabil-
ity” of digit d equals log,, (d + 1) —log,, ((d - 1) + 1) =log,, (1+ l/d) .

It can be shown that the Flehinger method is stronger than (it means its equivalent
to but can be applied on more series than) any other iterations of Cesaro methods,
and that it is equivalent to any matrix method whenever it applies. There are also
continuous versions of this approach, with integration schemes or Fourier analysis.
One interesting result is the so called Stigler’s law, where the probability of the digits
differs from Benford’s law, but the tendency remains. The inconsistency between
Stigler’s law and Benford’s law indicates that summation methods are ad hoc, and
they constitute no real explanation to the phenomenon.

Besides summation methods, invariance principles are another interesting inter-
pretation of the problem. The most basic version of invariance is scale-invariance
(Pinkham [1961]), or the independence of measurement units. Empirical tests have
shown indeed that any set that obeys Benford’s law keeps to obey it when multiplied
by any constant, for example when exchanging metric units to imperial ones, or dol-
lars to euros. It was conjectured that if a general law of significant digits exists at all,
than it must be scale-invariant, i.e. that the frequency of leading digits should remain
the same if the underlying set is multiplied by any constant. Similar argument leads

2 If a series, like for example X(—1)"=1+(—1)+1+(—1)+... is divergent, it is still possible to evaluate it by a
summation method. Such evaluations should have the usual value for convergent series; therefore they are
generalizations of the standard definition. Cesaro method is one of the basic summation methods.
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to another invariance property, translation invariance (Raimi [1969]). Some changes
of measurement units come with translation, like for example between Kelvin and
Celsius grades.

A more general invariance property is base invariance, or the independence of
numeral system bases. For base invariance arguments, a more general form of Ben-
ford’s law is used:

Prob (first significant digit base b = d) = logy(1 + 1/d), where d =1, 2,...b-1.

It can be proved that some invariance concepts are (nearly) equivalent to Ben-
ford’s law. By invariance arguments it is possible either to characterize (a set of)
probability measures on positive reals (or integers) so that the measure itself is in-
variant to the given concept, or simply to characterize sets where the natural measure
for significant digit distribution obeys the invariance concept. After the characteriza-
tion, the explanation of first digit phenomenon is simply based on the fact that most
real-world distributions match or almost match the characteristics defined by the
appropriate invariance concept.

The last group of explanations is concerned with mixture of distributions, or
sampling from random distributions. Individual data series in Benford’s paper did
not closely follow Benford’s law, but for the union of all data series there was a
good fit. Even the most fundamental paper on the early-stage history of Benford’s
law (Raimi [1976]) devotes a separate section to this approach, listing several im-
portant results, including the Furry—Hurwitz convolution which roughly states that
the product of i.i.d. random variables converges to Benford’s law. The most impor-
tant result in this field can be found in Hill [1996], and it roughly states that if the
data are taken from diverse-enough sources, the combined data series will tend to
obey Benford’s law.

2. Mathematical aspects of Benford’s law

In this section we provide a short insight to the mathematics of Benford’s law. In
order to facilitate the later results, we need some basic definitions.

Definition 1. (mantissa-function). For each b >1, the base b mantissa function is
the function M, :R" — [l,b) , such that M, (x)= x-boe] for any xe R", where
[7] means the integer part of 7, the largest integer not larger than ». M, (x) will be

called the mantissa of x.

Remark. From here on the numeral base is always a positive real number, larger
than 1.

HUNGARIAN STATISTICAL REVIEW, SPECIAL NUMBER 10



154 TAMAS LOLBERT

Example. The mantissa-function does nothing else than shifts the integer-
separator (decimal point) so that the result is between 1 and b&:

My (e)=M,,(100-¢)=M,,(e/100)=e.

Definition 2. (significant digit-k-string). The i”" significant digit-k-string of a posi-
tive real number x is denoted by S\ (x) and it means the string of digits in A, (x)

from position 5~ to position b7 **? . In the default case of k=1, the k subscript
will be omitted, just like the (b) superscript, if we do not want to stress the base we
are working with. In case of equivalent b-adic expansions, their lexicographic maxi-
mum will be considered.

Remark. By definition of M, (x) , the first significant digit S, (x) #0.

Example. S, (m)=S5,(r/100000)=3, $,(1999.9)=S,(0.02)=0, S, () =314,
52 (n)=1.

The main concern in the literature was the definition of “picking a number at ran-
dom”, since both Newcomb’s and Benford’s paper lacked the proper definition of the
probability space. Now we will define the “natural” measure space for the first digit
phenomenon.

Definition 3. (base-b mantissa sigma-algebra). For any FEe®([1,b)) put

My(E)=|J b"E , and put M={My(E): E€B([1,b))}. Hereafter M, will be called base-
neZ

b mantissa sigma-algebra. (B(4) denotes the Borel sets on A).

Remarks. 1t is easy to see that M, is a c-algebra and that it is exactly the o-
algebra generated by M, the mantissa-function. One can check that bounded sets

are never measurable on the measure-space (R*, M;) so the problem cited e.g. by

Raimi [1969] of finding the median of all positive reals does not arise. In fact, all
nonempty sets in a mantissa c-algebra are log-periodic, and therefore unbounded
with accumulation points at zero and infinity.

Example. My({1})={b": neZ}, My([1,b))=R".

Lemma 4. (properties of Mp). For all bases, the following properties hold for M,

1. My is closed under scalar multiplication, i.e., if Ae M, and o>0,
then ad e M,.
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2. My is closed under integer roots, i.e., if Ae M, and ae N, then
AV e Mp.

3. mb(E)=9vlb,,( g;gbkE) = UiZo(91,,(b°E)) for all neN and

bn
Ec®([1,b)).
4. Myc M, CB (R*) forallne N.

Remarks. Inclusions in 4 are strict. The set M;¢0(2,20) for example is not in M,
but all elements of My are also elements of Mg, since B([1,10))uB([10,100)) <
®([1,100)). Note that contrary to scalar multiplication, %M, is not closed under scalar
addition. For example translating the set Mo({1}) by 1, Mo({1})+1 ={..., 1.01, 1.1,
2, 11, 101, ...} is obviously not in My, (Remember that unlike this set, all sets in a
mantissa c-algebra have an accumulation point at 0.)

Proof. All conclusions follow directly from definitions.

Definition 5. (base independent mantissa sigma-algebra). The base independent
mantissa o-algebra is defined as the o-closure of all M,-s, formally M.~c(Mp).

Remarks. By the usual arguments, M, (along with UM,) keeps being closed un-
der scalar multiplication and integer roots. Additionally, they are also closed under
powers.

The motivation to introduce M., is that it is the tightest c-algebra where all events
like “(first digit base 10 is 1) and (third digit base 7 is 3)” can be described. By the
next lemma, the tightest such c-algebra is the set of Borels.

Lemma 6. (characterization of My). M,= B (R+ )

Proof. Since M,cB (R*) for all b and M.~c(UM,), we only have to prove that

M., includes all intervals on R*. Now consider any interval / on R*, and define
I,=UM, ([)~bi for all =2, 3, 4... . Obviously, I,e M, for all base b. Since M,, is

ieZ
a o-algebra, it will include /=N 1, for all /.

Definition 7. (base-b mantissa distribution). For any probability measure ® on
(R*, M,) the base-b mantissa distribution @, is defined on ([1,b), B([1,10))) in the
following way: ®, (E)=® (Mp(E)).

Definition 8. (Benford’s law). A probability measure ® on (R", #,,) is said to
obey Benford’s law base b, if for any xe[1,b) @, ([1,x))=log, x. ®is said to obey Ben-
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ford’s law if it obeys Benford’s law for any base. From here on @3, will be used to
represent any probability measure that obeys Benford’s law.

Remarks. Benford’s law for binary (base 2) numbers means that the probability of
a starting 1 is logy2=1, as in fact it is. Given the base, we can easily derive specific
laws for n™ digits, or for groups of digits as we will do in the examples. Another
interesting feature of Benford distribution is that the individual probabilities of n™
digits are not independent; this dependence however decreases as n goes to infinity.

Example. In base 10, the Benford probability of a number to start with 102 (first
digit 1, second digit 0, third digit 2) is the measure of mantissa-interval [1.02, 1.03):
log01.03—log;o1.02=log;o(1+1/102)=0,42%.

Example. The Benford probability of a second digit d can be calculated by sum-
ming the probabilities of starting strings 1d, 2d, 3d,... 9d, ®p; (S, (x) =d)=

= 37 log,y (1+1/(10i +d)).

Example. To show that individual digit probabilities are not independent, we sim-
ply have to calculate the marginal probabilities and the joint probability:

o (S, (x) = 1)=logio(1+1/1),  @su(S,(x) =1)=37 log,y (1+1/(10i+1))  and

Per( S, (x) =1&5S, (x) =1)=log;o(1+1/11). The products of marginal probabilities

will differ from joint probability; hence individual digit probabilities are not inde-
pendent.

The following theorem is a kind of by-pass in our logic, but since it states the
“converse” of Benford’s law, we focus to it at this point. It is important, because it is
the theoretical justification for the last-digit tests in digital analysis.

Proposition 9. (least significant digit law). If a random variable X has a density,
then for all bases, Si(b) (x) converges to uniformly distribution on {0, 1, ..., b—1} asi
goes to infinity.

Proof. See Hill and Schiirger [2005], Corollary 4.4.

Benford’s law has been regarded almost from the beginning as a “universal law”.
As such, it was expected to be independent of measurement units, of “the scale”, which
mostly means the invariance of digit distribution if the whole data set is multiplied by
any positive constant. (Translation invariance will not be considered here.) The next
paragraphs clarify the connection between scale-invariance and Benford’s law.

Definition 10. (scale-invariant). Let F be a collection of sets over R* that is
closed under scalar multiplication, with R* € ¥ and G =o(¥). A probability measure
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®on (R, @) is called scale-invariant on & if for any Se and for any o >0,

AS)=RAaLS).

Remarks. Note, that in this sense no scale-invariant probability (or even nontrivial
finite) measure can exist on any & that includes bounded sets, like e.g. 3 (R™ ) does.
If there are bounded sets, the measure of R* must either be 0 or o, because of scale-
invariance.

In the light of this remark, the result of the next corollary is somewhat disappoint-
ing.

Corollary 11. There is no scale-invariant probability measure on ...
Proof. Obvious from the remark and the lemma 6.

The base-independent c-algebra was introduced in order to measure joint signifi-
cant digit statements from different bases. It turned out, however, that it equals the
Borels, and any significant law of this generality cannot be totally scale invariant.
The following theorem therefore shall suffice with a tighter characterization.

Theorem 12. (characterization of scale-invariant probability measures). A prob-
ability measure ®on (R, 9M,,) is scale-invariant on UM, if and only if it obeys Ben-
ford’s law for any base.

Remarks. Note, that this theorem precludes the possibility of such scale-invariant
probability measure on UM, that obeys Benford’s law for some base b, but not for
some other bases. In case of a partly scale-invariant measure (only on a subset of
UM;), however, it is possible to create such base-dependent behaviour.

Proof. Obviously, if @ is scale-invariant then it is also scale-invariant on M, for
any base. By Theorem 8 in Hill [1995a], the scale-invariant measure on (R*, M) is
unique and it is exactly Benford’s law. It is an easy calculation that for different
bases b and ¢, the two Benford measures of any 4 M,NM, are the same, and the
logarithmic mantissa measure itself is scale invariant on any M, thus on WM, also.

Now let us have another by-pass, partly back to the definition of 94,. Consider the
natural logarithm as an isomorphism between R* and R . All the (previously log-
periodic) sets in M, are transformed into periodic sets, with periodicity of In 4. The
image of M, is simply consists of all sets that are periodic with In b, hence the iso-
morphic image of WM, equals the collection of all periodic subsets of the real line.
Because of the transformation, multiplication is now translation and powers are mul-
tiplication. If we multiply a set in the image, it remains periodic, but with other pe-
riodicity. In the original, it means the change of base which is the intuition behind
our next definition.
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Definition 13. (base-invariant). Let F be a collection of sets over R* that is
closed under powers, with R* € Fand G=c(F). A probability measure @on (R", §)
is called base-invariant on ¥, if for any Se ¥ and for any ae R \{0}, @(S) = @ (S5%).

Remarks. In his original definition, Hill worked on #=G=M,, and therefore he
could only prescribe the invariance for integer roots (M, is closed under integer
roots). In our case, however, ¥ =UM, is closed under any powers, not only integer
roots. Note, that this definition includes inversion-invariance, which is in fact the
power —1.

Example. By simple calculation, @3, is base-invariant on \UMj.

Example. The most trivial example for base-invariance on WM, is the Dirac
measure concentrated on 1, denoted by &;(-).

Remarks. Note, that 5,(-) keeps being base-invariant even on 3 (R"). Hence, con-
trary to scale-invariance, there exists base-invariant probability measure on M.

If there are some base-invariant probability measures on &, it is easy to show that
all their convex combinations are base-invariant also. Therefore it is maybe surpris-
ing, that the class of all base-invariant measures on UM, is restricted to the examples
given previously (and of course to their convex combinations.)

Theorem 14. (characterization of base-invariant probability measures). 1f a prob-
ability measure ®on (R", M,) is base-invariant on UM, then there exists a unique
scalar ge[0,1] such that ®AA4)=q Pz.(4)+(1—q)-5,(A) for any set A€ UM,

Proof. If @ is base-invariant on UM, then it is also base-invariant on %, in the
sense of Hill’s definition. For such measures on (R",%,) the proof can be found
under Theorem 3.5 in Hill [1995a]. Now suppose indirectly that for two different
bases b; and b,, we have two different scalars, ¢, and ¢, respectively, where ¢q,#q..
Consider a “good-behaving” set A4 from the base b;. By the power closeness of UM,
we always have an appropriate power (for example In b,/In b;) so that the trans-
formed image of A4 is in the base b, mantissa c-algebra. But @ is base-invariant, and
q for a given base is unique, which is a contradiction.

The next concept shows another feature of Benford’s law.

Definition 15. (sum-invariant). A probability measure ® on (R*, M,) will be
called sum-invariant, if with any fixed i, £ and base b, the expected value of

My(x)-1 is constant for any k-string d,d,...d, .

{x:Sﬁ?(x):dldz.“dk} (x)

Remarks. In words, sum-invariance means that the “expected-mantissa-sum” of
any k-string set is independent of the digits that form the £-string. Specifically, sum-
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ming the mantissae of all numbers starting with 1 and starting with 9 will yield the
same sum in expectation.

Theorem 16. (characterization of sum-invariant probability measures). A prob-
ability measure ®on (R", M.,) is sum-invariant if and only if it obeys Benford’s law.

Proof. See for example Theorem 4.1. in Allaart [1997].

Corollary 17. If X;, i=1...n are random variables with distribution ®3;, then the
expected value of Z{M b(Xi):Si(,?c)(Xi):dle"‘dk} is constant for any k-string
dd,..d,.

Remarks. Note the difference between 15 and 17: the corollary states that a ran-
domly generated set of numbers from a Benford distribution has equal expected man-
tissa sums for all possible k-strings.

Proof. See the proof of Corollary 4.2. in Allaart [1997]. (This corollary is some-
what weaker than the corollary proved by Allaart.)

3. Applications

The evolution of digital analysis has been long and slow. In 1972, the now fa-
mous economist, Hal R. Varian suggested in a reader’s letter to the editor this law to
test the reasonableness of economic models. His reasoning was the following:

“After all, Benford’s law is just a curious empirical, almost numerological, phe-
nomena; why should it have anything to do with economic forecasting? However,
one must admit that if the input data did obey Benford’s law while the output
didn’t... well, that would make one feel a trifle uneasy about actually using that out-
put.” (Varian [1972] p. 65.)

This little suggestion did not attract too much attention and the first real applica-
tions of Benford’s law date from the second half of the 1980s. In Carslaw [1988]
Benford’s law was used on second digits to show that New Zealand companies are
systematically rounding up their income figures: second digit 0 appeared in excess
frequency among the examined income statements, while there were fewer second
digit 9s than expected. This study was repeated and expanded on United States data
in Thomas [1989] where the opposite effect (rounding down) was also found true for
reported losses, and additionally, reported earnings per share (EPS) in the United
States were multiples of 5 cents more often and had an ending digit 9 fewer times
than expected.

The phenomenon has found its most important appliers among (forensic) auditors,
mostly tax auditors of internal revenue services and internal auditors of larger firms,
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since they mostly have to analyze huge data series and find the signs of manipulation.
They can apply Benford’s law because, as Hill [1988] showed, if people are “guessing”
numbers, these sequences will not conform Benford’s law. Since 1992, Nigrini has the
most pioneering results in developing new applications in auditing.

There are still some other applications besides “hardcore auditing” but they are
mostly somehow border-line applications. One interesting application is for example
the one proposed by Schraepler and Wagner [2003], the detection of faked inter-
views in statistical surveys. But in the broader sense, it is auditing as well. Maybe a
good example for real non-audit applications is optimizing floating-point calcula-
tions. Recent results of computer science show that floating-point calculations are
based on inputs that follow Benford’s law rather than uniform distribution. In this
case, it is possible to take advantage of this prior knowledge when designing future
computer architectures, just like in the case of typewriter (and computer) keyboard
layouts which were based on the known differences of character usage frequencies
(which even earlier were used by printers-typesetters to optimally allocate lead char-
acters in cases). Audit applications are themselves wide-ranging; here we list only
the most common areas of analysis. After listing the areas, we give an overview on
the statistical test that can be applied during the analysis of these areas.

The basic process of auditing can be divided from our point of view into two impor-
tant parts: analysis and testing. Analysis is needed to mark risky areas in order to opti-
mally allocate audit resources (the precious working time of auditors) during the (sub-
stantive) testing procedures. Note, that auditing is full scope only in exceptional cases,
in most cases audit opinions are based on sample testing. In audit applications — as a rule
of thumb — the riskier the area, the larger the sample size is. The first main task is to see
whether the assumption of Benford-like behaviour of the audited population is reason-
able. The main methods in this field are the 1%, 2™, 3™ and 4™ digit analyses.

— First digits analysis is an initial test of reasonableness which is not intended to
select audit samples. Generally it is the first test to be performed during digital
analysis of accounts.

— Second/third/fourth digits analysis is used as an additional test of reasonable-
ness. These tests are also not appropriate for sample selection because of the large
resulting sample size. Along with the first digits test, they are high level tests to es-
tablish whether the assumption of Benford-like distribution is reasonable. After per-
forming the reasonability tests, the selection of risky areas® can start.

— First two digits analysis (sometimes along with first three or even first four dig-
its analysis) can be used for sample selection but mostly in an indirect way. Those
combinations of digit groups (or specifically the transactions underlying these digit
groups) that have significantly different frequency from the postulated one are ideal
candidates for closer investigation. Since real data sets are only approximately Ben-
fordian, the first two/three/four digits analysis often results in false alarms which in

3 “Risky areas” means here only those risky areas that have abnormal digital behavior.
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turn can mean obsolete audit efforts. So these tests mostly play an indirect role in
sample selection rather than a direct one. They indicate which digit groups are
“overused” and where the other analytic/substantive procedures shall focus.

— The number duplication test is a natural extension and a natural sequel of first
two digits analysis. The common belief is that excess frequency of some leading
digits is caused by duplications which can signal management inefficiencies, errors,
(deliberate) misstatements and ultimately fraud. An example of management ineffi-
ciency in accounting is the procedure of one-by-one recording of repeated procure-
ments instead of using a summary bill. Misstatement is for example the systematic
rounding up of figures and fraud if someone in the firm sets up fictitious invoices for
services that never happened. Special attention shall also be devoted to numbers just
below psychological thresholds or internal authorization limits, since they are most
prone to misstatements and fraud. When performing a number duplication test, a so-
called Number Frequency Factor (NFF) is calculated for all data subsets defined by
the auditor. In any subset, let ¢; mean the number of items with the i value (but:
instead of ¢=1, ¢=0 for single items, without duplication). If » is the cardinality of
the subset, NFF is defined by:

Zciz
2

NFF =1-

If there are no duplicated items in the subset, then NFF=I, in the other extreme
case when 1 item is duplicated n times NFF=0. The subsets chosen to further ana-
lytic/substantive testing are those with low NFF.

— Rounded numbers test is used in areas where estimation is in no way accept-
able. Excess frequencies of numbers multiples of 5, 10, 25, 100, 1000 can signal
unacceptable negligence or even possible fraud. Rounded numbers tests are espe-
cially appropriate for example when testing the inventories of a takeover target and
the target itself provided the figures for the potential acquirer.

— Last two digits test is a more focused version of rounded numbers test and it is
relevant when auditors presume that systematic “number invention” is occurring. As
we saw before in the mathematics section, the bias towards smaller digits diminishes
as one move to the right. Although that result is an asymptotic one, simulations show
that it is reasonable to suppose for real-life data sets that the last two digits are uni-
formly distributed with relative frequency of 1/100.

Modern auditing softwares (like CaseWare Idea, ACL etc.) mostly feature a so-
called Benford module that can be used to perform the analyses described previ-
ously. Later in this paper, we will bring some demonstrative screenshots with the
results of some performed test. Deeper insight to the analyzed data sets and results is
not possible, due to the confidentiality of the source.

In most audit applications it is conjectured that the underlying distribution obeys
(or almost obeys) Benford’s law, except in “continuous auditing”, where peculiar
distributions different from Benford distribution are allowed; the reason is that some
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firm-specific factors can divert empirical frequencies and can cause a constant bias,
peculiar to the given firm. In other auditing applications the firm is generally not yet
known to the auditor, and examining the biases can reveal inefficient procedures
(and of course efficient, but still peculiar procedures also).

Such a bias factor is for example if a hospital buys hypodermic syringes in stan-
dard packages and each buy is registered one-by-one. If the price of a package begins
e.g. with five, the frequency of leading fives will be significantly more than their
Benford frequency because of the volume hospitals are buying hypodermic syringes.
In this case the excess frequency of leading fives is considered normal. The only
change it inflicts in the analysis methods is that the previously audited peculiar dis-
tribution is taken as baseline instead of Benford distribution.

Any deviation from the postulated digit distribution can be attributed to one of the
following two factors:

— sampling error,
— data manipulation, fraud, or errors, inefficiencies.

To distinguish between the two possible sources of deviation, several classical
and non-classical tests can be applied. We will consider the following tests in this

paper:

1. visual inspection,

2. Kolmogorov—Smirnov goodness-of-fit test,

3. mean absolute deviation test,

4. chi-square goodness-of-fit test,

5. z-statistic test,

6. a test based upon regression of theoretical values on empirical
values,

7. summation test.

Tests from 1 to 6 are all to “measure” how well actual data fit the Benford distri-
bution. Test 7 has other aims; it uses the sum invariance property of Benford distri-
butions.

Visual inspection is an important first step in digital analysis, just like in many
statistical applications. Plotting values together can provide a fast hint on the next
step of application, therefore auditing software mostly support visual inspection. See
for example Figure 1. for the visual inspection of a first two digits test.

The Kolmogorov—Smirnov ftest is based on the difference of empirical and theo-
retical cumulative distribution functions: in fact it measures their “distance” in a
metric generated by the maximum norm on functions. The one-sided Kolmogorov—
Smirnov test statistics are defined by

D, (x) = max

F, (x) - F(x)| .
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Figure 1. Visual inspection of the first two digit distribution in CaseWare ldea
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For the first digits case the empirical distribution function F, for sample size n is
defined by

(x): #(y:Mbn(y)Sx)

F

n

B

while the theoretical distribution F(x) is given by 0, logyox, and 1 before 1, between
1 and 10 and after 10 respectively. (For other cases the functions are given analo-
gously.) The probability distribution of this statistics, given that the null hypothesis
of equality of distributions is true, does not depend on what the hypothesized distri-
bution is, as long as it is continuous. The Kolmogorov—Smirnov test has however
several important limitations:

— It only applies to continuous distributions (generally met in digi-
tal analysis).

— It tends to be more sensitive near the centre of the distribution
than at the tails.

— Perhaps the most serious limitation is that the distribution must
be fully specified. That is, if location, scale, and shape parameters are
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estimated from the data, the critical region of the Kolmogorov—
Smirnov test is no longer valid (generally does not apply in digital
analysis).

Critical values for Kolmogorov—Smirnov test can be taken from statistical tables
or statistical software packages.

The mean absolute deviation test (MAD) is based on the mean absolute deviation
between empirical and theoretical relative frequencies. Formally the test statistics are
given by

yap -3 »i-pil

i=1

for first digit test,

and by appropriate changes for other tests. Here p means relative frequency, i super-
script denotes an appropriate first digit (or other category, e.g. digit group, last digit
etc.) and the lower-case letters denote “sample” and “benford” (‘“baseline” in con-
tinuous auditing) respectively.

Instead of MAD some authors prefer MSE, the squared average error, but in fact
it does not help solving the most serious limitation of this test: no objective critical
values exist. As long as we know, there are currently two, somewhat subjective,
methods to determine critical values. The first and oftener used method is given by
Nigrini. His critical values are based on practical test experience and therefore must
be used with caution. Table 3 lists these critical values for 3 types of tests.

Table 3
Critical values for three MAD tests suggested by Nigrini

Test type / decision First digits only Second digits only First two digits
Close conformity <0.004 <0.008 <0.006
Acceptable conformity 0.004-0.008 0.008-0.012 0.006-0.012
Marginally acceptable 0.008-0.012 0.012-0.016 0.012-0.018

conformity

Nonconformity >0.012 >0.016 >0.018

Source: Nigrini [2000].

Other possible approach to get critical values is Monte Carlo simulation (Posch
[2004]). In this case a random Benford set is generated first, and it is gradually con-
taminated with appropriate non-Benford random numbers. Evaluating the expected
MAD at all stages gives a rough estimation how contaminated the original data set
can be. This approach must also be used with caution since its results depend on the
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way non-Benford numbers are generated, and in addition, the higher the level of
contamination the higher the variance of simulated MAD is.

Pearson’s chi-square test is the standard textbook method in statistics to test how
well an empirical population fits to a given theoretical distribution. It has however
some drawbacks that should be considered before use:

— it is only an approximation so with small samples exact tests (e.g.
multinomial test) should be preferred;
— chi-square distribution needs independent summands.

Testing for Benford distribution is performed on large data sets (1000+ or even
10000+) almost in all cases, so condition 1 is not a problem. In some audit applica-
tions the largest concern arises with the second condition, because data in some data
set are not independent. The standard formula used to calculate the test statistic is:

R
x2=n-§:(ps_ipb) ’

i=1 Py

where 7 is the sample size, p means relative frequency, the i upper-case letter denotes
an appropriate first digit (or other category, e.g. digit group, last digit etc.) and the
lower-case letters denote “sample” and “benford” (or other baseline) respectively.
Critical values for appropriate level of significance and degrees of freedom (k— 1)
can be taken from statistical tables, but most software packages include them as well.

The z-statistic tests are best used to detect which category has an excess fre-
quency in the sample, relative to theoretical values. While a chi-square test evaluates
the data set as a whole, they are partial tests for individual categories. The z-statistic
is calculated with the standard formula

where 1/2n is the correction term for continuity. This test is two-sided with critical
values from standard normal distribution.

Figure 2 is the source data table for the graph of Figure 1 (the values given by
Idea are absolute values). The software can automatically generate reports on the
digital frequencies, and uses a high (99%) built-in level of significance for comput-
ing upper and lower bounds. The level of significance is set high in order to avoid
false alarms (note that digital analysis is a tool for marking risky areas: false alarms
mean larger samples than needed, therefore unnecessary audit efforts, thus waste of
precious resources).
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Figure 2. Raw data table of Figure 1. in CaseWare Ildea (screenshot)

@ IDEA - [Benford First Two Digits] mE)
@ Fle Edt View Dasta Analysis Sawpling Tools Window Help -3 x
e w6 S Tebl =k s N EEERD HMES 5 | @
25X |,/| j|Nn\ndex ﬂ No cortral total] 4 \mnz ﬂ
DIGITS | EXPECTED | LOWBOUND | HIGHBOUND | ACTUAL | DIFFERENCE | =
] 0 724,42 673,67 1015 315,36
2| 11 72947 658,17 800,77 541 188,47
El 12 671,05 602,66 739,43 1088 -428,95
4| 13 621,29 564,49 687,09 472 149,29
5| 14 578,41 514,92 641,90 623 -44,50
6| 185 541,07 479,66 802,47 648 -108,93
7| 18 508,25 448,74 567,77 484 2425
El 17 479,19 421,41 536,98 354 12519
g 18 453,28 397,08 500,48 450 472
[10] 18 430,02 375,28 484,77 308 122,02
1] 20 409,04 355,65 462,43 730 -320,96
[1z] 21 380,01 337,87 442,14 208 83,01
[13] 22 372,67 331,71 42363 320 53,67
4] 23 356,80 306,04 406,67 300 47,80 -
5] 24 342,24 293,40 391,07 456 113,76
16| 5 328,81 280,04 376,68 466 137,18
7] 6 316,40 269,84 363,36 251 85,40
18| 7 304,80 268,80 350,99 242 62,30
9] 8 294,19 248,91 339,47 253 41,19
20| 28 284,22 238,71 328,72 186 88,22
21 a0 274,90 231,13 318,67 807 -532,10
| kil 266,17 233,10 300,24 150 107,17
23] 32 257,98 215,58 300,38 242 15,98
24| 33 260,28 208,51 282,04 187 63,28
|25 34 243,02 201,87 204,17 215 28,02
|26 | £l 236,17 185,51 276,74 200 3,17
27| 6 229,70 189,69 269,71 294 -64,30
26| a7 223,58 184,10 263,05 213 10,58
29] 38 217,77 178,81 256,72 155 82,77
[30] 38 212,25 173,80 250,71 187 5,25
[31] 40 207,01 169,03 245,00 420 -220,99
EA 41 202,02 164,50 239,55 112 80,02
33] 42 197,27 160,19 234,35 191 8,27
34| 43 182,74 156,00 229,38 118 74,74
[35] 44 188,40 162,17 224,64 153 35,40
45 184 26 148 4. 010 154 026 d
4 [ \Database £ Histary £ Field Stats /- |« | .y—‘
For Help, press F1 90 | 25,448

Consider for example the first two digit group “10” in Figure 2. It was found in
1015 cases of total 19307 (5.2%) while Benford’s law postulated 799 cases (4.1%).
With the given formula that difference is significant at any levels in use, which is not
surprising looking at Figure 1. Auditing applications that support digital analysis
therefore automatically draw upper and lower confidence limits to facilitate visual
inspection.

An interesting solution is to regress theoretical frequencies on empirical frequen-
cies. The following equation is estimated:

ps=0+B-p,.

The null hypothesis (perfect fit) means o=0 and =1. We can test it either par-
tially or jointly with the common tests. Note that in case of first (second, third etc.)
digit frequencies we have no more than 10 observations so this type of testing is only
appropriate if we test 2 or more digits jointly (90 or more observations).

Summation test is an alternative approach which has been developed by Nigrini
[1992], but its mathematical foundations were laid down later by Allart [1997] who
showed that summation invariance is an exclusive property of Benford distribution.
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As we could see in Part 2, summation invariance is defined on mantissae, but this
test is based on absolute numbers which makes it invalid in theory. Some empirical
results by Nigrini [2000] show, however, that it is still valid in practice. It is because,
in practice, magnitudes in a Benford set are independent of mantissae, while, in the-
ory, it does not necessarily follow from the definition.

The main use of this test is to detect magnitude errors by summing values with
the same starting digits. Significantly different sums may signal a possible error.
Nigrini [2000] cites a true story from the Wall Street Journal where a man who
expected a tax refund of USD513 received a letter from the US Internal Revenue
Service informing him that he still owes USD300 000 007.57, and this happened
that year to 3000 additional people. Such errors are not detectable with standard
digital analysis tests since 3000 errors are no way significant among the whole
Unites States population.

Table 4
When to apply and not to apply digital analysis
Uses of Benford analysis Examples
When Benford analysis is likely useful

Sets of numbers that result from mathematical com- | Accounts receivable (number sold X price)

bination of numbers — Result comes from two dis- | Accounts payable (number bought x price)

tributions
Transaction-level data — No need to sample Disbursements, sales, expenses
On large data sets — The more observations, the Full year’s transactions

better
Accounts that appear to conform — When the mean Most sets of accounting numbers

of a set of numbers is greater than the median and

the skewness is positive

When Benford analysis is not likely useful
Data set is comprised of assigned numbers Check numbers, invoice numbers, zip codes
. Prices set at psychological thresholds (USD1.99),

Numbers that are influenced by human thought ATM withdrawals
Accounts with a large number of firm-specific num- | An account specifically set up to record USD100

bers refunds

. e . Set of assets that must meet a threshold to be
Accounts with a built in minimum or maximum
recorded

Where no transaction is recorded Thefts, kickbacks, contract rigging

Source: Durtschi—Hillison—Pacini [2004].

So far in this part we had a short overview on the evolution of digital analysis, the
main areas of application, and the statistical tests used in the analyses. What still
remains to give some guidelines on when and how to apply digital analysis. In the
field of auditing, most accounting-related data can be expected to obey Benford’s
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law. It does not mean, however, that if a data set differs significantly from the ex-
pected then it is fraudulent. As we earlier mentioned, some firm-specific peculiarities
can significantly divert digit distribution, as well as some universal ones can. Mar-
keting activity often results in psychological pricing, and no one will be surprised to
see firms rounding their figures. ATM withdrawals are predefined round numbers so
extensive use of ATM-s can result in biased bank ledger. Administrative fees (for
example the highway tax collected for the use of highways almost everywhere) are
also predefined numbers and can have a similar effect. Table 4 summarizes when it
is appropriate to use digital analysis.

There are some limitations also, based on the type of fraud. Significant deviations
from Benford’s law occur if the person committing fraud changes, removes or adds
items so that he meanwhile hurts the original first digit distribution. To hurt a distri-
bution significantly, the subset modified must be large enough relative to the whole
set. If no registered items (the fraud is not even registered, like theft) or very few
items are affected, digital analysis cannot be expected to detect anything. Other type
of frauds, which affect only data sets that are not suitable for digital analysis, are also
not to be detected by means of digital analysis: a good example is the same address
of a vendor and of the person endorsing payments. Some possible fraud cannot be
detected by digital analysis uses the invariance principle: multiplying all items with
the same number remains undetected.

Durtschi—Hillison—Pacini [2004] had a good indicative example on how effective
digital analysis can be. If we suppose that 3 percent of all transactions is fraudulent,
and when checked, digital analysis identifies fraudulent accounts in 75 percent of
times, the probability of a real fraud when digital analysis signals fraud can be calcu-
lated using Bayes’ theorem:

0.75-0.03

= =0.085=9%.
0.75-0.03+0.25-0.97

P(F|S)

This 9 percent is three times more than with simple random sampling, but it is
still less than 10 percent. The result shows clearly the value of digital analysis: it is
not a silver bullet; it is only a useful compliment to the arsenal of an auditor.
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