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Abstract—This paper presents the secrecy performance
analysis of an amplify-and-forward relay-assisted cooperative
communication system in the presence of a passive external
eavesdropper. In contrast to existing works that assume high
signal-to-noise ratio (SNR) approximations, we have investigated
exact and secrecy outage probabilities. Furthermore, we
consider a more challenging scenario where the source may not
be reachable to the intended user directly. But the eavesdropper
can tap both the source link and the relay link. First of all, the
outage probability is analyzed at the intended user as well as the
eavesdropper. Next, defining the secrecy rate for the amplify-
and-forward (AF) relaying system, the expression of the secrecy
outage probability (SOP) and the secrecy intercept probability
(SIP) have been derived, respectively. Noticing the complexity
involved in the integration of SOP and SIP expressions, the
closed-form expressions have been derived for asymptotic cases.
Finally, the exact and asymptotic analysis has been verified by
performing Monte-Carlo simulations. It is observed that the
relay position should be closer to the source compared to the
eavesdropper to achieve improved SOP.

Index Terms—amplify-and-forward, physical layer security,
secrecy rate, cooperative systems, secrecy outage probability.

I. INTRODUCTION

Cooperative relaying in wireless communications has got
extensive research interest as it helps in achieving fifth-
generation (5G) objectives such as reliability, coverage area
extension, and high data rate [1]-[0]. As the wireless channels
are open in nature, the information transmission is prone
to eavesdropping. With the enormous increase of online
transactions and heterogeneity of connecting users, ensuring
secrecy to the user’s data is a challenging task. Securing infor-
mation [7] from external eavesdroppers is a major concern for
cooperative communication systems as well [1]. The physical
layer security (PLS) has attracted the attention of researchers
compared to the high-complex cryptography at higher levels
(Application and Network) because it exploits the inherent
characteristics of wireless channels [4], [8].
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A. Literature survey

Wireless PLS improvement using cooperative relaying
schemes such as decode-and-forward (DF), amplify-and-
forward (AF), randomize and forward (RF), and compress-
and-forward (CF) have been investigated in [8]-[13]. Con-
sidering a jamming node, the PLS of cooperative NOMA
in a severe scenario where there is no direct link from the
source to far-destination while the direct link between the
eavesdropper and source exists is investigated in [14]. Authors
in [15] considered resource allocation in multi-carrier AF-relay
systems under individual and sum power budget constraints
to investigate the optimal secrecy rate. Authors in [16] have
studied the analysis of secure beam forming and ergodic
secrecy rate for AF relay networks and derived tight closed-
form approximation for the ergodic secrecy rate for a large
number of antennas. The secrecy outage probability (SOP) of
relay and user (RU) selection in an AF system over Nakagami-
m fading channels is discussed in [17], and provided the
asymptotic SOP expressions for maximal ratio combining
(MRC) and selection combining techniques.

B. Motivation and Contributions

The DF relaying requires decoding capability at the re-
lay node, which causes deployment costs. The cooperative
jamming requires additional nodes and needs a generation
of noise in the null space of the destination, causing more
implementation and deployment costs. Whereas AF relaying
simply amplifies the received signal using a power amplifier
and retransmits, which is cost-effective and easy to deploy.
Notifying the ease of deployment and the necessity of power-
efficient low-cost implementation in the next-generation ap-
plications (like the internet of things (IoT) and their security),
we are interested in studying the performance analysis of AF-
relay assisted secure cooperative systems.

The secrecy performance analysis of AF systems with
multiple relays and two hops under cochannel interference
and correlated channels using optimal relay selection has been
extensively investigated in [18], [19] without considering the
dual-tapping of the eavesdropper. Considering full-duplex AF
relaying, [20]-[22] have investigated the secrecy performance
in terms of average secrecy rate and SOP. The PLS in AF
relaying by considering direct links from the source to the
destination and the eavesdropper has been investigated to a
great extent [8], [23], [24]. Authors in [24] have considered
the more general case of availability of direct links from
source to both the destination and the eavesdropper and studied
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the PLS over mixed Rayleigh and double-Rayleigh fading
channels. In this paper, they have considered the maximal ratio
combining at both the destination and the eavesdropper to get
the advantage of diversity. The assumption of a direct link
only to the eavesdropper, not to the main user, gives a more
practical situation to achieve secrecy where the eavesdropper
can get diversity and maybe stronger than the intended user’s
channel. To the best of our knowledge, a more challenging
scenario of a two-hop AF secure cooperative system where
the source may not be reachable to the intended user directly,
but the eavesdropper can tap both the source link and the relay
link has not been studied yet. In this paper, we consider the
aforementioned system model to investigate the performance
in terms of exact outage probability, exact secrecy outage
probability (SOP), and secrecy intercept probability (SIP). The
contributions of the paper are briefly summarised as follows.

« Initially, the outage probability analysis is performed
individually at the intended user and at the eavesdropper.

o Defining secrecy rate for AF-relaying system, the SOP
and the SIP expressions are provided in the integral form.

« We provide the closed-form expressions for SOP and SIP
for asymptotic analysis.

« Finally, we validate our analysis by performing Monte-
carlo simulations.

The remainder of the paper is divided into the following
sections: Section II describes the system model and transmis-
sion protocol. The outage probability analysis of the intended
user and the eavesdropper is analyzed individually in Section
III. Section IV provides the SOP and the SIP analysis. The
asymptotic analysis of SOP and SIP are detailed in Section
V. Finally, Section VI shows the simulation results.

II. SYSTEM MODEL
A. Topology

Consider a four-node wireless cooperative system consisting
a source S, arelay R, a user U and an external eavesdropper £
where all nodes are equipped with a single antenna. As shown
in Fig. 1, S located at the origin, (zs,ys) = (0,0) of a two
dimensional (2D) z-y plain, communicates with I/ located at
(xd4,ya) = (d,0) via R. £ is assumed to be located at (x., y.)
which tries to overhear the transmission from S to R and R
to U. As an essential scenario to examine in order to ensure
security, it is assumed a direct link from S to £ only and
not to Y while considering R-to-€ and R-to-U links. We also
assume the S-to-& distance is greater than S-to-R. With path
loss exponent «, the channels undergo large-scale fading.

B. Transmission Protocol and Channel Model

In the considered half-duplex relaying system, the trans-
mission takes place in two phases [25]. In the first phase, the
information is transmitted from S to R, and in the second
phase, R retransmits to I/ by amplifying the received signal
with an amplification factor of 5. Due to the broadcast nature
of the transmission, £ can overhear the information in both
phases. Assuming P, and P, as transmit powers at S and R
respectively, the received signals y1z at R and y1 g at £ from
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Fig. 1: Four-node AF secure cooperative system in 2D space.

S in first phase, and the received signals yo at U and yo¢ at
& from R in the second phase are:

1R = hsrV/ Pst1 +n1r, Y16 = hse v/ Psz1 + 112, (1)
You = hru v/ Prfxy + Ny, Yoe = hre/ PrfBry +n2e. (2)

where hgp, hge, hyy and h,. are the Rayleigh channel gain
coefficients of S-to-R, S-to-£, R-to-U and R-to-€ links
respectively. n1r, nig, Nog noy, represent mutually indepen-
dent, Additive White Gaussian Noise (AWGN) with V (07 02)
at R, £ in first and second phases and at U/ respectively. x1

is unit power signal from S and § = —————— is an
v/ Ps|hsr|?+02

amplification factor used at R. At the eavesdropper, the signal
received in two phases is combined using MRC.

ITI. INDIVIDUAL OUTAGE PROBABILITY ANALYSIS

In this section, defining the rate, closed-form expressions
for outage probability at the main user and eavesdropper are
derived.

1) Outage Analysis at the Intended User: As per the
transmission protocol, the amplified signal is transmitted to
the main user. Then, the achievable rate at ¢/ is given as [26]

1 VsrVru
Ry=—-log (14—l ) 3
“ 2 8 < Vsr + Yru + 1) ( )

h = Pelhar® —Prlhral® he sional : .
Where ¥sr=—ga s Yru=""ga are the signal to noise ratios

(SNRs) over S-to-R and R- tTS-L{ links, and are exponentially
distributed with means p; = da , respectively.
The ratio, A/'Li'y = %,m is the effective SNR at the U
under the AF relaying and its distribution is used to investigate
the outage probability. The outage occurs when the R at U
is less than a threshold rate r, and its probability is called
outage probability. The outage probability at the U, P\, is

out
Vsr’}/ru
PY4 —=Pr(=1 1+ —>rm ) <
ut r<2 Og2( +79r+7ru+1> _Tu>
—92ru
Pu—:2 Pr (1 + YsrVru < pu)
Ysr + Yru + 1
= Pr _ srru < pu—1
Ysr + Yru + 1

=y, (pu— 1), )
where I, is the cumulative distribution function (CDF) of
the random variable (RV) gy = % which is a ratio
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of product of RVs (y4,7v:ry,) and sum of RVs (ys, + 7). The
CDF of the RV 74, is given as

Eyn(7) =1 =27 ag/y(y + D) K1(2a2v/ (v + 1)),
where a; = p1 + p2 and ag = \/ppio.

2) Outage Analysis at the Eavesdropper: When it comes
to the transmission protocol, the £ gets the signal two times,
and then it uses MRC to merge the two versions of the signal.
The rate that can be achieved at £ is represented as

1 ’YST’YTC
Re=—-log|1+75e + ————— |, 5
£ 2 g( E vsr+%e+1) )
where Ve = Palhse” gffe‘z and v, = EelhreP \dh:e|2 are the SNRs over

the links S-to-& and R-to-&, and are exponentially distributed
with means A\ = d{, and \y = d(, respectively. Due to two
copies of the received signal at £: one from the R and another
(2) from the S, the effective SNR at the £ by employing the
MRC is given as W = ~, + % The outage occurs
at £ if the R¢ is less than a threshold rate r.. The outage

probability at the £, P, is given as
’YST‘FY’!'E

PE =Pr(-log (147 +—20C ) <oy
ot <2 g( T e+ 1) =

Pe=227‘€ YsrYre
= Pr et ————— ) <pe—1
((Fy ’YST +’Y7>e + 1) :0 )

=Pr(X+Z<p.—1)=Pr(W < p.— 1)
= Fw(pe — 1), (6)

where W = X + Z, X—'yécandZ—%
CDF Fy (w). The CDF of W is given as 4

:/w/

OO

fZ w— z)d;
:/OO

with its

(%) fz(2)d,

—biz blbz\/ Z+1 K1 21)2\/ ))
+02(22 4+ 1)Ko (2021/2(2 + 1))]](1 — e M@ =2))dz
—1— 2e—>\1w /OO e—(bl—)\l)z
z2=0
|:b1b2\/ z+1 Kl 2b2\/ Z+1))
FB2(22 + 1)Ko (2b2y/2(2 + 1))} dz, ()
vul/\z

¢ is given as

where by = 1 + Az and by =
Using the CDF of W, the P,

Pgt =1 —92e M(pe—1) /OO —(b1—X1)z

|:b1b2\/ Z+1 K1 2b2\/ Z—‘r—l))
FB2(22 + 1) Ko(2bay/2(2 + 1))}dz. ®)

In the next section, by defining the secrecy rate for the
considered AF relaying system where there is no direct link
to the intended user while having a direct link along with
the relay link to the eavesdropper, i.e., double tapping of an
eavesdropper, we provide the detailed SOP analysis.
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IV. SECRECY OUTAGE PROBABILITY ANALYSIS
A. Secrecy Rate Definition for Amplify-and-forward Relaying

The secrecy rate is the non-negative difference of the main
and eavesdropper channels’ rates, i.e. Ry = [Ry — Re|™.
Hence, the secrecy rate for AF relaying is given as

YorYru +
RAF — llogQ 1+ Ysrtyrutl
S srYre
2 L Yse + 508505
The secrecy rate equation in (9) is simplified by giving a

proposition as (9) is more complicated to study the analyze.
Proposition 1: The upper bound of the secrecy rate (9) is

€))

YorYru +
RAF — llog 1+ Ysr+yrutl
s 2 .
2 1+ Yse + Yre

Proof: For any positive values of 7s, and 7,.
_ Osrlre < Yer
Ysr + Yre +1
Ysrvre < (Vsr + Yre + 1)Vsr
0 < 7sr(vsr +1).
Similarly, it can be observed that
_ Jarre < Yre
Ysr + Yre +1
Ysrtre < (Vsr + Yre + 1)Yre
0 < Yre(Yre +1).

(10)

(1)

(12)

Ysr¥re

Hence, < min{7sr, Yre}. As the relay location is

Ysr+Yret1 X
assumed such that dg, < de, Vs > 7Vre- Hence, the maximum
Ysr¥re 3
value of TS s equal to V.. [ |

B. Secrecy Outage Probability

The secrecy outage occurs when the R;f‘F is less than a
threshold rate R;;, and the corresponding probability is called
secrecy outage probability (SOP). The SOP in AF relaying
system is given as:

PRI =Pr (R < Ru,)
1 1 + YsrYru
= PI‘ — 10 M < R
(2 g2<1+%6+%e th
P_22Rth YsrYru
= Pr| — " < p(Yse +Yre) + (p— 1
(’Vsr T e+ 1 p(Yse + Yre) + (0 ))
:PI‘(W1*W2 <p*1)
=Pr(W<p—-1)=Fy(p—-1)
e} wa+p—1
-/ [ [ <w1)fpwz<w2>dw1} dw,
J —o0 —00
o0
— [ fwawn) i, (w4~ 1)dun (1%
0
where W is the difference of two RVs W, = —st¥ru__ apd
Ysr+Yrutl

Wy = p(vse + Yre)- fw, is the PDF of Wy and Fyy,, Fyy are
the CDFs of Wy, W respectively. The PDF fyy, and the CDF
Fyy, are obtained by using transformation of RVs [27], [28] :

A1 A2

_Ade 14
[o](A1 — A2) (19

fw, = (efum/p) _

ef(xlwz/m) 7
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Fyy, = 1 —2e~ i) i o, (wy + 1)
K (2 g prows (wy + 1)) . (15)
Hence, by substituting (15) in (13), we obtain P;‘ég
PAF = / AT (ef@zwz/p) N ef@lwz/p))
0 [Pl(A1 = A2)
[1 — 9 (mtp2) (watp—1) 16

Viipz(ws + p — 1) (w2 + p)
Ky (2\/M1M2(’w2 +p—1)(ws + P)) }dwz-

C. Secrecy Intercept Probability

The secrecy intercept probability (SIP) is defined as the
probability at which the secrecy rate is less than zero. The
corresponding mathematical expression of the SIP is given as

1 1+ VsrY¥ru
P;?F Pr| = 10g2 Ysr+Yrutl < 0
P 2 1 + ’YSG + 77‘6

VsrVru
=Pr| ————< se T Vre )
(’737" + Y + 1 (7 7 )

o /\1/\2 Y
= ———(e7 "2 —¢
/0 (A1 —A2) (

[1 — 26*(/t1+#2)w2 ,U/Lung(U/z + 1)

Ky (2 1 prowa (we + 1)) ]dw2

A1 o e
ErEsw SRACEEEE
- 0
(e—(ﬂl+u2+/\2)w2 _ e—(#1+u2+/\1)w2)

—Alwg)

=1—-

K (2 i prows (we + 1)) dwy. (17)

Since the modified Bessel function contains complex pa-
rameters, the integration in (16) and (17) are intractable. The
next section presents the SOP and SIP for asymptotic regimes.

V. ASYMPTOTIC SECRECY ANALYSIS ANALYSIS
A. The Approximated Secrecy Outage Probability

By assuming that the end-to-end SNR of main channel is
very stronger than the effective SNR over the eavesdropper

channel, i.e., % >> (vse + Yre), the SOP is given as

PAF Pr l log ’Y’:?ﬁ’;:u < Rth
op 2 Yse + Yre
=2%Fen VsrVru
P . Pr (m < p(’}’se + 'Yre))

— Pr(Z1 — Zs < 0) = F(0)
2)\ )\ \/
—1- 22 ulm/ 20 K1 (22 2\/p1p2)

_ e*(li1+lb2+ pl )Zz)

(ef(u1+,u2+ 7 )z2 29. (18)

The closed form expression for P;‘})g in (18) can be obtained
as (19), where F' (., .; .;.) is the Gauss hypergeometric function
(Table of integrals series and products [29]). In (19), A; =

patpe As _ patpe A _
B 452, Ay = BB + 24 and B = /i,

DECEMBER 2022 « vOLUME XIV « NUMBER 4

Exact Outage Analysis for Non-regenerative Secure
Cooperation Against Double-tap Eavesdropping

B. Intercept probability for High SNR Regime

As the equation (17) involves the integration of a modified
Bessel function of the second kind with difficult functional
parameters, it is very difficult to obtain the closed-form
expression for it. To relax the intractability of integration in
(17), it is assumed that 7. + 7, >> 1. Hence, the secrecy
rate equation in (10) reduces to the following equation

1 Vsr¥ru
Ysr+Vru

+
{ 4 dere
RAF — | Zlog, | — et .
2 1+ Yse + vre

Now, the intercept probability is given as

1 1+ Vsr¥ru
Pal =Pr| Slog |~ ) <0
2 1 + Vse + Tre

= (% < (yse + 'Yre))
Fz(0)

=Pr(Z, — 2, <0) =
A1 A2/
—1- 22 u1,u2/ 20K (204/1pt2)

(M
(e—(%-‘rz\z)zz —e (%-‘w\l 2)

(20)

dzs. (21)

The closed form expression is same as that of (19), where
Ay =382 4 Ny Ay = #1312 4\ and B = |/l fi.

VI. NUMERICAL RESULTS

In this section, we validate the analytical expressions de-
rived in Section III, Section IV and Section V. Default
simulation parameters: Unless otherwise specified explicitly
in figures, we set the default parameters that follow, the
distance from source to the destination d = 100m, the total
power P, = 40dBm, the noise variance 02 = —90dBm and
the path loss exponent o = 3. The relay is located close to the
source node with coordinates (z,, yT) = (ldo, 100) and the
eavesdropper is located at (z.,ye) = (£, —2d) such that it is
far from the source compared to the relay node. We perform
108 channel realizations to show the simulation results.

A. Validation of the Outage and Intercept Probability Analysis

In Fig. 2 (a) and Fig. 2 (b), we validate the outage analysis
at the intended user and the eavesdropper respectively. Fig. 2
(a) shows the outage probability at the intended user derived
in (4) and Fig. 2 (b) shows the outage probability at the
intended user derived in (8), for different values of threshold
rates r, = r. = {0.1, 1, 2}. It is observed from Fig. 2 that
the outage probability improves with the reduction in threshold
rates since the random nature of fading channel does not allow
the channel to achieve significant rates.

Fig. 3 is plotted to show the validation of secrecy intercept
probability. The intercept probability variation is drawn by
changing the relay transmit power for different locations of
eavesdropper such as z. = g and y. = {{&, %e, 52}, Tt is
noted from the figure that the intercept probability increases
as the distance between the eavesdropper and the source
increase due to the leakage of information being more when
the eavesdropper is closer to the source.
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64)\1)\2}1,1/1,2 —3 35 A1 _3 35 Ag — B
PAFR — R WA+ B PR (3,555 —(A2+B) "F (3, ——— || - 19
so 3(A1 — A2) (A +B) 2’2" A+ B (42 + B) '22" A, + B (19)
100 e Ak o 1 T T
oF Xoar B A Simulation A
0 LY SN = 0.8 —Exact Pf,}{ A
R AR 2 T Aymptatic PAF
= %\ 2 s = (69, 6.1, 505 ’
—'é 1ot rem {01, 1, 2) 1Y A‘\\ a, Ley Ye) = 39), (9, 1), (9,U.
o S &
% 104 % ;\A\ % 0.4 1
5 v 4 A-A-A-A A A-A
o AN ©
0 : T >
. 10 10° . 10 8
Source to user distance d (m) Source to user distance d (m) (}18 y _A :: t :: jt
@ ® 0'22‘0 30 40 50 60
Fig. 2: The outage probability analysis with the variation of relay SNR (dB)
position.
Fig. 5: Validation of intercept probability
1
%‘?0.9 g In Fig. 5, the secrecy intercept probability is analyzed
= 08 with the variation of SNR for different locations of the
% ol ] eavesdropper. The figure shows the validation of the exact
=07} o 1 secrecy intercept probability in (17) and the approximated SIP
% 0.6 [—Analytical e = {15, @ 5} 1 in (19) obtained from (21). It is noted that the analytical and
2 1| o Simulation the simulations exactly match each other. It is observed that
s 05 the SIP is less as the eavesdropper is located farther from
*Qé o 1 the source compared to the user relay node. And also, the
- 102 = T asymptotic SIP is the same as the exact SIP at low SNRs.

Realy transmit power P, (dB)

Fig. 3: Intercept performance with the variation of relay power

B. Verification of the Asymptotic and the Exact SOP

1 . .

A Simulation
0.8 j—Exact Ps‘g o ]
P - Asymptotic Py, ]

7:25,(?/5) = {(5,3)7 (57 1)7 (5105)}

Secrey outage probability
(=]
-

0.2 .

20
SNR (dB)
Fig. 4: Validation of exact SOP and the approximated SOP.

In Fig. 4, the performance variation of SOP in the exact
and approximate regime of AF relaying has been analyzed
and also verified the analysis by performing simulations. In
the figure the exact SOP derived in (16) and the asymp-
totic SOP in (19) derived from (18) are shown by varying
the SNR for various locations of eavesdropper (z.,y.) =
{(5, 3),(5, 1),(5, 0.5)}d. In the figure, the eavesdropper
coordinated are normalized w.r.t. the distance between S and
U. Fig. 4, also, validates the secrecy outage performance of
the exact SOP in (16) and the approximated SOP in (19). It is
noted that the SOP decreases as the eavesdropper moves away
from the source. And also, it is verified that the exact and the
approximated SOPs are the same at low SNRs.
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C. Insights on Optimal Relay Location

B e iy
- (o) = (1L05)]
() = (1,10)|
% Optimal ;

— (@, %) = (1,0.1)
= = (ze;y) = (1,0.5)
e (2, ye) = (1,1.0)
% Optimal
05 0 o5 0 0:2 0.4 0.6 0.8 1
Relay vertical position y, Relay harizontal position ,

(a) (b)
Fig. 6: The SOP performance with the variation of R position.

We analyze the secrecy outage probability performance in
Fig. 6 and provide the optimal secrecy outage probability. Fig.
6(a) gives the performance the SOP in (16) with the variation
of horizontal relay position x, and Fig. 6(b) gives the SOP
with the variation of vertical relay position y, for various
locations of eavesdropper. It is observed that the optimal SOP
improved as the £ is away from the line of sight path from S
to U while the relay is closer to the S.

Fig.7 represents the optimal relay location to obtain the
optimal. It shows the SOP variation with the relay po-
sition for various locations of eavesdropper (ze,ye)
{(£,32.),(&, z.)}. It is observed that the optimal relay
placement is closer to the destination if the eavesdropper is
located at (£, 32) and it should be placed near the midpoint
of S and U/ when & is at (1%,4%) to get the best SOP
performance.
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v'oRelay vertical position Yes

o

o

o

0.5
SOP /
\0.9 5=
\o,s 07 =
06—y

SOP

. Relay vertical position y.

=)
I

1“%9\ N

Relay harlzonta position z,

=)
—_

0.5
Relay harizontal position z,

3 d 1
(@) xe:ﬁ,ye:ﬂ:e (b) Te = 15, Ye = 7Te

Fig. 7: The optimal relay position for better SOP

VII. CONCLUSION

Outage analysis and secrecy outage analysis have been
performed at the intended user as well as the eavesdropper
in an AF relay-assisted cooperative system. To gain more
analysis, an asymptotic scenario has been considered, and
closed-form expressions for SOP and SIP have been derived.
Numerical results validated the analytical formulation and
showed the performance variation with the variation of SNR.
Finally, key insights on relay location to obtain optimal SOP
are given, which leads to an optimization problem.
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