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Abstract—Software-defined networking (SDN) has revolu-
tionized the world of technology as networks have become more
flexible, dynamic and programmable. The ability to conduct
network slicing in 5G networks is one of the most crucial fea-
tures of SDN implementation. Although network programming
provides new security solutions of traditional networks, SDN
and network slicing also have security issues, an important one
being the weaknesses related to openflow channel between the
data plane and controller as the network can be attacked via the
openflow channel and exploit communications with the control
plane. Our work proposes a solution to provide adequate securi-
ty for openflow messages through using a hybrid key consisting
of classical and quantum key distribution protocols to provide
double security depending on the computational complexity and
physical properties of quantum. To achieve this goal, the hybrid
key used with transport layer security protocol to provide confi-
dentiality, integrity and quantum authentication to secure open-
flow channel. We experimentally based on the SDN-testbed and
network slicing to show the workflow of exchanging quantum
and classical keys between the control plane and data plane and
our results showed the effectiveness of the hybrid key to enhance
the security of the transport layer security protocol. Thereby
achieving adequate security for openflow channel against clas-
sical and quantum computer attacks.

Index Terms—hybrid key, openflow protocol, quantum key
distribution, software-defined networking, network slicing,
transport layer security.

1. INTRODUTION

S oftware-defined networking (SDN) is an emerging and
rapidly growing technology that separates the control plane
from the network devices in order to give more flexibility to
control the network, based on specific policies and security en-
forcements [1]. The advantages of SDN and virtualization have
inspired the creation of network slicing (NS) and contributed to
build the infrastructure of 5G networks [2].

NS came up to address the problem of growing network ser-
vices [3]. Previously, the prevailing concept in networks was
"one size fits all", but this concept does not apply to the fifth-
generation networks and beyond, the reason is due to different
network requirements of heterogeneous applications.
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Today, with network virtualization technology and
software-defined networks, and the ability to abstract
resources, the concept of network slicing is ready to create
programmable network slices isolated from each other and
release them to the real world.

The concept of network slicing is depicted in Figure 1,
which allows for the establishment of logical networks for
various types of services.
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Fig. 1. Network slicing concept.

Despite the flexibility of SDNss, it has properties that can be
considered as traps for network attackers such as the network
information's centralization in the controller [4]. As a result,
anyone can reach the servers hosting the control software, also,
centralization means the SDN architecture has a one point
of failure that makes the attackers direct their attacks to the
controller. For instance, a malicious application (or controller)
can be employed to reprogram the whole network to purposes
of data stealing from the data center.

The controller has been able to enhance the network
security by taking advantage of the global network view
feature by running security applications in the controller in
order to detect attacks and thus address them in addition to
helping to understand the nature of the network in various
threats, incidents and security vulnerabilities [5]. The
controller uses the information collected and analyzed to
enforce the appropriate security policies and thereby improve
data plane security. But the idea of the SDN that stems from
the decouple of control part from network devices has led to
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the need to add new components to the network, namely the
controller and communication channels between the planes,
which include many challenges that pose security problems
that deserve attention.

The Fig. 2 illustrates some critical security threats in
SDN. Some of them are popular in the present networks and
some other threats are more specific in SDN [6]. But the most
dangerous attack is the one which exploits any vulnerability to
access the controller and thus destroys the entire network.
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Fig. 2. Security threats in SDN architectures.

As shown in the figure, the threat 1, 2 and 5 are already
present in traditional networks. On the contrary, from the threats
3 and 4 are specific to SDN and that stem from decoupling
the controller from the network devices and making them
centralized. Third threat is seen as the most dangerous, because
the network process can be compromised. This type of threat is
specific to SDN networks. The attacks focus on control plane
communications (such as openflow channel) through which
denial of service attacks or data theft are generated.

The danger of this attack depends on the access to the
control plane, then it is able to collect enough power (in terms
of the number of SDN switches!' under its control) to launch
distributed denial-of-service (DDoS) attacks, in additional to
Man-in-the-Middle (MitM) attacks. This is due to a lack of
authentication between the controller and SDN switches that
makes it easier to create a virtual black hole network allowing
data to leak during normal production flows. In essence,
Transport Layer Security (TLS) protocol is necessary to protect
connections in the SDN. However, relying on TLS use alone
is not enough and as is well known in the security community,
the use of SSL / TLS does not guarantee a secure connection
especially with the advent of quantum computers [7][8], which
can perform calculations very quickly, and have significantly
affected classic security protocols.

The progress in quantum physics has led to thinking of
new ways to ensure security in communication [9]. Quantum
key distribution (QKD) is a suitable technology for securing
network communication channels, where a single or entangled
quantum state is transferred between two parties [10]. Each
of parties has two channels: the quantum channel for the
exchange of photons and the classic public channel to check
for eavesdropping [11]. If a third party makes measurement

'"Term SDN switch is example of data plane devices.
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of the transferred quantum, both of party will discover an
eavesdropper presence on the communication channel based
on the rules of the mechanics of quantum and the no-cloning
theorem [12]. Several researchers have presented work on
using quantum protocols to achieve key distribution instead
of using traditional cryptographic methods (e.g., RSA), where
Czermann, Marton et al. [13] demonstrated the successful
distribution of quantum keys using the BB84 protocol in
practice on a fiber-optic system.

This work explained how to use hybrid key [14] for key
exchange and thus secure openflow channel via quantum TLS
(QTLS) in SDN and NS. This paper is an extension of the work
in [15] but in this paper the methodology is proposed on the
NS environment. In particular, the hybrid key is considered
the best solution to achieve authentication between the two
parties based on quantum properties in addition to providing
a strong key to supply double security based on mathematical
complexity of classical method and physical properties of
quantum protocol.

This paper is organized as follows. Section II clarifies
related work and reveals its boundaries. Section III explains
the steps and workflow used for securing openflow channel.
The implementation, along with some of our test findings and
evaluations, are presented in Section IV. Section V discusses
security analysis, while this paper concludes in Section VI.

II. RELATED WORK

In this section, previous studies concerning openflow
security in SDN and NS were shown. In [16] authors proposed
a quantum key distribution (QKD) and encryption algorithm
one time pad (OTP) to encrypt openflow protocol messages,
which is named QKDFlow. This scheme is considered a
solution that aims to block the MitM attack and thus secure
openflow messages in SDN. While the researchers at [17]
suggested an identity-based cryptography protocol (IBC) to
secure software-defined networks connections, especially for
controller communications with network devices within the
data plane. Where they suggested that the role of private key
generator (PKGs) be transferred to the controller to create the
private keys for the network devices and thus reduce the load
of PKGs managing the controller.

The authors in [18] discussed security for openflow
communication protocol in SDNs by using the security
protocol TLS and discussing the security loopholes in TLS. As
a result, they proposed a change in TLS handshake protocol to
achieve authentication between the parties by adding messages
containing the random number, timestamp and hello message
ID to revalidation of client and server status before sending
finished messages. Therefore, based on this, the MitM attacker
is prevented because of the timestamp of the response since
the time taken by the attacker to decrypt a random number
would certainly exceed the timeframe of the client's response
to the server request. While, authors explain in [19] a method
for detecting DDoS attacks in the SDN depended on the
quantum parameters of QKD system, such as the secret key
rate (SKR) and quantum bit error rate (QBER). Where the
controller monitors the QBER, if the rate exceeds the
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threshold limit, the controller makes a decision to change the
path and thus mitigate DDoS.

The authors in [20] offered a solution for achieving effective
and secure service-oriented authentication for 5G IoT
applications, including network slicing and fog computing, to
assure anonymity, user credibility, and service data
confidentiality. Users are authenticated by utilizing access
credentials produced by the IoT server, which allow them to
access the IoT service. Otherwise, the attacker would be
unable to do so without a legitimate access credential. While
authors in [21] developed a hybrid strategy to protect
communications between 5G network slices in distinct public
cryptosystems, and two heterogeneous cipher schemes to
achieve reciprocal communications between the public key
infrastructure (PKI) and Certificate Less Public Key
Cryptography (CLC) environments.

The authors in [22] introduced a security solution to address
security problems related to data exchange in software-defined
networks. Where proposed that the TLS use of protocol
between the SDN nodes to provide adequate security for
communication channel. In addition to use an integrated
security module to enhance the security of communications
through the application of the access control list (ACL),
Strengthening of the TLS protocol configuration and
contribute to minimizing the impact of private key hijacking.

Authors in [23] propose a key-distribution scheme suitable

for the network slicing architecture when the slices are
accessed by third-party applications. The proposed scheme
consists of two technologies, the first is Shamir's secret
sharing to distribute and rebuild private key shares, and the
second technique is ElGamal cryptosystem to encrypt and
decrypt the separator keys.
The authors in [24] focused on exploring the concerns of a
distributed denial of service attack on a network slicing and
presented a model based on deep learning to create a robust
network slicing framework to proactively combat DDoS
attacks and eliminate overburdened connections before they
impact and invade 5G networks.

While the researchers in [15] presented a mechanism for
implementing a quantum hybrid protocol with the classic
protocol to achieve security for the openflow channel by
encrypting messages between the controller and network
devices in the software-defined networks.

III. PROPOSED METHODOLOGY FOR SECURING OPENFLOW
CHANNEL

The use of authentication and encryption is the most
important security measures to protect communications. So, in
the proposed methodology, the hybrid key [14] is used in the
TLS protocol to add new way of authentication based on
physical properties of quantum as well as improving
encryption process depending on the hybrid key produced by
two systems, the first one depends on the computational
complexity and the other depends on the quantum properties
of the QKD.

The main goal is to secure the communication between the
controller and network devices in SDN and NS, thus secure
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openflow messages. So, there are many messages between
controller and SDN switches before exchanging encrypted
openflow messages as shown in Figure 3.

Controller Switch
Request
Response Establish TCP Connection
Hello
Hello Negotiate the Parameters

Quantum Channel

l,, Key Exchange &

Key Parameters .
I Authentication

Key Parameters

Encrypted OpenFlow Messages

Fig. 3. Controller-switch channel.

In the first step, TCP connection was established, the
network device in data plane initiates a request to connect the
controller based on the IP and port of controller, and then it
responds to this request.

In the second step, session parameters were negotiated to
open a secure channel between controller and SDN switch (in
data plane) over TLS, Hello message contains the main
security parameters.

While in the third step, the key exchange begins between
the controller and SDN switch, which is used in the
encryption. This step begins by opening a quantum channel
and achieving the authentication based on the quantum
properties. Then the quantum and classical parameters are
exchanged to establish a hybrid key. These steps are known as
TLS handshake protocol.

Finally, the hybrid key is passed to the TLS Record
protocol to encrypt the communication channel between the
controller and SDN switch by using the AES-256 encryption
algorithm, thus confidentiality for openflow messages is
achieved.

In Figure 4 we summarized the operation of the proposed
methodology where a switch initiates a connection to the
controller. When the controller receives the connection
request, it checks whether the switch supports QKD protocol.
If not, the connection will be established by use standard TLS
protocol. Otherwise, controller will open the quantum channel
and exchange the parameters of the hybrid key. Then, the
controller checks if quantum bit error rate (QBER) is less than
the threshold (threshold limit of 0.5 has been used) then pass
otherwise the key exchange phase is repeated. After this the
hybrid key is generated and the quantum TLS handshake
protocol is completed, and communication based on openflow
between the controller and the switch begins via the QTLS
channel.
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Fig. 4. Operation of the proposed methodology

IV. IMPLEMENTATION RESULTS AND EVALUATION

A. SDN-Testbed

To do our work, the network environment is initialized
depended on the SDN testbed as explain in Figure 5.
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Fig. 5. Environment of SDN-testbed.
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In our work, raspberry pi board was converted to openflow
switch (SDN switch) to use in our SDN-testbed. We can
install and configuring the open vswitch to convert Raspberry
Pi as an openflow switch based on the following steps:

» The "ovs-vsctl" was used to create a bridge and add three
interfaces (ethO, ethl, eth2) to it through using the add-port
command.

» Interfaces were configured and they enable the links
connection with three Laptops via Ethernet interface through
by using USB-to-Ethernet adapters. One Laptop was used as a
ryu controller to manage the open vswitch remotely and two
laptops as hosts for test.

» The openflow protocol 1.3 was enabled on the bridge and
used the -O option to enable the openflow version in ovs-ofctl.

» Then, the bridge was connected to a remote controller by
using [P address and port number of SDN controller.

« Next, the fallback mode of OVS was set to secure mode.

Based on the previous steps, the raspberry pi was converted
to openflow switch in low cost [25]. While ryu controller was
used depending on Ubuntu 18.04 to configuration of the
openflow protocol to allow the controller to program the
openflow switch (raspberry pi).

B. Network Slicing Implementation

The scenario for implementing network slicing based on
SDN consists of several controllers and a single owner. SDN
proxy (Network Hypervisor) plays a key role in dividing the
network infrastructure into many virtual networks, and the
infrastructure owner is usually the person who controls the
SDN proxy [26].

Multiple virtual tenants can use this scenario to deploy their
SDN controllers on the network slices management
infrastructure and maintain isolation between them. Figure 6
shows the structure of the SDN proxy in the slicing
environment.

e ____Northhound API
4 v

[ SDN Controller ][ SDN Controller ][ SDN Controller ]

1 Southbound API
(OpenFlow)

[ Network Slice 1 ][ Network Slice 2 ][ n-Network Slice ]

ISouﬂJbound API (OpenFlow)

Infrastructure Network

Fig. 6. Architecture of network slicing based on SDN.

As indicated in Figure 7, one of the most important
hypervisors used to achieve this scenario is FlowVisor, which
works as an SDN proxy intercepting messages between the
data layer and the control layer [27].
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Fig. 7. Network slicing with SDN proxy.

FlowVisor is an infrastructure resource virtualization layer
that enables the creation of multiple network slices, and each
slice includes a dedicated SDN controller. With FlowVisor,
network slices are conceptually separated from each other, and
communication between the infrastructure and FlowVisor
takes place through the OpenFlow protocol, as well as
between FlowVisor and SDN controllers.

Therefore, securing the openflow channel is important in
NS, as it represents the communication channel between the
infrastructure layer and the virtualization layer, as well as
between the virtualization layer and the control layer.

C. Experimental Results

To explain the proposed hybrid solution, we have
implemented the hybrid keys to secure openflow channel,
through incorporating the hybrid security into TLS protocol.

Figure 8 shows the initial messages to exchange hybrid key
parameters, also TLS version that is used to openflow channel.

M et o x
¥
Fie

Lo
LI

Physical Port TLS version

Key parameters

Fig. 8. Initial messages for key agreement.

Our experimental results indicated that the time required to
implement the proposed QTLS protocol is acceptable to
establish a secure connection compared to the standard TLS
protocol. Figure 9 shows the time difference of
implementation the standard TLS protocol and proposed
QTLS.
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Fig. 9. Required time for implementing the standard TLS and QTLS
protocols.

The reason for the time difference is due to the increased
complexity within handshake in QTLS protocol, but this is at
the expense of increasing security and authentication for key
exchange between the two parties.

On the other hand, the randomness of the obtained hybrid
key was measured by depended on six randomized NIST tests.
The p-value was observed > 0.01, and thus the binary
sequence of hybrid key is more randomness, as explained in
Table 1.

TABLE
NIST (RANDOMNESS TESTS) RESULTS

Keyl Key 2 Key 3 Key 4 Key 5
Frequency Test 0.725 0.508 0.536 0.965 0.595
Block Frequency (n = 128) 0.764 0.952 0.684 0.986 0.724
Runs 0.382 0.165 0.257 0.809 0.732
Longest Block Run 0.253 0.265 0.745 0.498 0.530
Approximate Entropy 1 1 1 1 1
Cumulative Sums 0.895 0.698 0.778 0.972 0.856

While we calculated the key space of the hybrid key and the
results showed that the length of the key is large enough to
make it impossible for the brute-force attacks to search for all
possible keys using classic and quantitative computing. It has
been shown [7] that a brute-force key search on a quantum

2n/2

computing cannot be faster than about when compared

with about 2" in the classical computing. Therefore, the
hybrid key can be considered safe against quantum brute force
attack, as shown in Table 2 the quantum and classical security
levels for hybrid keys.

TABLEII
QUANTUM AND CLASSICAL SECURITY LEVELS FOR HYBRID KEYS
Keys Key Key Security Level (in bits)
Length Space Classical Computing | Quantum Computing
Key 1 512 012 512 256
Key 2 1024 |, 1024 1024 512
2
Key 3 2048 | 2048 12048 1024

D. Performance Evaluation and Comparison

As introduced in section IV.A, SDN-testbed was relied
upon to implement our work. So in this section we review the
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evaluation of network performance depending on throughput
using iperf tests.

Analytically, throughput can be defined as the rate of
maximum receiver bandwidth (Max BW) to round trip time
(RTT) between hosts, where host A sends the number of
packets to host B using the iperf tool.

Figure 10 show throughput according to different sizes of
the segment size (64, 128, 512, 1024, and 1400) bytes.
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Fig. 10. Throughput of data transfer in the secure SDN-testbed.

Additionally, the results of SDN-testbed was compared with
net-FPGA results after being converted to openflow switch
[28], as explained in Figure 11. The result concluded that the
result of our SDN-testbed is approximately similar to the
performance of openflow switch based on net-FPGA
hardware.

u Our SDN-testbed

¥ net-FPGA

Throughput (Mbps)
B EHE8E8ZE

64 128 256 512 1024 1400

Maximim Segment Size (Bytes}
Fig. 11. Throughput in our SDN-testbed and net-FPGA.

Most of the previous research stresses the increase in the
security of the openflow communication channel through the
use of the standard TLS protocol, but there are security gaps in
phase of exchanging the keys within TLS handshake protocol.
Also, the emergence of quantum computers and the use of
grover's and shor's algorithms have made it easy to break most
classic cryptography protocols [29], and thus classic solutions
have become inadequate for the purpose of securing
communications.

In our work, the focus was on using the quantum keys
distribution protocol with classical protocol to add a new layer
of security based on quantum laws to increase authentication
and security for openflow communication channel between the
controller and network devices. Our experimental results
showed that the hybrid key enhances the authentication and
security of key exchange between the two parties in the QTLS
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protocol compared to the classic methods used for key
exchange in the standard TLS protocol.

Our results were based on an analysis of the effect of
classical and quantum computers on hybrid keys. The results
showed that the hybrid key has the physical properties of the
quantum in addition to the mathematical complexities, which
make hybrid key difficult to break using the quantum or
classical computer.

V. SECURITY ANALYSIS

In our work, the hybrid key was used to achieve
authentication between the two parties at two levels in
addition to using it to encrypt the channel. First Level:
through the classical methods using exchange of certificates
between the two parties while the second level: physical
authentication through the quantum channel of QKD protocol
and exploiting of the physical properties of quantum [12].
Therefore, It can be said that this study has achieved more
secure authentication between the control plane and the data
plane in SDN as well as between the virtualization layer and
control layer in NS addition to secure the communication
channel between the data layer and the virtualization layer.
Therefore, it can be said that our proposal helps to avoid MitM
attacks and achieve authentication mechanism on the
openflow messages flowing through the channel.

On the other hand, in our work we provided a strong and
reliable key for encrypting the communication channel, thus
preventing data modification and providing a high level of
confidentiality to openflow messages. In this way, the
openflow communication channel was protected. As well,
TLS protocol has been used with the hybrid key for securing
communication and, as known, the TLS handshake protocol
uses the nonce value and timestamp to prevent replay attacks.

VI. CONCLUSION

In recent times, SDN has been developed significantly as a
result of high flexibility and programmability and SDN
technology had seen as one of the most promising enablers of
network development, which will play an essential role in the
design of 5G networks through network slicing technology.
Although it is promising in terms of cost reduction, it contains
some security vulnerabilities that need solutions to address
them.

In our work, we relied on enhancing the security of TLS
protocol by using a hybrid key based on the mathematical
complexities and the physical properties of the quantum. We
have achieved sufficient security of openflow communication
channel which is the basis of communication between layers
of SDN networks as well as in NS. This security came about
by fending off classical and quantum computer attacks by
adding a new quantum security layer to TLS, as well as
enhancing authentication between layers based on quantum
properties.

The current work is effective to reduce the risk of attacks
that threaten the security of the openflow communication
channel.
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