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1. Introduction

ABSTRACT

Nowadays, the use of information tools has become commonplace; we can not
imagine our world without their help. As in any sector, agriculture needs to use
these tools as the rapidly growing population food supplier. However, keep in
mind that IT (Information Technologies) assets are threatened by severe threats
and significant cybersecurity risks. Precision farming is based on IT, so the threat
level is high. The are several information theories about information security, and
there are researches in the field of agriculture informatics. The digitalization of
agriculture is essential, but it brings new problems to many farms. Such new
technologies like 10T devices (Internet of Things), blockchain seem to be useable
in agricultural processes, but the possible IT breach should be handled. The
agro-industry IT security is more vulnerable than ever before, but the benefits of
using the technology promise to outweigh the risks.

The agricultural sector plays a significant role throughout the world. The rapid development of
information and communication technologies is strongly influencing the structure and procedures
of modern agriculture. Today, the use of information tools has become commonplace, without their
application, we cannot imagine our world. As in any sector, the use of these tools has a key role in
agriculture. The problems caused by the rapidly growing population and global warming make it
increasingly difficult to produce the right quantity and quality of food (Karlov, 2017). However,
the spread of innovative technologies is hampered by a number of factors. In the European Union
countries, primary agricultural production is still dominated by small family farms, which may not
be able to afford modern systems (Jussi et al., 2020). Another major obstacle is a generational
change and educational attainment, as according to Eurostat data from 2016, more than 80% of
farm managers are over 45 years old and more than 50% are over 55 years old. The share of
managers under the age of 40 is only 19% (Eurostat, 2016).
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Figure 1. Age of farm managers (according to eurostat)

The aging of the farming population and the relatively low education level are major obstacles
to the spread of innovative technologies. In addition, research has shown that information barriers
also significantly hinder the diffusion of technologies, as farmers must first know that such a
solution exists, understand how to use it, and believe that its application can improve productivity.

The Earth’s population is estimated to grow to approximately 11 billion by 2100, which means
we will almost have to double the amount of food produced today by then.

Therefore, it is crucial that producers, processors, and farmers use high-tech tools/systems to
optimize production conditions, use resources efficiently, and reduce waste. The use of intelligent
farming technologies and precision technologies can be an excellent solution. Intelligent farming
technologies include data collection and processing to improve crop fields and food quality. For
example, a moisture sensor placed in the ground can be used to reduce the application of excess
water. Such technologies make it possible to create the right environmental conditions for plants in
greenhouses or even animals (Erdeiné, 2020).

2. Information technology in precision agriculture

Precision farming is a complex concept. In this case, it is a set of tools and methods that, based
on IT-technological developments, result in significantly different production technology solutions
than before. They can be applied to make farming more efficient and effective while taking
environmental and sustainability criteria into account (Angelita et al., 2020).

High-precision navigation and automatic machine steering are essential for precision farming.
Software is also a prerequisite for precision farming, as continuous data collection and processing
are required.

The continuous development of technology is bringing innovative solutions day by day. Thus, it
is more and more challenging for many to follow technical developments and create the conditions
for their application.

The determining element of the future of agriculture is the development of integrated systems,
the interconnection of the existing ones (Figure 2).
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Figure 2. Interconnected Systems

However, keep in mind that IT (Information Technologies) assets are threatened by serious
threats, but by significant cybersecurity risks. What about the definition of cybersecurity?
,Cybersecurity: The activity or process, ability or capability, or state whereby information and
communications systems and the information contained therein are protected from and/or defended
against damage, unauthorized use or modification, or exploitation.” Department of Homeland
Security: National Initiative for Cybersecurity Careers and Studies — Glossary

“The activity or process, ability or capability, or state whereby information and communications
systems and the information contained therein are protected from and/or defended against damage,
unauthorized use or modification, or exploitation.” (DHS, 2014).

"The state of being protected against the criminal or unauthorized use of electronic data, or the
measures taken to achieve this." (Oxford University Press, 2014).

2.1. Threats in precision agriculture

Systems connected to the World Wide Web can easily fall victim to “cybercriminals” who, on
the one hand, can recover the data they have acquired and, on the other hand, paralyze the entire
automated economy and cause any damage in this regard. Potential agricultural attacks can create
an unsafe and product-less farming environment. Attackers in closed systems (smart farm,
greenhouse, livestock farm) environmental conditions can be modified to destroy the plants and
animals there. Furthermore, if the control systems of an automatic tractor, combine, drone are
attacked, farmers will have unpredictable consequences, such as plant protection “accidents”, soil
poisoning, severe crop losses.
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Figure 3. Connections between different systems (Angelita et al., 2020)

Figure 3 shows the interaction between endpoints between different authorizations involved in
the system. Sensors and operation systems generate data, they get instructions through applications.
Gateways are used to flow one piece of this data from one network to another. In the cloud, end
users can access large amounts of data and information (Angelita et al., 2020). For example, from an
environmental point of view, with energy-economic information, or other relevant information, the
acquisition or manipulation of which could cause significant damage to the economy. Such attacks
are often called agroterrorism when an agriculture-dependent economy can easily disrupt. The
report, released by the U.S. Department of Homeland Security, has elaborated on various cyber
threat scenarios in precision agriculture and further emphasizes the need for research on this critical
topic. A sophisticated agroterrorist attack on a major exporting country has a healthier detrimental
effect on millions of consumers worldwide. Also, such attacks can undermine the confidence of
importing countries.

Main theories in information security

The Confidentiality, Integrity, Availability (CIA) model is a fundamental information security
element (Kim and Solomon, 2012). In the CIA model, confidentiality covers data privacy; only
authorized users can access the information. Integrity covers data validity and accuracy.

Availability covers the data or services being accessible. In a proper cybersecurity environment,
these three aspects of information security are guaranteed. Trendov et al. (2019) mention data
security regarding agricultural big data. West (2018) discusses that there are two types of precision
agriculture systems - those that have been hacked and those that will be.

In general, agricultural cybersecurity is an existing problem, especially for small and medium
farms, where the farms’ staff are not trained to be technology experts. Therefore, the digitalization
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of agriculture brings new problems to many farms that they cannot manage professionally
(Nikander et al., 2020).

The consequences of the attacks

According to the World Health Organization (WHO), more than 10 million people die each year
from food-related illnesses, and 600 million people get sick because food is contaminated with
bacteria, viruses, chemicals. On the basis of the risks, economies do not give up the opportunities
offered by IoT (Internet Of Things) systems, nor they have to give up, as they can gain a significant
competitive advantage by using them. For the reasons mentioned above, farms need to be aware of
such and similar threats and their prevention.

3. Transformation of agriculture

Botos et al. (2015) research focused on rural micro and small to medium enterprises about their
significant economic role. With their survey, they get an answer to how firms use the internet,
which are the relevant ICT for them, and what it depends on. They asked several SMEs from the
North Hungarian region, 106 SMEs were interviewed. The internet usage and the ICT relevance
were highly represented.

Agricultural businesses are beginning to recognize the importance of digitization. The
emergence of the information economy - information as a factor of production poses new
challenges (Debrenti et al., 2019).

For organizations to remain competitive in this digital era and beyond, IT must embrace digital
transformation and the requisite infrastructure needed to achieve it. Today, a wide range of
management support systems and tools are available for the company's efficient operation. The
prerequisite for the application of these systems is the appropriate digitization of enterprises and
their digital readiness (Debrenti, 2019).

Such a new technology like the blockchain seems to be useable in agricultural processes. This
technology provides so many features in food tracking (Fiizesi et al., 2020). Because of the data
safety and the possibility of a cybersecurity attack, it could be a potential risk in the future.

The explosive growth of [oT systems and Big Data further fuel the transformation of traditional
agriculture into digital, knowledge-based agriculture, where data collection, analysis,
communication, and data-based decision-making are taking place at a rapid pace (Shivappa et al.,
2018).

IoT devices help with data collection Sensors connected to tractors, trucks, fields, soil and
plants to collect real-time data that analysts have instant access to. For example, data collected by
intelligent climate monitoring systems can be used to map weather conditions and select the
appropriate plant based on this. By storing the data, it allows farmers to export trends and develop
appropriate growth strategies. When used in greenhouses, sensors can monitor temperature, soil
moisture, humidity, and other variables, and even adjust environmental variables to ensure optimal
plant growth. Furthermore, the sensors are able to measure the health, activity and nutrition of the
livestock, thus providing real-time data on the health status of all animals. GPS technology makes
it possible to track vehicles and animals' movements and can even give farmers a real-time view of
the location of their livestock. Their movements can be tracked and traced back from previous data
(Atac and Akleylek, 2019).

With such intelligent systems, vast amounts of data can be collected, analyzed, and used for
more informed decision-making. With the help of Big Data, we can gain insight into various
management operations and make real-time decisions. Besides, the sensors allow farmers to use
automated identification tags to obtain data about the entire life cycle of a given product, thus
helping to gather relevant information such as how the product is moved and stored throughout its
whole life cycle (Sjaak et al., 2017).

Figure 4 shows the size of the IoT device market for 2018 and 2023. The statistician predicts
that IoT devices' market value in global agriculture will reach nearly $ 30 billion by 2023.
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Figure 4. Global agricultural IoT market (according to Statista)

There are countries where the goal is the widespread adoption of data-based technology, while
robotics and artificial intelligence have already appeared in the leading markets in agriculture. The
importance of robotics is shown by the fact that the global market for robots used in agriculture is
projected to reach more than $ 20 billion by 2025 (Figure 5). These innovative tools mainly help
sowing, planting and irrigation, but they can also play a key role in animal husbandry, for example
thanks to milking robots.

Because of this, cybercriminals pay attention to the agricultural industry, many organizations
are uniquely vulnerable. After all, larger companies may have an effectively developed defense
system, but smaller companies and economies have limited resources, budgets are tight, and
cybersecurity is often not listed as disclosure of urgent spending.

Global market for agricultural robots from 2020 to 2025
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Figure 5. Global market for agricultural robots (according to Statista)
Conclusion

As the digital transformation sweeps through the agro-industry, many businesses are open to
cybercriminals as the pursuit of cybersecurity far underperforms precision systems' speed. Many
farmers and producers are unprepared for the threats to their systems, even they are often unaware
of them. Such different threats are different in phishing emails that are designed to look real but are
tricked into providing account information or downloading malware in the meantime. Malware has
a wide variety of variations and is evolving. Adware tries to bombard the browser with ads, while
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ransomware literally takes the computer system hostage to exclude the user from the system and
release it only after paying the crisis fee.

If a farmer has to choose between a catastrophic interruption of operations and a paycheck, the
paycheck is chosen, and criminals know that (Sontowski et al., 2020). Even larger companies have
to struggle with recruiting people with the right expertise who provide equal and effective
protection with their design. Small companies find it almost impossible to have the necessary
experts, affordable people. Large economies need to protect a lot of real estates and have many
opportunities to make mistakes. After all, every defense is only as strong as its weakest link.

In summary, the agro-industry is more vulnerable than ever before, but the benefits of using the
technology promise to outweigh the risks. We live in a digital world where organizations that do
not adopt the latest trends take the risk of lagging behind those companies that have already
incorporated them into their culture. Because of this, these economies gain a significant
competitive advantage.
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