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Abstract—The increasing prominence of quantum networks has 
necessitated the exploration of their vulnerabilities and the 
development of effective countermeasures. This paper investigates 
the potential threats faced by quantum networks, particularly 
focusing on the exploitation of quantum TCP-three-way 
handshake connections. To mitigate these attacks, a novel 
approach involving the implementation of a quantum firewall is 
proposed. The paper emphasizes that the security of quantum 
networks is primarily reliant on pre-established agreements for 
creating quantum entanglement among devices, which inherently 
limits external attacks. However, it highlights the adverse impact 
of quantum assaults on network availability due to the 
consumption of quantum bits required for establishing 
connections. By leveraging unique node identification and 
coherence time of quantum memory, the proposed quantum 
firewall effectively mitigates the effects of attacks while ensuring 
network availability. Through this security strategy, the paper 
demonstrates the robustness of the quantum firewall in 
safeguarding the integrity and operation of quantum networks 
against potential threats. 

Keywords— Quantum Internet, Quantum Repeater, Quantum 
Attack, Quantum Firewall 

I. INTRODUCTION  
he rapid evolution of quantum technology has led to the 
emergence of quantum networks as a vital component of 

modern communication systems [1]. As these networks become 
increasingly complex and critical, ensuring their security against 
potential threats has become of paramount importance. 
Consequently, recent research has dedicated significant 
attention to examining the security aspects of quantum 
networks, as evidenced by numerous articles in the field. 

Quantum networks offer new avenues for secure and 
efficient information transfer by leveraging the principles of 
quantum mechanics [2]. However, these networks also introduce 
unique challenges and vulnerabilities that must be thoroughly 
understood and effectively addressed. Researchers have directed 
their efforts toward investigating the security implications of 
quantum networks, exploring potential threats, and devising 
strategies to mitigate them. 

The exploration of security in quantum networks spans 
various dimensions, encompassing the protection of quantum 
communication protocols and the resilience of network 
infrastructure [3]. Researchers have developed novel techniques 
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and frameworks to ensure the confidentiality, integrity, and 
availability of quantum information transmitted over these 
networks, aiming to establish a robust foundation for their secure 
operation. 

In the context of this research, one notable paper [4] 
introduces a quantum intrusion detection system (QIDS) that 
combines conventional and quantum approaches to effectively 
protect systems against sophisticated attacks. The QIDS 
enhances accuracy, precision, and reduces false positives, with 
evaluations conducted using Distributed Denial of Service 
(DDoS) assaults generated by Mirai botnets. 

Despite advancements in quantum technology, the 
practicality of a quantum internet is limited due to the constraint 
of point-to-point qubit transmission. Overcoming this limitation 
necessitates the implementation of quantum routers. Notably, 
studies described in [5][6] present quantum router designs that 
leverage teleportation and protocols for managing entangled 
pairs, with validation performed using quantum simulators. 

Furthermore, [7] focuses on attacks targeting quantum 
repeaters, which are akin to traditional Internet routers, 
evaluating their vulnerabilities in terms of secrecy, integrity, and 
availability. The authors develop a framework for exploring 
network-wide vulnerabilities, emphasizing the role of classical 
computing and networking aspects in addressing the overall 
security concerns of quantum networks. 

In [8], classical network theory and graph theory are 
employed to address security and key management challenges 
in quantum networks. The proposed communication architecture 
prioritizes high security by reducing the number of intermediary 
nodes. Additionally, key management and data scheduling 
algorithms enhance data transmission efficiency. 

The paper outlined in [9] explores denial of service (DoS) 
attacks against actual quantum key distribution (QKD) 
equipment, where attackers deplete the QKD key reserves of the 
Key Management System (KMS). The authors propose safety 
measures to mitigate such attacks and underscore the 
significance of integrating QKD into standard 
telecommunications networks for ensuring communication 
security. They also emphasize the importance of treating QKD 
keys as valuable and scarce resources. 

This paper delves into the security aspects of quantum 
networks, specifically focusing on the vulnerabilities associated 
with quantum TCP-three-way handshake connections 
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and frameworks to ensure the confidentiality, integrity, and 
availability of quantum information transmitted over these 
networks, aiming to establish a robust foundation for their secure 
operation. 

In the context of this research, one notable paper [4] 
introduces a quantum intrusion detection system (QIDS) that 
combines conventional and quantum approaches to effectively 
protect systems against sophisticated attacks. The QIDS 
enhances accuracy, precision, and reduces false positives, with 
evaluations conducted using Distributed Denial of Service 
(DDoS) assaults generated by Mirai botnets. 

Despite advancements in quantum technology, the 
practicality of a quantum internet is limited due to the constraint 
of point-to-point qubit transmission. Overcoming this limitation 
necessitates the implementation of quantum routers. Notably, 
studies described in [5][6] present quantum router designs that 
leverage teleportation and protocols for managing entangled 
pairs, with validation performed using quantum simulators. 

Furthermore, [7] focuses on attacks targeting quantum 
repeaters, which are akin to traditional Internet routers, 
evaluating their vulnerabilities in terms of secrecy, integrity, and 
availability. The authors develop a framework for exploring 
network-wide vulnerabilities, emphasizing the role of classical 
computing and networking aspects in addressing the overall 
security concerns of quantum networks. 

In [8], classical network theory and graph theory are 
employed to address security and key management challenges 
in quantum networks. The proposed communication architecture 
prioritizes high security by reducing the number of intermediary 
nodes. Additionally, key management and data scheduling 
algorithms enhance data transmission efficiency. 

The paper outlined in [9] explores denial of service (DoS) 
attacks against actual quantum key distribution (QKD) 
equipment, where attackers deplete the QKD key reserves of the 
Key Management System (KMS). The authors propose safety 
measures to mitigate such attacks and underscore the 
significance of integrating QKD into standard 
telecommunications networks for ensuring communication 
security. They also emphasize the importance of treating QKD 
keys as valuable and scarce resources. 

This paper delves into the security aspects of quantum 
networks, specifically focusing on the vulnerabilities associated 
with quantum TCP-three-way handshake connections 
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and frameworks to ensure the confidentiality, integrity, and 
availability of quantum information transmitted over these 
networks, aiming to establish a robust foundation for their secure 
operation. 

In the context of this research, one notable paper [4] 
introduces a quantum intrusion detection system (QIDS) that 
combines conventional and quantum approaches to effectively 
protect systems against sophisticated attacks. The QIDS 
enhances accuracy, precision, and reduces false positives, with 
evaluations conducted using Distributed Denial of Service 
(DDoS) assaults generated by Mirai botnets. 

Despite advancements in quantum technology, the 
practicality of a quantum internet is limited due to the constraint 
of point-to-point qubit transmission. Overcoming this limitation 
necessitates the implementation of quantum routers. Notably, 
studies described in [5][6] present quantum router designs that 
leverage teleportation and protocols for managing entangled 
pairs, with validation performed using quantum simulators. 

Furthermore, [7] focuses on attacks targeting quantum 
repeaters, which are akin to traditional Internet routers, 
evaluating their vulnerabilities in terms of secrecy, integrity, and 
availability. The authors develop a framework for exploring 
network-wide vulnerabilities, emphasizing the role of classical 
computing and networking aspects in addressing the overall 
security concerns of quantum networks. 

In [8], classical network theory and graph theory are 
employed to address security and key management challenges 
in quantum networks. The proposed communication architecture 
prioritizes high security by reducing the number of intermediary 
nodes. Additionally, key management and data scheduling 
algorithms enhance data transmission efficiency. 

The paper outlined in [9] explores denial of service (DoS) 
attacks against actual quantum key distribution (QKD) 
equipment, where attackers deplete the QKD key reserves of the 
Key Management System (KMS). The authors propose safety 
measures to mitigate such attacks and underscore the 
significance of integrating QKD into standard 
telecommunications networks for ensuring communication 
security. They also emphasize the importance of treating QKD 
keys as valuable and scarce resources. 

This paper delves into the security aspects of quantum 
networks, specifically focusing on the vulnerabilities associated 
with quantum TCP-three-way handshake connections 
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[10][11][12]. It also elucidates a strategy for attacking quantum 
networks, shedding light on potential risks associated with the 
utilization of quantum communication protocols. The disruption 
caused by attackers exploiting quantum TCP-three-way 
handshake connections raises significant concerns. In response 
to this identified weakness, our research proposes and 
implements a novel solution: a quantum firewall. 

Thus, the primary objectives of this paper are twofold: first, 
to uncover weaknesses in quantum networks that can be 
exploited through organized assaults, and second, to establish a 
quantum firewall as a proactive defense mechanism against such 
threats. Our findings highlight the importance of establishing 
quantum entanglement between devices and emphasize the vital 
role of pre-established agreements in safeguarding against 
external attacks [13]. 

By addressing these objectives, our paper contributes to the 
overall understanding and enhancement of quantum network 
security. We aim to uncover vulnerabilities, propose effective 
countermeasures, and provide insights for the development of 
secure and resilient quantum networks in an increasingly 
interconnected world. 

II. THE PRELIMINARIES 

A. The Quantum Network 
Quantum networks represent an innovation in information 

processing and communication, utilizing quantum mechanics 
principles to provide capabilities previously unavailable to 
conventional networks [14]. Before delving into the details of 
this research and innovating a quantum firewall, it is significant 
to understand some essential concepts in the field of quantum 
networks which include the following: 

a) Quantum bits, or qubits, differ considerably from classical 
bits, the qubits exist in multiple states at the same time due to the 
property of quantum superposition [15]. This characteristic 
significantly improves quantum networks' information 
processing capability. 

Quantum entanglement is the basic idea behind quantum 
networks. Which is phenomenon shows the existence of a 
unique relationship between quantum particles. This principle 
was proposed by the scientist Einstein, who pointed out the 
existence of a shared state of two particles. Where the two 
particles are affected together, even if the action occurs on only 
one of the them. In addition, this type of quantum correlation 
holds regardless of the distance between the particles [1][13]. 
Moreover because of  this quantum interconnection, measuring 
the state of one  particle make it possible to obtain the state of 
the other also. Thus, leads to breaking the entangled system. 
Therefore, quantum entanglement has become a major resource 
for secure quantum communication [14]. 

Although the quantum internet depends on the entanglement 
swapping of entangled pairs of qubits (experiments showed that 
there are four pairs of entangled qubits, and each pair has two 
qubits called Bell states that can be represented in equations 1, 
2, 3 and 4). The pairs resulting from entanglement swapping 
cannot be in independent states. In other words, the pairs 
resulting from this process are in an entangled state. In addition, 
the state of one pair cannot be separated into two independent 
states. Moreover, it depends on the measurement result. This is 
due to quantum mechanics, which is subject to the principle of 

probability. However, the state of each entangled pair is known 
after the completion of the quantum swap. At last, the behavior 
of quantum networks is affected by this concept, which is 
essential to several aspects such as the Quantum Key 
Distribution (QKD) and repeaters [16][17]. 
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c) Quantum information is sensitive as well as vulnerable to 
decoherence [18]. Quantum memories (QM), also known as 
quantum optical memories, are essential components for storing 
and retrieving quantum states. They are considered the main 
component responsible for storing a large amount of quantum 
information in quantum bits of both entangled and non-
entangled types, which represent the core of communication in 
the quantum internet. Furthermore, the lifetime of quantum 
memories is very short as it depends on the coherence time, 
which represents the amount of time a quantum system 
maintains its precise superposition and is crucial for quantum 
networks to function properly [19], as well as the quantum 
measuring device such as Bell State Measurement (BSM), and 
entanglement generator are considered components of quantum 
memories. Quantum memories have different types, the most 
famous of which are nitrogen vacuum centers (NV) QM and 
trapped ionic QM. 

d) Quantum nodes represent the heart of the quantum 
internet. Where, long-range communications between the sender 
and the receiver are carried out through these nodes. This is done 
by the entanglement swapping between the quantum memories 
present in these nodes. Although quantum nodes  are subject to 
quantum laws quantum laws in the process of transferring 
information, they use the classical internet to exchange control 
messages between the nodes of the quantum network [12]. In 
addition, these quantum nodes communicate with each other 
through quantum and classical channels, like optical fibers or 
free space[1]. 

e) Quantum Key Distribution (QKD) referred to the methods 
employ by quantum network for secure communication. QKD 
uses quantum features to allow two parties to create a secret key 
that is secure against attacks like eavesdropping [20] [21]. 

f) Quantum teleportation a property distinguishing quantum 
networks that enables the transport of quantum information from 
one point to another without any physical movement of particles 
[22]. This mechanism influences the scalability and long-
distance communication capacities of quantum networks [23]. 

All of these concepts establish a structure for understanding 
the details and constraints of using quantum physics to 
effectively and securely communicate information. 

B. Quantum Transmission Control Protocol (QTCP) 
QTCP is the quantum version of TCP, allowing nodes in 

quantum networks to communicate in a reliable and orderly 
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manner by using quantum three-way handshake process as 
shown Fig.1 [12].  QTCP uses qubits, allowing several states to 
exist at the same time by leveraging quantum superposition 
principles. This distinguishing feature enables more efficient 
and complicated transfer of data between quantum nodes, hence 
improving the overall performance of quantum communication 
systems.  

Furthermore, QTCP uses quantum entanglement to build 
reliable links between nodes, using the inherent correlations 
between entangled particles to enable instantaneous and secure 
data transfer. Despite this, QTCP poses new security issues, such 
as the vulnerability to eavesdropping and the possibility of 
quantum state modification during transmission [12]. 

Additionally, to address these weaknesses and preserve the 
integrity and secrecy of quantum communication, some security 
solutions including are employed like intrusion prevention, 
detection systems and firewall. From point of the quantum view 
the firewall uses quantum mechanics concepts to create strong 
defensive mechanisms against possible attacks on Quantum 
TCP connections, hence protecting the integrity and security of 
quantum networks.  

Understanding the complexities of Quantum TCP is critical 
for understanding the unique difficulties and solutions in 
quantum network security, emphasizing the need for more 
research and development in this quickly expanding sector. 

 

 
Fig. 1. The Three-way Handshek Process of QTCP [10] 

C.  Distributed Denial of Service (DDoS) attacks  
In traditional networks, overloading a target with a flood of 

traffic from several sources is known as DDoS, which leaves 
services unreachable [19]. On the other hand, the introduction of 
Quantum DDoS in the quantum computing age has created a 
new danger scenario. Quantum DDoS takes advantage of 
quantum mechanics principles to impair the availability and 
operation of quantum networks, bringing the classic DDoS idea 
into the quantum domain. The new attack presents distinct 
obstacles that require detailed knowledge to design effective 
responses. 

Quantum networks, although providing unparalleled 
benefits, can pose new vulnerabilities. These weaknesses are 
exploited by quantum DDoS attacks, which target the quantum 
channels and memory that contain the fundamental units of 

quantum information (qubits) as well as required for 
communication between quantum nodes, where the qubits and 
channels are attractive targets for attackers looking to disrupt 
network functioning. 

Additionally, these attacks impair the coherence required to 
create and suffer quantum connections inside the network. Each 
attacking node adds to the decline of quantum channels, causing 
a cascade effect that compromises the overall availability and 
dependability of the quantum network. 

Furthermore, unlike conventional networks, where external 
sources might launch DDoS attacks, quantum networks rely on 
previous agreements to achieve quantum entanglement between 
devices. Thus, Quantum DDoS attacks cannot come from 
external sources. 

D. Firewall Concept 
Before getting into the details of the proposed Quantum 

Firewall concept, it's important to have an understanding of the 
general idea of a firewall within the area of cyber security in 
traditional computing. A firewall is a key network security 
hardware or software that monitors, filters, and controls 
incoming and outgoing network traffic based on established 
security rules. It serves as a firewall between a trusted internal 
network and untrustworthy external networks, such as the 
Internet, thereby limiting unwanted access and possible cyber 
risks [24]. 

Firewalls are classified into various varieties, each with its 
own set of features and processes for detection and managing 
network traffic [23]. Packet-filtering firewalls, for example, 
Proxy firewalls, and another form, stateful inspection firewalls, 
also known as dynamic packet filtering, each of which is used 
depending on the security requirements of the network in which 
it is used. where the security policies that implement by each 
type of firewall specify how they should handle various forms 
of network traffic, enforce access controls and prevent unwanted 
activity. Furthermore, modern firewalls frequently include 
intrusion prevention and detection technologies to help identify 
and respond to possible security threats [24]. 

Understanding the fundamental ideas of firewalls in classical 
computing gives an ideal starting point for investigating novel 
methods of network security, including its use in protecting 
networks in emerging quantum computing such as the quantum 
firewall illustrated in Fig 2. 

 
Fig. 2. The Quantum Firewall Concept 
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III. PROPOSED MECHANISM 
The flow work of proposed mechanism outlines a 

comprehensive system designed to enhance efficiency and 
security as shown in Fig.3 

 
Fig. 3. The Flow Work of the Proposed System 

A. Step1: Quantum Network Generation 
The Python programming language v3.9, PyCharm 

Community 2021.3 environment, and a Mac operating system 
with the Apple M1 processor and 8GB of memory were used to 
construct the quantum network. The proposed quantum network 
comprises multiple nodes, each equipped with a quantum 
memory that has a limited capacity for storing quantum bits. The 
following factors were considered: 

• The Q-network is composed of N nodes, Where the 
attack-nodes n are chosen according to the equation 5 

 
𝑛𝑛 = 𝑟𝑟𝑟𝑟𝑟𝑟𝑛𝑛𝑟𝑟	("

#
	𝑁𝑁) (5) 

• The quantum memory has maximum capacity 
(Max_Cap) ranges from 3 to 9 qubits. 

• The nodes are interconnected in a mesh network 
architecture. 

• It is not possible for the quantum channels/links to share 
a single qubit. A visual representation of the network can 
be seen in Fig. 4. 

• Each node has unique id as (1,2,3 .....n) 

 

Fig. 4. The Proposed Netwok Architecture 

B. Step2: Quantum Attack Simulation 
The QTCP protocol's three-way handshake process is 

vulnerable to a quantum attack that exploits this weakness. The 
attack involves using EPR to establish Quantum SYN Flooding, 
as described in the following: 

• Each fake node first calculates the number of 
connections with each neighbor, i.e., check the 
unbounded channels UC. 

• The fake node then prepares a number of local entangled 
states EPRs in order to begin the quantum three-way 
handshake process (Connection establishment) 
according to equation 6 

                    𝐸𝐸𝐸𝐸𝐸𝐸$ = 𝑈𝑈𝑈𝑈 ∗ 𝑀𝑀𝑀𝑀𝑀𝑀_𝑈𝑈𝑀𝑀𝐶𝐶                    (6) 

Moreover, the prepared states are formed as in equation 
7 : 

                    |𝜓𝜓%⟩&'('	, |𝜓𝜓
)⟩&'('	, |𝜑𝜑

%⟩&'('	, |𝜑𝜑
)⟩&'('       (7) 

Where the state is represented in two digits that are the 
node IDs 𝐴𝐴	𝑀𝑀𝑛𝑛𝑟𝑟	𝐵𝐵  and 𝑖𝑖 is an integer from 0 onwards. 

•  At this stage, the deceptive nodes send qTCP packets 
(quantum synchronization -qSYN- request) to all nearby 
nodes via all available channels, in order to occupy the 
entire channel. Additionally, consists of the sending 
node's identifier and the second qubit of the entangled 
bits generated, which represents a qubit stored in the 
quantum memory of the neighboring node. Nonetheless, 
the entanglement process remains unfinished as the 
deceptive node does not complete the three-way 
handshake process, resulting in half-open 
communications. the qSYN request is shown in Fig. 5. 

 
              Fig. 5. The Quantum Synchronization Request Packet 

• After the coherence time expires, the deceptive nodes 
resend the qSYN packet again (making qSYN flood 
attack) as it illustrated in Fig. 6, and it remains in this 
state repeatedly, consuming the quantum memory of 
neighboring nodes in addition to the channels between 
each pair of nodes. 

 
Fig. 6. The Quantum Synchronization Flooding 

The flowchart of the quantum-TCP attack is displayed in 
Fig. 7. 
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Fig. 8. The Quantum-Firewall Flowchart

Fig. 9. Establishing Quantum Links Between the Quantum Nodes

Fig. 7. The Quantum-TCP attack Flowchart

C. Step3: Quantum Firewall Modeling
The quantum firewall is software that runs on all quantum  

nodes in the network to protect them from quantum 
communications that may threaten the security and availability 
of the network. The proposed firewall works as follows:

• We assume that the firewall contains a database (DB) 
in which the received quantum packet information is 
recorded.

• The firewall records the time the quantum packet reaches 
the recipient.

• After that, it extracts the identifier from the quantum 
packet by performing the quantum measurement process, 
without sending back the measurement result during 
which the formation of the quantum link is completed.

• The extracted ID is compared with the IDs stored in 
the database. If there are no records for this packet, the 
firewall allows the quantum communication process 
to complete by performing the measurement process. 
However, if the number of requests (RC) is more than 
the threshold specified after the coherence time expires 
for the quantum memories (determined by comparing the 
information extracted from the quantum packet and the 
records belonging to the firewall), then the firewall blocks 
this node and all incoming requests as the flowchart in 
Fig. 8 illustrates.

IV.   Result and Discussion

A. The First Case: All Nodes are Normal
In this case, all quantum nodes are functioning normally and 

in accordance with the settings prepared for the quantum devices. 
Every two neighboring nodes can perform quantum entanglement 
between their respective quantum memories, forming a quantum 
link between them based on the probability of generating quantum 
bits in each node as shown in Fig. 9. The entanglement process is 
completed through a quantum three-way handshake among the 
generated qubits with the highest probability.

B.  The Second Case: There is an Attack on the Network in 
The Absence of a Firewall

The network in this case comprises of 10 quantum nodes, out 
of which three have been designated as deceptive nodes while 
the others are normal nodes. These three nodes are identified 
as 1, 5, and 7, and each node is connected to its neighboring 
nodes. Table 1 presents the results of the attack on the network, 
including the number of connections of each node and the 
number of pairs of entangled quantum bits (EPR) that are 
prepared at each attacking node. It has been observed that the 
number of these pairs is equal to or greater than the normal limit 
for each normal node.
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TABLE II
The encoding of The PrePared enTangled BiTs Pairs

TABLE III
The QuanTum aTTack Behavior

Additionally, Table 2 illustrates the encoding of the pairs of 
quantum bits (Entangled bits) that are prepared at each attacking 
node with the intention of sending one individual from each pair 
to the neighboring nodes to which it is connected.

For ease of work, the entanglement pair between two nodes 
was encoded with a symbol containing the node number and 
the qubit number. For example, there are 3 qubits generated 
between node 7 and node 3, and therefore the encoding of these 
qubits was as follows: |7030>, |7131>, |7232>. Where 7, and 3 
represent the number of the two nodes, while 0, 1, 2 represent 
three different qubits, and so on for the rest of the symbols.

Moreover, Table 3 reflects the behavior of the quantum 
attack, listing the details of the connection establishment 
request packets when the scenario is run for five minutes. 
This table shows the stability of the packet type, represented 
by "q-SYN". Additionally, during each second, each deceptive 
node sends packets containing its identifier and one member of 
the pairs of the prepared entangled bits for all connected nodes 
simultaneously.

However, when the coherence time ends, the deceptive 
nodes continue to resend packets in the same way. This action 
occupies the communication channels of all connected nodes 
and consumes quantum memories by keeping the entanglement 
process incomplete. This incomplete half-quantum 
communication disrupts the measurement process and prevents 
then normal nodes from using quantum channels or memories 
for other quantum communications, ultimately causing network 
disruption.

Furthermore, Fig. 10 provides a clearer explanation of the 
requests that are transmitted from every malicious node to the 
nodes that are adjacent to it.

C. Third case: There is an attack on the network and the 
firewall has been activated.

The presence of the firewall in this case mitigates the impact 
of the DDoS attack, as it examines the received quantum 
packets (qTCP) and takes countermeasures against the attack. 
The results of activating the quantum firewall on quantum 
devices are shown in Table 4. It is clear from this table that 
the rules applied to the packets allow the quantum packets 
to be received and passed to the node to conduct quantum 
communication between the nodes only twice (as a threshold). 
Accordingly, the quantum firewall prevents nodes from 
receiving any packets belonging to a specific node when these 

Deceptive  
Nodes

Connections EPRs

1 3 9 
5 3 9 
7 2 6

First coherent time
Deceptive 

Nodes 1 5 7

(q-SYN,|00>,1) (q-SYN,|40>,5) (q-SYN,|30>,7)
(q-SYN,|01>,1) (q-SYN,|41>,5) (q-SYN,|31>,7)
(q-SYN,|02>,1) (q-SYN,|42>,5) (q-SYN,|32>,7)

Request 
Packets

(q-SYN,|20>,1) (q-SYN,|60>,5) (q-SYN,|90>,7)
(q-SYN,|21>,1) (q-SYN,|61>,5) (q-SYN,|91>,7)
(q-SYN,|22>,1) (q-SYN,|62>,5) (q-SYN,|92>,7)
(q-SYN,|40>,1) (q-SYN,|90>,5)
(q-SYN,|41>,1) (q-SYN,|91>,5)
(q-SYN,|42>,1) (q-SYN,|92>,5)

Second coherent time
Deceptive 

Nodes 1 5 7

Request 
Packets

(q-SYN,|00>,1) (q-SYN,|40>,5) (q-SYN,|30>,7)
(q-SYN,|01>,1) (q-SYN,|41>,5) (q-SYN,|31>,7)

Deceptive 
Nodes

Neighboring Nodes EPRs Encoding

0 |1000>, |1101>, |1202> 

1 2 |1320>, |1421>, |1522> 

4 |1640>, |1741>, |1842>

4 |5040>, |5141>, |5242>

5 6 |5360>, |5461>, |5562>

9 |5690>, |5791>, |5892>

7
3 |7030>, |7131>, |7232>

9 |7390>, |7491>, |7592>

Fig. 10. q-SYN Requests Sent from Malicious Node to Its Neighboring 
Nodes

TABLE I
The counT of connecTions and ePrs generaTed By deceiTful nodes

(q-SYN,|02>,1) (q-SYN,|42>,5) (q-SYN,|32>,7)
(q-SYN,|20>,1) (q-SYN,|60>,5) (q-SYN,|90>,7)
(q-SYN,|21>,1) (q-SYN,|61>,5) (q-SYN,|91>,7)
(q-SYN,|22>,1) (q-SYN,|62>,5) (q-SYN,|92>,7)
(q-SYN,|40>,1) (q-SYN,|90>,5)
(q-SYN,|41>,1) (q-SYN,|91>,5)
(q-SYN,|42>,1) (q-SYN,|92>,5)

...
Last coherent time

Deceptive 
Nodes 1 5 7

(q-SYN,|00>,1) (q-SYN,|40>,5) (q-SYN,|30>,7)
(q-SYN,|01>,1) (q-SYN,|41>,5) (q-SYN,|31>,7)
(q-SYN,|02>,1) (q-SYN,|42>,5) (q-SYN,|32>,7)

Request 
Packets

(q-SYN,|20>,1) (q-SYN,|60>,5) (q-SYN,|90>,7)
(q-SYN,|21>,1) (q-SYN,|61>,5) (q-SYN,|91>,7)
(q-SYN,|22>,1) (q-SYN,|62>,5) (q-SYN,|92>,7)
(q-SYN,|40>,1) (q-SYN,|90>,5)
(q-SYN,|41>,1) (q-SYN,|91>,5)
(q-SYN,|42>,1) (q-SYN,|92>,5)
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TABLE IV
The QuanTum firewall Behavior

Deceptive 
Nodes 1 5 7

Adjacent 
Nodes 0 4 3

Request 
Packets

(q-SYN,|00>,1) (q-SYN,|40>,5) (q-SYN,|30>,7)
(q-SYN,|01>,1) (q-SYN,|41>,5) (q-SYN,|31>,7)
(q-SYN,|02>,1) (q-SYN,|42>,5) (q-SYN,|32>,7)

Coherent 
Time 1 2 More than 2

Count 
Action Allow Allow Deny

requests are repeated twice or more than that immediately after 
the coherence time expires. That is, when the coherence time 
ends and deceptive nodes re-send the same packets every time, 
the firewall in this case will prevent receiving any packets 
coming from these deceptive nodes.

Finally, the firewall effectively decreased the number of 
requests being sent to the quantum nodes, resulting in maintain 
the availability of the quantum network.

V . CONCLUSION

This work has clarified two aspects of the quantum network. 
Firstly, it showed a method of attacking the network by 
employing the quantum TCP-three-way handshake connections. 
The other aspect was to defend against this attack or mitigate 
it by proposing and implementing a quantum firewall. From 
this work, we can conclude that according to quantum laws, the 
attack cannot be from outside the network due to the agreements 
prepared in advance in order to create quantum entanglement 
between quantum devices. Additionally, we can say that the 
quantum attack has an impact on the availability of the network, 
as each node performs an attack, it affects the quantum channels 
and memories in every node connected to it. This consumption of 
quantum bits prepared to create quantum links with other nodes 
causes the network to stop working as this action continues on 
all devices in the network.

Finally, when implementing a security method, it can be 
concluded that it can mitigate the impact of the attack and 
maintain availability. The firewall mainly depends on the ID 
of each quantum node as well as the coherence time of the 
quantum memories.
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