I. CHALLENGES OF TECHNOLOGICAL
DEVELOPMENT FOR THE LEGAL
DEVELOPMENT
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Hate speech and new technologies raise questions for legal regulation. To
answer these questions correctly it is necessary to understand the social and
technological context, in which these activities take place, and to describe the
social expectations of regulation and the difficulties faced by the legislator in
preventing or making it more difficult to apply the law in these specific social
contexts. It is important to map the way in which technology is embedded in
society and the economy in order to plan for the effects of regulation and to
identify the often-inextricable threads of interdependence.

Humanity has undergone rapid biological and social evolution for the age
of the Earth and, as the literature suggests, has gone from being an insignifi-
cant animal to the master of the planet over the millennia. Today, we are the
only species to dominate the Earth, but during this evolution we have caused
irreparable damage to the ecosystem, the effects of which we are already feel-
ing, but the future effects of which we can only imagine.! Can we make use
of the knowledge and opportunities that our social and economic development
has given us? Will the pursuit of ever greater prosperity, technological progress
and economic growth ensure a meaningful and fulfilling life for humanity.
Will scientific progress offer us solutions for the future, providing answers to
the problems that urgently need to be addressed. We are witnessing very rapid
technological progress, the pace of which is only set to accelerate in the future.
Humanity has entered a new age, the fourth age, according to the literature.
The most important areas of the fourth industrial revolution are cyber-phys-
ical systems, the Internet of Things and cloud computing, data science and
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communication technologies.? The authors point out that in some eras of
humanity, change has been triggered by technological advances. This develop-
ment extends to all levels of life. The effects of artificial intelligence and robotics
are less felt today, but the impact of network science, the internet and computing
on social and economic development is clear.? The way people communicate,
and transfer data has undergone a sea change.*

Innovation and technological progress have been an important condition
for social and economic development. Economic growth is influenced by many
factors, and four main drivers have been identified in the economic literature:
human resources, natural resources, capital and technology. The four elements
are important, but economic history shows that technological progress has
resulted in large part from rising output, productivity and living standards.®
The technological aspect of economic growth is highlighted by the growth of
the information economy. The literature suggests that this may be a function
of two factors, automation and the use of managed information, the explosive
development of databases and communication networks.®

However, technological progress requires more than just science; it also
requires the active role of the state and the economy in providing the resources
for technological progress and in applying technological advances.” The
importance of this is that, according to economic experts, only technological
progress can ensure a steadily rising standard of living and economic growth.®
It will therefore become essential in the future to understand its economic and
social importance. This is particularly important given that technology has
two important characteristics: it is a non-competitive good and it is not exclud-
able. Technology can be used by several people in parallel, in simultaneous
activities, it is usually not in physical form, it can be used infinitely many times
and is therefore not a competing good. On the other hand, the lack of exclud-
ability is an important feature, as the limited possibilities associated with it
may reduce the gains from the technology, as it is difficult to exclude unau-
thorised users from exploiting the technology. Thus, the role of the state in
relation to technological development in general is enhanced. The state inter-
venes in the market through financial and private regulation to promote R&D.
It promotes technological development through direct and indirect subsidies
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(tax preferences) and addresses the problem of foreclosure by protecting intel-
lectual property, i.e. by creating the possibility that only the inventor owns
the technological innovation. These instruments facilitate R&D activities by
ensuring that the development pays off and generates profits. Without all these
incentives, technological progress would be slowed down and jeopardised.’ At
the same time, modern digital infrastructure is not owned by the state but by
private companies, i.e. social media platforms, the framework for the digital
public sphere.??

However, the extent to which a society can adapt to new technology is
also important. If this is successful, technology will be an important factor
in economic and social transformation. But the benefits are significant if this
adoption happens quickly. However, a key prerequisite for this is legislation,
human resources, adequate funding and close cooperation between different
sectors.!

Technology therefore has an impact on the economy, but also on society,
and these also have an impact on technological development. Social and tech-
nological developments may be different, but they can also evolve together.
Technology is characterised by its social construction, i.e. it is created by people
and used by people, so there is an interactive relationship between technolog-
ical development and social development. It is the transfer of technology that
makes a given development a market product, but it is the economic and social
environment that makes its diffusion possible. It is very important, however,
that technologies are adaptable to the social situation, otherwise their devel-
opment will stop, and others will take their place.’* However, social science
research also shows that society and technology are not separate entities but
interact closely. The relationship between the objects created by technology and
their users takes on a specific shape as technology develops. New relationships
and interrelationships are emerging between people and the tools created by
new technology. A profound change in social relations is taking place, and the
relationship between objects and people is becoming more deeply intertwined.
The nature of objects is changing, but the social relations of people are also
changing. According to the literature, there is a tangible process on the tool side.
Objects exist in real and digital space, they have a strong communicative poten-
tial, they are increasingly intelligent, they are characterised by a higher level
of autonomy and they are strongly embedded in society. Large multinational
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media platforms are located between the state and the people. In this new algo-
rithmic society, communication depends on the decisions of the owners of the
private infrastructure, who control the digital space, i.e. the problem of private
governance arises. These private companies control, censor and monitor com-
munication on the platforms.*

In examining the human side, the literature highlights that humans have
become vulnerable to technology, their personalities are split into real and
virtual personalities, in many cases becoming monitored, controlled and con-
trolled personalities. Human relations are mediated by objects, self-expression
takes place through objects and, as part of networks, the information commu-
nicated can be deformed, its mechanism of action becoming uncontrollable and
unmanageable.’* New media applications are both a method of communication
and a method of observation. They provide increasingly accurate ways of mon-
itoring the behaviour of end-users and those who communicate with them. In
what is seen in the literature as the great bargain of the twenty-first century,
social media providers offer valuable services for free, in return for which they
can collect, analyse and use end-user data to control users, and all this under
digital privacy.”®

The relationship between technological devices and people is defined in
the literature by several theses. The first is that the impact of technology goes
beyond its use and utility. A further important thesis is that the device is in rela-
tionship and interaction with the user. Technology also satisfies the desire for
something different, for something newer, since tools are typically incomplete,
evolving and offering the user future versions. This desire for newer devices
also sustains the system of production and technological innovation and newer
technology generates new demand from the user. Current development trends
suggest that the technological world and human relations are becoming increas-
ingly intertwined and complex.' The literature explicitly refers to the fact that
we live in an information society, which is a new way of living together in society.
Not only are technological innovations emerging, but social coexistence (habits,
norms, culture) is changing as a consequence. The basis for these changes is
made possible by information and communication technology. Networking is
promoting globalisation and creating a global information society among those
who participate in the network."
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The information society' is transforming the world, with globalisation, net-
working and a global media culture being among its many important features.?
The relationship between physical space and time is changing, with technology
making it possible to bridge the physical space in the flow of information in a
very short time. This will also help to reduce inequalities between spaces. Chan-
nels of globalisation and interconnectivity are emerging through the Internet,
which strengthens social links and networks society. The Internet is strengthen-
ing network industries and multinational companies that respond to and serve
social demand. A global digital economy has been built through technology that
serves consumer needs at an increasingly higher level, which also encourages
these companies to develop technology rapidly.?

In order to address the issues of legal regulation, it is necessary to under-
stand the problems that arise in the context of the information society. The lit-
erature raises a number of these issues, of which I will highlight those that are
relevant from a legal point of view. One issue is the level of organisation of the
supranational level, the global information society. Other important issues are
data protection and information security, the relationship between government
and citizens, and future developments that will induce further changes (artifi-
cial intelligence, robots).?! It is therefore important how law responds to these
issues.?” There is a literature that stresses the importance of the relationship
between technology and law in terms of the problems that technology brings
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sense, it refers to a paradigm shift and a way of thinking; it can also be defined as an
object of scientific study.
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to the forefront of social life that did not exist or were not relevant before. In
many cases, the challenge for legal regulation is not the technology itself, but
the way technology is used. Technology also means social relations between
people, which are in a state of constant change, and therefore the problems asso-
ciated with the development and use of technology are changing rapidly. People
interact with technology and with each other. Technology thus triggers inno-
vation in social and legal relations. Technology enters into an existing social
and legal system and challenges and changes the traditional regulatory system,
disrupting the functioning of traditional legal institutions, and requiring new
responses to challenges.?® A particularly important factor is the issue of techno-
logical governance, where modern technologies are often used as a regulatory
tool instead of legal rules. Through technology governance, certain actions or
people are excluded from technologically regulated activities by automating
processes. However, this techno-regulation raises many problems, for example,
it may violate legal freedoms. At the same time, technologies are also generally
considered in the literature to have a disruptive effect, as they disrupt the exist-
ing regulatory order.*

The theory also seeks answers to the questions raised. The literature divides
theories on information society governance into three groups. One of these is
the question of jurisdiction. The example of the Internet shows that in some
cases no single state has exclusive jurisdiction over a given technology. This
view emphasised that, without state intervention (e.g. the Internet), users them-
selves shape the rules of operation, the ethical rules. However, self-regulation
is inadequate to address the problems at hand. The use of technology was not
separate from the existing social reality and therefore could not be treated as a
‘rights-free space’. Existing social norms must be taken into account, the rele-
vant legal regulation of which already exists. The other view is that technology
is a specific subject of regulation and that, accordingly, a completely new regula-
tion needs to be developed. Thirdly, the theory of integrated regulation has been
developed and put into practice. In other words, it is not necessary to develop a
completely new regulatory framework, but rather to extend the existing regu-
latory framework to the new technology. This does not mean that new concepts
do not need to be created, but that the legal instruments are available and can
largely be applied to the social conditions changed by technology.?

Ex ante and ex post regulation is an important issue in relation to legal regu-
lation. The literature emphasises that ex ante regulation is difficult in the case of
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technology, since itis a new regulatory area and there are unknown situations to
be considered. Excessive ex ante regulation can hamper technological develop-
ment and lead to poor solutions. Ex post regulation allows the legislator to know
the subject matter of the regulation and the life situations to be regulated and to
intervene only where and to the extent necessary.? However, too late regulation
carries the risk that the legislator loses control of the technology and may create
confusion in the application of the law.”

The law also must face up to a number of specificities arising from the
nature of the technology which may give rise to regulatory anomalies. One such
problem is the issue of regulatory gaps, where uncertainty about technology can
lead, for example, to the emergence of a relatively new, unknown technology
and where even science cannot precisely define and describe the technology.
The other area is connected to the problems regarding the application of exist-
ing regulation. A major challenge before the law in force is to integrate new
areas of regulation into the current regulatory environment. If the law captures
and describes the technology incorrectly, the regulation will be incorrect and
imprecise. Another problem is the scope, impact and use of technology. Fur-
thermore, deviations from the model predicted and assumed by the law can also
cause confusion in the regulatory environment. The issue of over- or under-reg-
ulation may also arise. Both can be a problem in the economic and social func-
tioning and interaction of technology. Finally, it is important to highlight the
rapid regulatory obsolescence. The law changes slower than technology and the
social and economic conditions that it creates.?

It is therefore clear that there is a conflict between law and technological
progress. One of the main problems with technology is uncertainty. How will
the novelty affect social relations, what will be the result of this and its applica-
tion, how will social relations affect the technology itself? Law tries to manage
these risks, to protect human rights against technology. This may even lead to
the law restricting the use of the technology until it is proven that it is safe and
conforms to the prior norms set by the law. The dilemma therefore arises of
whether to regulate quickly but less optimally, or to regulate slowly but judi-
ciously, waiting for social and economic conditions to evolve.?

The literature also points out that for a time, the traditional instruments
of law were able to keep pace with technological change by incorporating and
supplementing the emerging regulatory issues into the traditional regulatory
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system. However, in recent decades, further problems have emerged. One of
these problems is the diffusion of technology. With the spread of information
technology, much more profound changes are taking place than experts thought
in the early years of its diffusion. And qualitative changes have forced law to
intervene in social relations in a stronger way. This can take place at two levels:
the legislature and the application of the law. Of these two, it is the application
of the law that is likely to be slower to adapt, since it is here that changes in the
traditional application of the law are needed, even generating differences in per-
ception between generations of jurists.*

The literature breaks down the problematic field for law based on technology
into three main areas. Platforms, robots and artificial intelligence, and Big Data.
Horizontal and vertical platforms, which become ‘online living spaces’, act as a
kind of ‘digital utility’.** The characteristics of the Internet have a fundamental
impact on the potential for legal problems to arise. These include openness,
multimediality, interactivity, digital nature, convergence, decentralisation,
globalisation, anonymity, lack of control and continuous technological develop-
ment. The Internet is an open network to which anyone can connect, and which
allows the downloading and transmission of multimedia content. At the same
time, it is also a digital repository for content, thus increasingly integrating mul-
timedia, communication and computing. It is also a decentralised network that
can operate without control, spanning the whole world and providing a degree
of anonymity for the user.*? However, it also seems that platforms are forced
to self-regulate and censor themselves because of corporate responsibility and
economic reasons. The platforms moderate hate content and allow users to filter
unwanted content, showing corporate responsibility towards users and at the
same time limiting full freedom of expression. But in addition to the noble objec-
tive, there is another reason why platforms are influenced, and that is economic.
If users are turned off by hateful, violent content, this threatens advertising rev-
enue and the profits that could be made from it. If the platform better meets

30 Z6di, 2017.
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flows and that have a sufficiently large number of users connected to them to measure
their social impact (e.g. Google, Facebook) .Vertical platforms are understood as enter-
prises that enable value-creating interactions, facilitate economic activity, act as a kind
of virtual marketplace (sharing economy, e.g. UBER).
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users’ needs and preferences, then users will visit more regularly and there will
be more advertising opportunities. A balance must therefore be found between
ensuring freedom of expression and hate content. In this sense, platforms play
the leading role.*® A commitment to digital citizenship requires ensuring robust
and responsible participation in the online space. However, the proliferation of
hate speech requires more complex solutions. The literature highlights three
such areas, such as removing hate content; countering hate speech with counter
speech; online dialogue and the education of users. The first solution is consid-
ered the most effective, but also the most powerful tool, by blocking the content
or terminating the user account. In the second case, a milder tool is used, i.e.
creating a dialogue, refuting the comments. Thirdly, as a means of education,
platforms can inform users about the standards they apply, the content they
remove and the reasons for their removal.?*

All these legal issues are also of great relevance to our book. Jurisdiction,
competition, fundamental rights and data protection issues arise in the case
of horizontal platforms. In the area of jurisdiction, the question arises: how
national regulation can regulate activity in a global, non-national, transnational
space? National regulators are ineffective or have little or no influence in this
area. Competition issues arise because of the small number of market opera-
tors. The specificity of the network industry itself results in a monopoly of ser-
vice providers, with users flowing to one provider as a self-expanding process.
However, the ‘monopoly situation’ is not limited to one country but extends to
the whole world. This situation is exploited by operators from economic and
other points of view. The question arises whether the service provider only gives
the customers the possibility to do and post anything they want on the internet
or whether they have to control the content. Where is the limit and under what
law does the service provider do this, can the content be checked under the
internal rules applicable to a private company? The literature also points to the
important regulatory and legal interpretation issues that emerge in this area.
A platform-related issue is digital data storage and use. This is also a fundamen-
tal rights issue, which falls under data protection.®

There are also significant legal dilemmas in the other two areas. Vertical
platforms operate as a business model, a kind of ‘virtual marketplace’. The shar-
ing economy® is a service sector using innovative digital solutions, which causes
problems in several legal areas such as competition law (violation of industry
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rules), consumer protection (exclusion of liability), labour law (forced employ-
ment, hidden employment contracts), tax law (tax avoidance), among others.

A more complex issue is artificial intelligence and robots. Even in juris-
prudence, there are divergent views on the provision and legal recognition of
electronic identity. Is it an autonomous entity that makes autonomous deci-
sions or is it just a programmed object that carries out the programmer’s com-
mands? Several questions arise in relation to damages and compulsory liability
insurance.”’

The European Union is also looking for answers to technological challenges,
which need to be addressed through legislation. In addition to defining four main
strands, economy, infrastructure, governance and expertise, digital citizenship
is at the heart of the question of rights and principles for digital development.
These principles will be translated into rights and become part of national leg-
islation. These principles include people-centredness, freedom of choice, safety
and security, maintainability, participation, solidarity and inclusiveness. Pro-
tecting the rights of individuals, a fair online environment, protection against
illegal and harmful content, and ensuring the security of the digital environ-
ment are therefore important issues. Internet access for all, digital infrastruc-
ture and digital public services are priorities. Many of the digital rights are not
new rights but complement existing rights.* EU legislation has developed along
these lines, through the Digital Service Act (DSA) and the Digital Markets Act
(DMA). The DSA is seen by the EU as platform regulation, as the previous rules
were outdated and not suited to deal with modern changes. This regulatory cri-
sis has been resolved by the new regulation.* Indeed, the EU has also acted as
a model regulator to address the regulation of artificial intelligence. At the time
of writing, this has not yet been adopted, but it is a forward-looking initiative in
many respects. The European Union has set a fundamental objective to ensure
that the reliable, safe development and use of Al is carried out in accordance
with fundamental rights, and that innovation is accompanied by human-cen-
tred technology.

This brief overview shows that law is constantly facing new challenges as
technology changes, and the number of challenges will only increase in the
coming decades. Members of society see only the great freedom and the expand-
ing digital space and opportunities offered by technology and are not alert to the
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dangers inherent in this. When infringements occur, however, people immedi-
ately expect the state to provide legal protection, even though they may have pre-
viously refused to legislate in this area. The use of technology does not improve
basic human qualities or human relationships, but only transfers them into a
digital space. The law is constantly shaping the rules in response to problems,
but there is clearly an inherent slowness of reaction time in lawmaking that
cannot be eliminated if the legislator is to act in spirit of democratic norms and
prudence. In comparison, service providers can change internal rules more
quickly, even on the basis of external government regulation - but is this the
right practice? However, in my opinion, the task of incomplete regulation can-
not be left entirely to the service provider. It would be better to develop a more
flexible legal regulatory regime involving providers who are more familiar with
the technology. In any case, these are challenges that both practitioners and
academics need to be prepared for.
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