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1. Introductory Thoughts on the Beginnings 
of the Fight Against Hatred

Nowadays the European Union (hereinafter: EU) is usually interpreted as an 
international ‘entity’1 that aims at deepening the economic integration in the 
European continent. On the one hand, this statement clearly describes today’s 
reality, however, one must not forget that the original motivation of the ‘found-
ing fathers’ was to create long-term peace after the horrors of the World War II. 
To this end, the victorious states decided to develop an international platform, 
thus preventing the re-radicalisation of the German society.2 On the other 
hand, we could state that the first steps of the European integration were real-
ised as part of the fight against hatred among European nations. As the flow of 
history has demonstrated, the initiative was successful, since not only World 
War III has been avoided until now, but through economic integration the EU 
has become a major operator of global economy and can stand up to other super-
powers like China and the USA – although nowadays this statement has become 
rather questionable.

	 1	For an analysis on the debated legal status of the EU, see: von Bogdandy, 2012; cf. Kilju-
nen, 2004, pp. 19–20.

	 2	Cf. Kiljunen, 2004, pp. 12–14; Berend, 2021, pp. 71–92.
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During the 1980s, the original content of action against hatred within the EU 
has been expanded: the European Parliament, the Council and the Commission 
issued a joint declaration3 in 1986, ‘[r]ecognizing the existence and growth of 
xenophobic attitudes […] which are often directed against immigrants’. In this 
document, EU decision-makers emphasised the importance of tolerance towards 
each person and group of persons regardless of their racial, religious, cultural, 
social or national characteristics and declared the aim of protecting the individ-
uality and dignity of every member of the European society, rejecting any form 
of segregation. Nevertheless, the process started to accelerate only a few years 
later, a period during which several political documents4 were adopted, although 
major progress was yet to come. In 1994, the European Council decided on the 
establishment of the Consultative Commission on Racism and Xenophobia (here-
inafter: CCRX). Analysing the two-year-period of its operation, two phases can be 
distinguished: the one before and the one after June 1995. In the first period, the 
CCRX had the ‘overall task’ of making recommendations in order to encourage tol-
erance, understanding and harmony with foreigners in the EU. Thus, three sub-
committees and the so-called ad hoc Working Party were established with a view 
to scrutinising different aspects of the question. After June 1995, the CCRX was 
given a precise task, the examination of the feasibility of establishing an obser-
vatory monitoring racism and xenophobia in the Member States, an idea first pre-
sented by the Subcommittee on Information, Communications and Media.5

Without the intention of further analysing the impact of the CCRX, we must 
highlight two major aspects with high relevance of its work:

The observatory, of which the establishment was planned by the CCRX, was 
created as the European Monitoring Centre on Racism and Xenophobia.6 This 
institution is in fact the legal predecessor of the European Agency for Funda-
mental Rights, usually referred to as FRA.7

The ad hoc Working Party underlined the importance of the inclusion of the 
fight against racism and xenophobia in the EU’s primary law through the word-
ing of certain competences.

	 3	Declaration against racism and xenophobia, OJ C 158, 25.6.1986, p. 1–3.
	 4	For an overview of the most important ones, see: Costa-Lascoux, 1995, pp. 215–216; 

Leman, 1996, pp. 602–603; Szajbély, 2018, p. 289.
	 5	For more details on the history and achievements of the CCRX, see: Costa-Lascoux, 1995, 

pp. 217–218; Leman, 1996, pp. 605–611.
	 6	Council Regulation (EC) No 1035/97 of 2 June 1997 establishing a European Monitoring 

Centre on Racism and Xenophobia, OJ L 151, 10.6.1997, p. 1–7. See also: Ligeti, 2008b, pp. 
668–669.

	 7	See: Council Regulation (EC) No 168/2007 of 15 February 2007 establishing a European 
Union Agency for Fundamental Rights, OJ L 53, 22.2.2007, p. 1–14, Art. 23.
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Not long after the termination of the CCRX’s work, a joint action concern-
ing action to combat racism and xenophobia (hereinafter: Joint Action)8 was 
adopted by the EU legislator.9 This occasion was the first step of criminal law 
harmonisation in the discussed area.

As a result of the revision of the Founding Treaties in 1997, fight against 
hatred became an explicit objective of the EU in the framework of the Third 
Pillar: ‘[…] the Union’s objective shall be to provide citizens with a high level of 
safety within an area of freedom, security and justice by developing common 
action among the Member States […] and by preventing and combating racism 
and xenophobia.’10 Three years later, in December 2000, the Charter of Funda-
mental Rights of the European Union (hereinafter: Charter)11 was proclaimed, 
although its legal status was not precisely defined then. Part II of the Treaty 
establishing a Constitution for Europe would have adopted the content of the 
Charter, with important modifications regarding the provisions on the field of 
application and the scope and interpretation of the rights therein,12 interpreting 
human rights as fundamental values of the EU, however this document never 
entered into force because of the failure of the ratification process in the Neth-
erlands and France.13 Its legal status as part of the EU’s primary law was only 
acquired through the entry into force of the Treaty of Lisbon in 2009.

These days, both the EU as a whole and the Member States must face the 
challenges posed by mass migration, thus tolerance may be a more essential 
treat than ever. As it appears, EU’s primary law provides an adequate basis for 
acceptance and the integration of the newcomers:14

The Treaty on the European Union (hereinafter: TEU),15 discussing funda-
mental principles and values, displays the problem of discrimination. In Art. 
2 the document declares that the ‘Union is founded on the values of respect 
for human dignity, freedom, democracy, equality, the rule of law and respect 
for human rights, including the rights of persons belonging to minorities.’ 

	 8	96/443/JHA: Joint Action of 15 July 1996 adopted by the Council on the basis of Art. K.3 of 
the Treaty on European Union, concerning action to combat racism and xenophobia, OJ 
L 185, 24.7.1996, p. 5–7.

	 9	For its content, see subchapter 2.
	 10	Treaty of Amsterdam amending the Treaty on European Union, the Treaties establishing 

the European Communities and certain related acts, OJ C 340, 10.11.1997, p. 1–144, Art. 
K.1.

	 11	For the consolidated text, see: Charter of Fundamental Rights of the European Union, OJ 
C 326, 26.10.2012, p. 391–407.

	 12	Kiljunen, 2004, p. 59.
	 13	Friedery and Horváthy, 2018, p. 249.
	 14	For an overview, see also: Kalaitzaki, 2022, pp. 12–14.
	 15	Consolidated version of the Treaty on European Union, OJ C 326, 26.10.2012, p. 13–45.
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As it follows, ‘[t]hese values are common to the Member States in a society in 
which pluralism, non-discrimination, tolerance, justice, solidarity and equal-
ity between women and men prevail.’ It must be emphasised that, according to 
the TEU, equality and respect for human rights are fundamental values of the 
EU and it also suggests that principles of non-discrimination and tolerance are 
realised in Member States, as it was the status quo. However, Art. 3(3) adds that 
[the EU] ‘shall combat social exclusion and discrimination and shall promote 
social justice and protection […]’. The need for such actions slightly contradicts 
the solemn declaration of Art. 2 that the so-called ‘common values’ prevail.

The Treaty on the Functioning of the European Union (hereinafter: TFEU),16 
among the ‘provisions having general application’ states that ‘[i]n defining and 
implementing its policies and activities, the Union shall aim to combat discrim-
ination based on sex, racial or ethnic origin, religion or belief, disability, age or 
sexual orientation.’17 In other words, the principle of non-discrimination must 
be taken into account in connection with all kinds of actions performed by the 
EU. Furthermore, the TFEU declares that no discrimination on the grounds 
of nationality shall happen and provides a legislative competence in order to 
‘take appropriate action to combat’ different forms of discrimination.18 The dis-
cussed principle appears among the provisions regarding the humanitarian aid 
provisions too.19 From the point of view of criminal law harmonisation, gen-
eral rules of the policy titled ‘area of freedom, security and justice’ must also 
be underlined. If it is deemed necessary, the EU can take measures to combat 
crime, racism and xenophobia approximating the criminal laws of the Member 
States.20 Although hate crime does not appear in the list of the so-called ‘euro-
crimes’,21 criminal law harmonisation has already taken place concerning the 
minimum standards of related criminal offences.

According to the TEU, the Charter has the same legal value as the Founding 
Treaties themselves,22 thus the term EU’s primary law encompasses it. Title III 
named ‘Equality’ contains the most relevant declarations concerning the 

	 16	Consolidated version of the Treaty on the Functioning of the European Union, OJ C 326, 
26.10.2012, p. 47–390.

	 17	TFEU, Art. 10.
	 18	TFEU, Arts. 18–19.
	 19	TFEU, Art. 214(2).
	 20	TFEU, Art. 67(3).
	 21	Pursuant to Art. 83(1) of the TFEU, euro-crimes are ‘terrorism, trafficking in human 

beings and sexual exploitation of women and children, illicit drug trafficking, illicit arms 
trafficking, money laundering, corruption, counterfeiting of means of payment, com-
puter crime and organised crime’.

	 22	TEU, Art. 6(1).
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prohibition of discrimination. Art. 21 provides the most detailed enumeration 
of the characteristics based on which any kind of discrimination is prohibited.23 
Moreover, it should be noted that the wording, intentionally, does not create to 
a taxation, it is to say, discrimination on the grounds of features not mentioned 
is also forbidden. The rule is complemented by a declaration with less norma-
tive value: ‘The Union shall respect cultural, religious and linguistic diversity.’24 
Further provisions address equality between men and women, the rights of the 
child, the rights of the elderly and integration of persons with disabilities.25 Art. 
52(3) states that the scope and meaning of fundamental rights that appeared 
beforehand in the Convention for the Protection of Human Rights and Fun-
damental Freedoms (hereinafter: Convention) ‘shall be the same as those laid 
down by the said Convention’. Halász then argues that the Charter emphasises 
the reaffirmation of the rights enshrined in the Convention by the EU.26 On the 
other hand, EU law may provide a more extensive protection in connection with 
these rights, i.e. the content of the Convention can be interpreted as minimum 
standard.27 Any limitation exercised shall undertake the test of proportionality 
and necessity described by Art. 52 para 1. Finally, we must accentuate the field of 
application of the Charter: its provisions are ‘addressed to the institutions, bod-
ies, offices and agencies of the Union […] and to the Member States only when 
they are implementing Union law.’28 It is also underlined that the Charter nei-
ther extends or modifies the existing powers of the EU, nor creates new ones.29

One may argue that EU’s primary law, rooted in the constitutional traditions 
of the Member States and drawing on the human rights standards established 
within the framework of the Council of Europe, constitutes a proper framework 
for anti-discrimination regulation and the fight against racism and xenophobia. 
Nonetheless, the ever-accelerating process of digitisation brings new difficulties 

	 23	 ‘Any discrimination based on any ground such as sex, race, colour, ethnic or social ori-
gin, genetic features, language, religion or belief, political or any other opinion, mem-
bership of a national minority, property, birth, disability, age or sexual orientation shall 
be prohibited.’ – Charter, Art. 21(1). Para. 2 of the same article also adds nationality to 
this catalogue.

	 24	Charter, Art. 22.
	 25	Charter, Arts. 23–26. See also: Friedery and Horváthy, 2018, pp. 252–253.
	 26	Halász, 2023, p. 77.
	 27	Furthermore, Art. 52 paras. 2 and 4 also highlight the importance of the Founding Trea-

ties and the constitutional traditions of the Member States. Cf. Kokott and Sobotta, 2010, 
pp. 2–3; Friedery and Horváthy, 2018, p. 256.

	 28	For the problems regarding the interpretation of this norm, see: Kokott and Sobotta, 2010, 
pp. 6–8; Friedery and Horváthy, 2018, pp. 254–255.

	 29	Charter, Art. 51.
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with which the EU legislator must cope, since the existing regulation designed 
for problems in ‘real-life’ space does not guarantee sufficient protection.30

This chapter seeks to summarise the current answers of the EU to the chal-
lenges arisen because of technological development, including tools against 
hate crime in the cyberspace, the issue of cyberbullying, child protection in the 
digital age and liability framework regarding digital platforms.

2. Harmonisation of Hate Crime in the EU

As we have introduced above in a nutshell, first political, then legal steps were 
taken to combat intolerance in Europe. Logically, hate crime is the most severe 
form of manifestation of racism and xenophobia, but other forms also had to be 
repressed. At the beginning of the new millennium, the EU legislator adopted 
the directive on the rules of equal treatment which describes violations of the 
principle in question that are considered acts of discrimination31 and another 
directive specifying the conditions thereof in the field of employment and occu-
pation.32 As our analysis focuses on criminal law harmonisation, we refrain 
from presenting the main elements of these instruments. In this subchapter, 
rules of the aforementioned Joint Action and the framework decision that later 
repealed it will be presented.

2.1. Legal Basis of Criminal Law Harmonisation in EU’s Primary Law

Ius puniendi, in other words, the competence of states to define criminal policy 
and criminal law within their territory has always been a sensitive question 
when it comes to sharing competences with other members of the European 
community. According to the quote well-known among Hungarian scholars, 
criminal law is the last ‘protective bastion’ of state sovereignty;33 seemingly the 
Member States agree with the statement, since cooperation in criminal matters 

	 30	For the major issues highlighted by experts, see: Nagy, 2023, pp. 28–29.
	 31	Council Directive 2000/43/EC of 29 June 2000 implementing the principle of equal treat-

ment between persons irrespective of racial or ethnic origin, OJ L 180, 19.7.2000, p. 22–26; 
cf. Szajbély, 2018, p. 289.

	 32	Council Directive 2000/78/EC of 27 November 2000 establishing a general framework for 
equal treatment in employment and occupation, OJ L 303, 2.12.2000, p. 16–22.

	 33	In Hungary, the first use of the term is usually attributed to Ákos Farkas, professor in 
criminal sciences. For an overview of the first decade of the development of European 
criminal law, see his work: Farkas, 2001.
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is one of the most slowly growing areas of EU competences. In this regard, the 
Maastricht Treaty meant a real breakthrough, creating the possibility of crimi-
nal law harmonisation in the Third Pillar, characterised by intergovernmental 
decision-making, through three types of legal instruments: joint position, joint 
action and (EU) convention.34 Joint action could be adopted by the Council if 
‘the objectives of the Union can be attained better by joint action than by the 
Member States acting individually on account of the scale or effects of the action 
envisaged’. The wording had two major problems:

	— the scope of applicability is defined too wildly; and
	— the text remains silent regarding legal binding force.

Nevertheless, the first instrument of substantial criminal law harmonisation 
concerning hate crime was adopted based on the cited provision.

The Treaty of Amsterdam revised the catalogue of legal instruments within 
the framework of ‘police and judicial cooperation in criminal matters’, eliminat-
ing joint action and introducing decision and framework decision, i.e. four types 
of instruments could be adopted after the reform.35

The Treaty of Lisbon completely changed the system of cooperation in 
criminal matters in a positive way; today, instead of intergovernmental deci-
sion-making, substantive criminal law standards can be prescribed using 
the ordinary legislative procedure in connection with euro-crimes and if ‘the 
approximation of criminal laws and regulations of the Member States proves 
essential to ensure the effective implementation of a Union policy in an area 
which has been subject to harmonisation measures’36 – in the latter case, spe-
cial legislative procedure shall be applied if it is prescribed in connection with 
the relevant policy. The minimum rules can be issued exclusively through 
directives.37

	 34	Treaty on European Union, OJ C 191, 29.7.1992, p. 1–112, Art. K.3. See also: Ligeti, 2008a, 
pp. 41–42.

	 35	See: Treaty of Amsterdam amending the Treaty on European Union, the Treaties estab-
lishing the European Communities and certain related acts, Art. K.6. For the detailed 
description of the four instruments, see: Ligeti, 2008a, pp. 43–45; Udvarhelyi, 2019, pp. 
38–39.

	 36	TFEU, Art. 83(1)–(2). The cited part of Art. 83(2) is the ratio decidendi of the case of the 
Council Framework Decision on the protection of environment through criminal law. 
Case C-176/03, Commission v Council, judgment of 13 September 2005. For the details of 
the case, see: Karsai, 2006, pp. 2–5; Udvarhelyi, 2015, pp. 50–51; Udvarhelyi, 2019, pp. 
109–112.

	 37	For the evaluation of the development of cooperation in criminal matters, see: Udvarhe-
lyi, 2019, pp. 49–51. Cf. Lehotay, 2019, pp. 175–176.
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2.2. The Joint Action Concerning Action to Combat Racism and 
Xenophobia

In July 1996, criminal law harmonisation in the field of hate crime commenced, 
partly due to the work of the CCRX, partly with a view to complying with the 
rules on the limitation of the freedom of expression as provided by the Conven-
tion of 1950 (Arts. 10–11) and the International Covenant on Civil and Political 
Rights (Art. 19(3)).38

The Joint Action contained five offences in total:39

	— ‘public incitement to discrimination, violence or racial hatred in respect 
of a group of persons or a member of such a group defined by reference 
to colour, race, religion or national or ethnic origin;

	— public condoning, for a racist or xenophobic purpose, of crimes against 
humanity and human rights violations;

	— public denial of the crimes defined in Article 6 of the Charter of the Inter-
national Military Tribunal […] [crimes against peace, war crimes and 
crimes against humanity committed by the European Axis countries in 
World War II] insofar as it includes behaviour, which is contemptuous of, 
or degrading to, a group of persons defined by reference to colour, race, 
religion or national or ethnic origin;

	— public dissemination or distribution of tracts, pictures or other material 
containing expressions of racism and xenophobia;

	— participation in the activities of groups, organizations or associations, 
which involve discrimination, violence, or racial, ethnic or religious hatred.’

Member States could decide either they implemented the definitions as criminal 
offences or derogated from the principle of double criminality.

It must be highlighted as a positive aspect, that none of these definitions 
includes outcome, i.e. the sole performance of one of the listed activities real-
ises the violation of the Joint Action. As for the discriminative element, its role 
varies in each description. In case (a) it appears as a distinctive characteristic 
of the passive subject(s); in case (b) it is a purpose, meaning that the act can be 
perpetrated only intentionally (dolus directus); in case (c) it is a modus operandi; 
in case (d) it is the distinctive characteristic of the object of perpetration; and 
in case (e) it is a definitional element of a special type of criminal organisation. 
A major negative aspect is the fact that the definitions use taxations of distinctive 

	 38	Joint Action, Preambular.
	 39	Joint Action, Title I A. (a)–(e).
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characteristics, unable to provide protection for every kind of minorities. The 
absence of interpretative provisions can be evaluated as another deficiency. In 
our opinion, ‘crimes against humanity and human right violations’ in case (b) 
and the constitutive elements of groups, organisations and associations in case 
(e) (e.g. at least how many members are required or at least for how much time 
does it have to work, etc.) should have been produced.40

Other important provisions oblige the authorities of the Member States 
to seize and confiscate objects destined for dissemination with a discrimina-
tive purpose and to remove potential obstacles of transboundary criminal 
cooperation.41

Looking back, now it is evident that the Joint Action was never able to fill its 
purpose, since the type of the legal instrument itself was poorly structured. As 
the issue of binding force was not determined by the Maastricht Treaty, a con-
flict emerged among Member States, resulting in the elimination of joint actions 
from the revised text of the Founding Treaties.42 The Joint Action of 1996 was 
only repealed in 2008.

2.3. Criminal Law Harmonisation of Our Days: Main Provisions of 
the Council Framework Decision

In November 200843 the new legal instrument, in the form of framework deci-
sion (hereinafter: Framework Decision),44 was adopted, delivering a signifi-
cantly more detailed regulation than its predecessor. The Framework Decision 
describes four offences:45

	— ‘publicly inciting to violence or hatred directed against a group of per-
sons or a member of such a group defined by reference to race, colour, 
religion, descent or national or ethnic origin;

	— the commission of an act referred to in point (a) by public dissemination 
or distribution of tracts, pictures or other material;

	 40	Furthermore, Ligeti considers that even the concept of racist and xenophobic acts lacks 
a proper definition. Ligeti, 2008b, p. 668.

	 41	Joint Action, Title I B. (a)–(d).
	 42	Although the adopted joint actions were not repealed automatically. Ligeti, 2008a, p. 45.
	 43	The first proposal was presented in 2002 to the Council. The legislative procedure was 

prolonged because of the sensitivity of the regulatory subject matter. Cf. Turner, 2012, pp. 
566–567.

	 44	Council Framework Decision 2008/913/JHA of 28 November 2008 on combating certain 
forms and expressions of racism and xenophobia by means of criminal law, OJ L 328, 
6.12.2008, p. 55–58.

	 45	Framework Decision, Art. 1(1). See also: Lehotay, 2019. p. 178.
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	— publicly condoning, denying or grossly trivialising crimes of genocide, 
crimes against humanity and war crimes as defined in Articles 6, 7 and 
8 of the Statute of the International Criminal Court [genocide, crimes 
against humanity and war crimes], directed against a group of persons or 
a member of such a group defined by reference to race, colour, religion, 
descent or national or ethnic origin when the conduct is carried out in 
a manner likely to incite to violence or hatred against such a group or a 
member of such a group;

	— publicly condoning, denying or grossly trivialising the crimes defined in 
Article 6 of the Charter of the International Military Tribunal appended 
to the London Agreement of 8 August 1945, directed against a group of 
persons or a member of such a group defined by reference to race, colour, 
religion, descent or national or ethnic origin when the conduct is carried 
out in a manner likely to incite to violence or hatred against such a group 
or a member of such a group.’

Comparing to the Joint Action, one must underline the following novelties. 
Participation in groups which involve discrimination, violence or hatred is no 
longer included. In our opinion, it is rather an unlucky outcome of the legislative 
procedure that this offence was omitted, since such an ensemble of persons reg-
ularly poses a greater threat to society than lonely perpetrators. The wording of 
Art. 1(1)(a) of the Framework Decision can be considered a major change: incite-
ment to discrimination has been eliminated from the text, meaning that in the 
new concept ‘simple’ discrimination does not need to be criminalised, i.e. the 
limitation of the freedom of speech has been narrowed. Title I A.(b) of the Joint 
Action also went through a major change. Relevant international crimes are now 
defined with a reference to the Rome Statute, thus better complying with the 
requirement of lex certa. In Art. 1(1)(c)–(d) of the Framework Decision, criminal 
conducts were also revised and unified (‘condoning, denying or grossly trivialis-
ing’). More importantly, it must be emphasised that these definitions, instead of 
an outcome, contain the method of operation (‘in a manner likely to incite […]’), 
i.e. the creation of the abstract possibility of such an outcome already carries 
out the discussed offences. Art. 1(2) adds disjunctive definitional criteria to the 
described offences that, in our opinion, further narrows criminal law limitation 
of the relevant fundamental rights.

The provision regarding the criminal liability of accessories46 is also an 
improvement of the instrument in power. It should be noted that Member States 

	 46	Framework Decision, Art. 2.
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are not compelled to punish the instigators of the offences described in Art. 1(1)
(a) and (b). The reason behind this seemingly illogical provision is that these pro-
visions are usually implemented as sui generis inciting conducts, i.e. the incite-
ment itself constitutes the offence. Measures on the sanctioning of perpetrators 
and regarding the liability and sanctions of legal persons are also novelties of 
the Framework Decision.47

Apart from the discussed liability rules, three major improvements must 
be emphasised. Most importantly, racist and xenophobic motivation in gen-
eral must be considered an aggravating circumstance or at least taken into 
account by the courts in the determination of the penalties.48 Through this 
provision even all the offences that do not fall under the term hate crime may be 
sanctioned more severely when the discriminative element is a dominant cir-
cumstance of the case. Another, semi-successful, development is that certain 
terms, such as ‘descent’, ‘hatred’ and ‘religion’ are granted legal definitions.49 
Although it is not clear why such definitions were placed in the preambular 
instead of the normative part. Moreover, the first proposal of the Framework 
Decision (hereinafter: Proposal)50 contained essential definitions (‘racism and 
xenophobia’51 and ‘racist and xenophobic group’52) that would have been nec-
essary tools of an effective harmonisation but were finally omitted.53 Finally, 
the provisions concerning jurisdiction shall be accentuated, since their con-
tent already reacted to the challenges of digitisation more than fifteen years 
ago. As it follows, a Member State has jurisdiction regarding cases in which 
the conduct is committed through an information system if either the offender 
or the information system in question was present in its territory during the 
perpetration.54

	 47	Framework Decision, Arts. 3, 5–6. Due to space constraints, we just refer to the involve-
ment of these norms without further analysing them.

	 48	Framework Decision, Art. 4.
	 49	Framework Decision, Recitals (7)–(9). Although it can be disturbing that religion has 

another meaning applicable in the context of Art. (1)1. See: Framework Decision, Art. 
1(3).

	 50	European Commission, Proposal for a Council Framework Decision on combating racism 
and xenophobia [(COM(2001) 664 final – 2001/0270(CNS)], OJ C 75E, 26.3.2002, p. 269–273.

	 51	 ‘[T]he belief in race, colour, descent, religion or belief, national or ethnic origin as a fac-
tor determining aversion to individuals or groups’. – Proposal, Art. 3(a).

	 52	 ‘[S]tructured organisation established over a period of time, of more than two persons, 
acting in concert to commit offences referred to in Article […]’. – Proposal, Art. 3(b).

	 53	For the potential difficulties that may had arisen in connection with these terms, see: 
Ligeti, 2008b, pp. 669–670.

	 54	Framework Decision, Art. 9(2). See also: Kalaitzaki, 2022, p. 16.
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2.4. Evaluation of the Situation of Hate Crime in the EU – 
Challenges of the Near Future

It is indisputable that the adoption of the Framework Decision was a signifi-
cant progress compared to the Joint Action, even though some Member States 
have not yet implemented properly – or implemented at all – its provisions.55 
On the other hand, the progress of digital technology rendered it necessary to 
renew criminal law harmonisation in this field, not to mention the increasing 
prevalence of relevant cases.56 EU legislator has two options at this point: 
either it does not take any serious action and observe whether the existing 
national liability regimes are able to handle and evaluate the new unlawful 
phenomena or begins to prepare an improved regulation designed for hate 
crimes in cyberspace. It appears that the second option has been chosen, 
although the proper legal basis in EU’s primary law is not provided current-
ly.57 In 2012, Turner saw four alternatives in the framework of the TFEU to 
solve this deficiency:58

	— insertion of hate crime into Art. 83(1) as a new euro-crime;
	— application of Art. 83(2), i.e. criminal law harmonisation in order to 

‘ensure effective implementation of EU policy’;
	— application of Art. 67(3), a general provision of the area of freedom, secu-

rity and justice;
	— usage of the EU’s implied powers through Art. 352 known as the implied 

powers provision.

In the 2020s, it seems that EU institutions prefer alternative (a): the Euro-
pean Commission adopted a communication in 2021, aiming at the extension 
of the catalogue of euro-crimes,59 an initiative welcomed by the European 
Parliament.60

Until now no official decision in connection with the inclusion of hate crime 
among euro-crimes has been made; such a decision requires the fulfilment of 

	 55	European Parliament resolution of 10 November 2022 on racial justice, non-discrimina-
tion and anti-racism in the EU, 2022/2005(INI), point 7.

	 56	For recent statistics, see: Peršak, 2022, pp. 92–95.
	 57	On this issue, see: Udvarhelyi, 2016, p. 128.
	 58	Turner, 2012, pp. 575–577.
	 59	European Commission, Communication from the Commission to the European Parlia-

ment and the Council – A more inclusive and protective Europe: extending the list of EU 
crimes to hate speech and hate crime, COM(2021) 777 final, Brussels, 9.12.2021.

	 60	European Parliament resolution of 10 November 2022 on racial justice, non-discrimina-
tion and anti-racism in the EU, 2022/2005(INI), point 9.
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certain criteria that hate crime does not meet without a doubt.61 In summary, 
we can declare that the in-depth revision of the discussed field is becoming more 
and more urgent these days due to mass migration and technological develop-
ment, yet it is clear that not even EU’s primary law is prepared for a harmonisa-
tion effort of this magnitude.

3. Cyberbullying – Tackling the Issue of Cyberbully 
with ‘Non-Cyberbully Specific’ EU Legal Framework 

and Some Related Policies

3.1. EU Legal Frameworks and Policies

The issue of cyberbully, which based on scientific analyses is a serious problem 
in all Member States,62 has long been in the sight of the EU institutions. The 
European Commission already in its 2001 cyber security communiqué63 exam-
ined the regulations of the Member States on cyberbullying and concluded that 
it was punishable as cybercrime64 in the then 15 Member States. Cyberbully 
constitutes a separate offence only recently and only in a few Member States:65 

	 61	For an overview of these criteria in the light of hate crime, see: Peršak, 2022, pp. 109–116.
	 62	Henares-Montiel et al., 2022.
	 63	European Commission, Communication from the Commission to the Council, the 

European Parliament, the Economic and Social Committee and the Committee of the 
Regions – Creating a Safer Information Society by Improving the Security of Information 
Infrastructures and Combating Computer-related Crime, COM(2000) 890 final, Brussels, 
26.1.2001.

	 64	Based on a 2013 Communication from the European Commission: Cybercrime com-
monly refers to a broad range of different criminal activities where computers and 
information systems are involved either as a primary tool or as a primary target. Cyber-
crime comprises traditional offences (e.g. fraud, forgery, and identity theft), content-re-
lated offences (e.g. on-line distribution of child pornography or incitement to racial 
hatred) and offences unique to computers and information systems (e.g. attacks against 
information systems, denial of service and malware). – European Commission, Joint 
Communication to the European Parliament, the Council, the European Economic and 
Social Committee and the Committee of the Regions – Cybersecurity Strategy of the 
European Union: An Open, Safe and Secure Cyberspace, JOIN(2013) 1 final, Brussels, 
7.2.2013.

	 65	Ćmiela, 2014, pp. 29–34.
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Ireland’s Coco’s Law,66 the French67 and Italian68 regulations worth mention-
ing in this regards. In 2009, the European Commission defined cyberbullying 
as follows: ‘Cyberbullying is repeated verbal or psychological harassment car-
ried out by an individual or group against others’.69 However, it is important to 
clarify at the outset that despite this awareness, for the time being70 there is 
no legally binding EU act directly addressing cyberbullying as sui generis crim-
inal offence.71 In May 2023 the European People’s Party Group (EPP) called for an 
EU-wide criminalisation of cyberbullying citing the Irish regulation as an exam-
ple. The EPP reiterated its point of view in September 2023.72 However, there 
is no legislative procedure in progress at the moment based on the European 
Parliament’s website. It is worth mentioning that Committee on Civil Liberties, 
Justice and Home Affairs (LIBE Committee) already in 2016 recommended that 
the European Commission should consider the possibility of initiating EU legis-
lation and establish minimum rules by means of a directive, as the cross-border 
element makes it necessary to approximate national rules.73 However, taking 
into account the answer of Didier Reynders, the European Commissioner for Jus-
tice, on the EPP’s proposal during an EP debate on 10 May 2023 it seems less 
likely that in the near future these initiations will result in legislation. As Rey-
nders emphasized, the European Commission is of the view that the current 
legislative framework and policies are sufficient to deal with the issue.74

	 66	The law was enacted after the tragic suicide of Nicole Fox nicknamed ‘Coco’, who was 
a victim of bully both in person and online for three years. Her mother led a national 
campaign to raise attention to online harassment and abuse with success: in 2021, Ire-
land adopted ‘Coco’s Law’ according to which the perpetrator could be incarcerated up 
to seven years if found guilty of distributing or publishing intimate images of a person 
without consent. – See: Collins, 2023.

	 67	LOI n° 2022-299 du 2 mars 2022 visant à combattre le harcèlement scolaire.
	 68	Legge 29 maggio 2017, n. 71 Disposizioni a tutela dei minori per la prevenzione ed il con-

trasto del fenomeno del cyberbullismo.
	 69	European Commission, Safer Internet Day 2009: Commission starts campaign against 

cyber-bullying, MEMO/09/58.
	 70	5 January 2024.
	 71	Dalla Pozza et al., 2016, p. 9.
	 72	Criminalise cyber-bullying, 2023; Criminalise cyberbullying across the EU, 2023.
	 73	As the LIBE argued in its report in the absence of approximation, diverging offences and 

penalties renders the protection of victims insufficient and make it difficult to imple-
ment EU-wide policies on cyberbullying and other related issues, like data protection. 
The LIBE also suggested the creation of a specific criminal law offence for cyberbullying. 
Dalla Pozza et al., 2016, p. 15.

	 74	In a wider context he said: ‘While we acknowledge that the issue of cyberbullying raises 
concerns at Member State and at EU level, we are convinced that the EU’s legislative and 
policy framework is fit for purpose. With the entry into application of the Digital Services 
Act (DSA), the European Union now has powerful new tools to tackle mental health risks 
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The currently applicable legislative framework is constituted by:
	— the Digital Services Act (hereinafter: DSA);75

	— the Audiovisual Media Services Directive (hereinafter: AVMSD);76

	— the European Electronic Communications Code;77

	— The applicable policy framework is:
	— the 2022 Better Internet for Children Strategy (hereinafter: BIK+);78

	— the EU Comprehensive Strategy on the Rights of the Child;79

	— the Commission’s proposal combating violence against women and 
domestic violence and;80

	— The Declaration on European Digital Rights and Principles.81

As Reynders explained, the DSA, in force since August 2023, creates a wide set 
of due diligence obligations applicable to intermediaries of digital services in 
connection with the specific risks related to serious negative effects on a per-
son’s physical and mental well-being. The consequences on physical and mental 
development of children is also taken into account.82 Under Art. 34(1) of the 
DSA, platform providers shall assess the actual and foreseeable effects of their 
services on mental health. They should also implement solutions that remedy 

online, in particular for minors and young people. The Commission will work in close 
cooperation with the National Digital Services Coordinators in the supervisory frame-
work established by the DSA.’ – European Parliament, 2023.

	 75	Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 
2022 on a Single Market For Digital Services and amending Directive 2000/31/EC (Digital 
Services Act), Text with EEA relevance, OJ L 277, 27.10.2022, p. 1–102.

	 76	Directive (EU) 2018/1808 of the European Parliament and of the Council of 14 November 
2018 amending Directive 2010/13/EU on the coordination of certain provisions laid down 
by law, regulation or administrative action in Member States concerning the provision 
of audiovisual media services (Audiovisual Media Services Directive) in view of changing 
market realities, OJ L 303, 28.11.2018, p. 69–92

	 77	Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 
2018 establishing the European Electronic Communications Code (Recast), Text with 
EEA relevance, OJ L 321, 17.12.2018, p. 36–214.

	 78	European Commission, Communication from the Commission to the European Parlia-
ment, the Council, the European Economic and Social Committee and the Committee of 
the Regions – A Digital Decade for children and youth: the new European strategy for a 
better internet for kids (BIK+), COM(2022) 212 final, Brussels, 11.5.2022.

	 79	European Commission, Communication from the Commission to the European Parlia-
ment, the Council, the European Economic and Social Committee and the Committee 
of the Regions – EU Strategy on the Rights of the Child, COM(2021) 142 final, Brussels, 
24.3.2021.

	 80	European Commission, 2024.
	 81	European Digital Rights and Principles [Online]. Available at: https://digital-strategy.

ec.europa.eu/en/policies/digital-principles.
	 82	DSA, Recitals (81), (83) and (89).

https://digital-strategy.ec.europa.eu/en/policies/digital-principles
https://digital-strategy.ec.europa.eu/en/policies/digital-principles
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the negative effects under Art. 35. Arts. 6a, 9 and 28b of AVMSD83 obliges the 
Member States and the platform operators to take specific measures on the pro-
tection of minors for audiovisual content which may impair their physical, men-
tal or moral development.84 Under Art. 96 of the Electronic Communications 
Code, phone number ‘116 111’ addresses cyberbullying EU-wide in cooperation 
with the EU co-funded safer internet helplines by providing a permanent help-
line for the victims.

As for the policies, taken into account the provisions of Art. 24 of the Char-
ter, with special regard to Paragraph 2 which states that: ‘[…] the child’s best 
interests must be a primary consideration […]’, the Union has launched a num-
ber of programmes aimed at protecting children in the online space and thus, 
even if mostly indirectly, providing protection against cyberbullying,85 through 
mainstreaming children’s rights at EU policy level. The EU’s child protection pro-
grammes pay particular attention to the protection of children in the online 
space. This focus on the virtual space is important because, since while social 
networks offer the opportunity to build a digital society in Europe,86 they also 
present a myriad of risks for children. The so-called ‘online exposure’ carries the 
risk of harmful and unlawful contact, such as online grooming and cyber-pan-
dering to the detriment of children, cyberbullying, online abuse and harass-
ment. Nearly a third of girls and a fifth of boys have experienced disturbing 
content on a monthly basis in the past year. Minority children are more likely 
to witness disturbing incidents online.87 One of the side effects of the COVID-
19 pandemic is that it has significantly increased the amount of time children 
spend online due to the fact that school, cultural and social life moved to the 
online space. This has led to increased online risks and digital inequalities.88

	 83	Directive (EU) 2018/1808 of the European Parliament and of the Council of 14 November 
2018 amending Directive 2010/13/EU on the coordination of certain provisions laid down 
by law, regulation or administrative action in Member States concerning the provision 
of audiovisual media services (Audiovisual Media Services Directive) in view of changing 
market realities OJ L 303, 28.11.2018, p. 69–92

	 84	For details on the scope of application of AVMSD, see: Specht-Riemenschneider, Marko 
and Wette, 2023, pp. 230–231.

	 85	Rizza and Guimarães Pereira, 2013, p. 7.
	 86	As stated in the European Commission’s ‘EU Strategy on the Rights of the Child: ‘Children 

play, create, learn, communicate and express themselves from a very young age through 
online and connected environments. Digital technologies enable children to participate 
in global movements and to play an active role in citizenship. Their innate digital literacy 
can help them to thrive in an increasingly digital and networked education and later in 
the labour market systems’, see: European Commission, COM (2021) 142 final, p. 18.

	 87	European Commission, COM(2021) 142 final, p. 18.
	 88	Lobe et al., 2021, pp. 21–25. 
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The European Commission’s Strategy on the Rights of the Child 2021-202489 
strives to answer these issues. Based on the strategy: ‘all children in Europe and 
worldwide should enjoy the same rights and live free from discrimination, retal-
iation and intimidation.’90 The Commission’s detailed action plan is set out in 
point No. 5 of the Strategy. In the Action Plan, the Commission undertook, inter 
alia, to (i) adopt a Better Internet for Kids Strategy in 2022, (ii) take fight against 
all forms of abusing the children sexually online. The Commission invites Mem-
ber States and companies in the information and communication technology 
(ICT) sector to take these actions.91 One of the objectives of this Strategy for a 
child-friendly internet is to raise awareness of the phenomenon of cyberbully-
ing.92 The Commission communicated BIK+ in May 2022.93 According to the 
Commission, the updated BIK+ strategy is the digital arm of the rights of the 
child strategy and reflects the recently proposed digital principle that ‘Children 
and young people should be protected and empowered online.’ The strategy 
highlights the importance of protection of children from:

	— abusive marketing strategies;
	— the harms of online gaming (including the financial harms);
	— the harms of media illiteracy; and
	— the harms of ‘digital divide’.94

The Pathways to Success in School initiative95 also worth mentioning, which aims 
at developing or, where appropriate, further strengthening an integrated, com-
prehensive strategy towards school success by 2025.

Last but not least, according to the Commission: ‘The Declaration on Digital 
Rights and Principles presents the EU’s commitment to a secure, safe and sus-
tainable digital transformation that puts people at the centre, in line with EU 
core values and fundamental rights.’96 – Cyberbullying is not mentioned in the 
document, however.

	 89	European Commission, COM(2021) 142 final. For an analysis of the Commission’s strategy 
on the rights of the child, see: Benyusz, 2021, p. 149

	 90	European Commission, COM(2021) 142 final, p. 1. 
	 91	European Commission, COM(2021) 142 final, pp. 17–21. 
	 92	ILGA-Europe, 2021.
	 93	European Commission, COM(2022) 212 final.
	 94	For an analysis on the indigenous peoples and the digital divide, see: Marinkás, 2018, pp. 

313–314.
	 95	Announced in the Communication on achieving the European Education Area by 2025. 

See: European Commission, COM(2020) 625 final, Brussels, 30.9.2020.
	 96	European Commission, 2022.
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3.2. Other Approaches

If the EU legislator would decide to regulate the issue at EU level this could only 
take place on the basis of the powers conferred on the Union under Art. 83 of the 
TFEU,97 that is ‘setting minimum regulatory standards in a directive’.

However, in the absence of specific EU legislation aimed at cyberbullying it 
is worth considering, which other EU legislative acts or principles elaborated by 
the Court of Justice of the European Union may be applied to cyberbullying.

According to the document ‘Social Networks and Cyberbullying among 
Teenagers: EU Scientific e political report’,98 efforts to regulate the social media 
platforms used by teenagers are an important element of EU level policies and 
actions in the context of the Charter. The theoretical bases developed in the 
document to address cyberbullying are that

Cyberbullying is about challenging the integrity, dignity and personality of 
the person, therefore it violates Arts. 1 and 3 of the Charter, namely the right to 
Human dignity and the right to integrity.

Cyberbullying may be considered as a form of torture, in this case Art. 4 
on prohibition of torture and inhuman or degrading treatment or punishment 
would also be called up.

Cyberbullying is simultaneously the cause and outcome of damage to an 
individual’s reputation; protecting one’s privacy cannot be the main focus of 
strategies to cope with cyberbullying since that does not prevent reputations 
from being damaged online. One’s reputation online is sometimes challenged 
by the right to freedom of expression and information, set out in Art. 11 of the 
Charter.99

Others argue that data protection is a promising approach,100 thus the Gen-
eral Data Protection Regulation, the ‘GDPR’101 should be applied. The main point 
of this argument is that the right to erasure, also known as the ‘right to be for-
gotten’,102 guaranteed by the GDPR in Art. 17 could be an effective tool to combat 

	 97	Consolidated version of the Treaty on the Functioning of the European Union, OJ C 326, 
26.10.2012, p. 47–390.

	 98	Rizza and Guimarães Pereira, 2013, p. 49.
	 99	Rizza and Guimarães Pereira, 2013, p. 23.
	100	As an excursion outside the EU, the 2021 ‘Cyber and Data Protection Act’ of Zimbabwe 

follows this approach. See: Preventing cyberbullying under the Data Protection Act, 2022.
	101	Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 

on the protection of natural persons with regard to the processing of personal data and 
on the free movement of such data, and repealing Directive 95/46/EC (General Data Pro-
tection Regulation), Text with EEA relevance, OJ L 119, 4.5.2016, p. 1–88.

	102	Hulkó and Marinkás, 2023.
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cyberbullying.103 Indeed cyberbullying is characterised on the one hand by the 
fact that it takes place on online platforms accessible to a large public, i.e. the vic-
tim is bullied in front of a significantly larger audience than in case ‘traditional 
bullying’, and on the other hand by the fact that the bullying content remains 
accessible for a long period of time. However, at the time of writing,104 the Court 
of Justice of the European Union (hereinafter: CJEU) has not yet handed down 
any judgments in which cyberbullying has been the subject of proceedings, 
although it has dealt with the right to be forgotten, on several occasions, and 
some trends can be discerned in relation to this right. According to the Google 
Spain case,105 an individual has the right to request the removal of his or her 
personal data from the search engine results of the internet, but this right is not 
absolute: each request must be examined on a case-by-case basis, striking the 
right balance between the fundamental rights to the protection of personal data 
and privacy of the data subject and the legitimate interests of internet users, 
including freedom of expression and opinion. The rights to data protection and 
privacy prevail over the right to information where information on the individ-
ual’s private life is sensitive and knowing the information at hand is not a public 
interest. The latter two conditions clearly apply to data made public as part of 
cyberbullying. In the Google LLC case,106 the CJEU clarified the above ruling by 
stating that the search engine operator, when executing a request for deletion of 
a link, is not obliged to carry out the deletion on all versions of its search engine, 
but only on the Member State specific versions of the search engine, that is to say 
the GDPR does not have extra territorial effect in this respect.107 In a case initiated 
by a Hungarian domestic court, namely, the C-46/23 Budapest Főváros IV. Kerület 
Újpest Önkormányzat Polgármesteri Hivatala v Nemzeti Adatvédelmi és Információsz-
abadság Hatóság judgment, ruled that that the national supervisory authority 
may order the erasure of data processed unlawfully, even in the absence of a 
prior request by the data subject, and that such erasure may also cover data 
collected from that person and from other sources.108

	103	Cook, 2015.
	104	10 January 2024.
	105	Case C-131/12, Google Spain, judgment of 13 May 2014.
	106	Case C-507/17, Google LLC, successor in title to Google Inc. v Commission nationale de l’infor-

matique et des libertés (CNIL), judgment of 24 September 2019.
	107	Bourne et al., 2020.
	108	 ‘Article 58(2)(d) and (g) of [the GDPR] must be interpreted as meaning that the super-

visory authority of a Member State is entitled, in the exercise of its corrective powers 
foreseen under those provisions, to order the controller or processor to erase unlawfully 
processed personal data, even though no request to that end has been made by the data 
subject with a view to exercising his or her rights pursuant to Article 17(1) of that regula-
tion.’ – For a detailed analysis of the case, please see: Angyal, 2024, pp. 4-12.
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Last but not least some independent initiatives also worth mentioning like 
the Youth Pledge for a Child-Friendly Internet,109 the Youth Call for Action,110 aimed 
at preventing bullying online by creating a school climate free from bullying, 
and the opportunities to use artificial intelligence tackling the issue of cyber-
bully.111 – The latter idea is articulated in a 2021 proposal for legislation of the 
European Commission as well.112

4. Child Protection in the Digital Age ‘from the Digital Age’ – 
EU Perspective

The ever-increasing use of digital space poses unknown threats to each con-
sumer; naturally, children are more endangered than average users. When it 
comes to the analysis of EU’s primary law, it must be stated that the legal basis 
of an effective child protection system is not laid down in details, at least explic-
itly. The TEU declares that the protection of the rights of the child is one of the 
EU’s core values regarding the realisation of both its inner policies and exter-
nal activities.113 According to the TFEU, ‘trafficking in human beings and sexual 
exploitation of women and children’ belongs to the category of euro-crimes.114 
Title III of the Charter encompasses the rights of the child; in this provision ‘the 
right to such protection and care as is necessary for their well-being’ and the 
child’s best interest as a primary consideration must be accentuated.115 There-
fore, it can be deduced that EU’s child protection system stands on the grounds 
of several competences that do not refer to the issues of children explicitly in the 
Founding Treaties.

	109	Youth Pledge for Better Internet [Online]. Available at: https://www.betterinternetforkids.
eu/en/policy/youth-pledge-for-a-better-internet

	110	1st European Youth Day at Europol, 20 November 2018 [Online]. Available at: https://www.
europol.europa.eu/sites/default/files/documents/call_for_action-european-youth-day.pdf

	111	Rakhmatov, 2022.
	112	European Commission, Proposal for a Regulation of the European Parliament and of the 

Council Laying Down Harmonised Rules on Artificial Intelligence (artificial intelligence 
act) and Amending Certain Union Legislative Acts, COM(2021) 206 final, Brussels, 21.4.2021.

	113	TEU, Art. 3(3) and (5).
	114	TFEU, Art. 83(1). In the field of common immigration policy, the basis of harmonisation 

can also be the aim of combatting trafficking in persons, in particular women and chil-
dren. See: TFEU, Art. 79(2)(d).

	115	Charter, Art. 24. Of course, other articles also influence indirectly the status of children. 
For a brief overview, see: Kaesling, 2023, pp. 79–80.

https://www.betterinternetforkids.eu/en/policy/youth-pledge-for-a-better-internet
https://www.betterinternetforkids.eu/en/policy/youth-pledge-for-a-better-internet
https://www.europol.europa.eu/sites/default/files/documents/call_for_action-european-youth-day.pdf
https://www.europol.europa.eu/sites/default/files/documents/call_for_action-european-youth-day.pdf
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The enumeration of the relevant EU (secondary) legislation influencing 
child protection is almost impossible, since a huge number of legal instru-
ments encompasses provisions sporadically. The sources concerned can be 
divided into two pairs of categories: firstly, soft law and hard law instruments 
can be distinguished through the examination of their legal binding force; 
secondly, analysing the core content of the pieces of legislation, we may differ-
entiate instruments on child protection (direct instruments) and instruments 
regulating other kinds of social relations with specific provisions applicable 
to children (indirect instruments).116 Therefore, we find reasonable the divi-
sion of these sources into four subcategories based on their relation to child 
protection:

	— indirect soft law;
	— direct soft law;
	— indirect hard law; and
	— direct hard law.

Various documents could be discussed in the category of indirect soft law tools 
of child protection; therefore, introduce only a few pieces of paramount impor-
tance here. The 2030 Digital Compass117 mentions among the so-called ‘digital 
principles’ the protection and empowerment of children in the online space. In 
2023, the European Parliament adopted a resolution concerning consumer pro-
tection in connection with the online video games. In addition to other impor-
tant principals, this document states that children, ‘when playing online video 
games, should benefit from an equal level of protection to that provided by the 
DSA’.118 As a third example, the European Commission’s recommendation119 on 
principles for the protection of players of online gambling deserves to be empha-
sised, since this document encompasses a series of child protection measures, 

	116	Naturally, EU sources of child protection are complete with the respective case law 
of the CJEU. However here, due to space constraints, we only focus on pieces of 
legislation.

	117	European Commission, Communication from the Commission to the European Parlia-
ment, the Council, the European Economic and Social Committee and the Committee of 
the Regions – 2030 Digital Compass: the European way for the Digital Decade, COM(2021) 
118 final, Brussel, 9.3.2021, point 15.

	118	European Parliament resolution of 18 January 2023 on consumer protection in online 
video games: a European single market approach, 2022/2014(INI).

	119	As we all know, recommendations are considered legal instruments of the EU, however 
they do not possess binding force like regulations, directives and resolutions do, that is 
why we decided to introduce the mentioned document as an example of relevant soft law 
sources.
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including suggestions regarding the content and broadcast of commercial com-
munications concerned.120

Among direct soft law instruments, the EU Strategy on the Rights of the 
Child and BIK+,121 already discussed in subchapter 3, stand out from the past 
few years. Besides, The EU’s Strategy for a more effective fight against child sex-
ual abuse122 may be classified here, an instrument with the finality of provid-
ing a comprehensive response to the threat of child sexual abuse, both on- and 
offline; to achieve this, it envisages the full implementation by Member States 
alongside with the revision of the existing framework of protection, and the 
strengthening of law enforcement in the area, enhancing ‘cooperation among 
all stakeholders’.

In subchapter 3, a number of indirect hard law instruments has been intro-
duced like DSA, AVMSD and the European Electronic Communications Code, 
their most significant rules concerning child protection have been briefly sum-
marised.123 Instead of an attempt to create a taxation about this subcategory, 
we just refer to the criminal procedure related EU harmonisation activity and 
to some of its special minimum standards. According to EU law, persons under 
the age of 18 has special rights both as suspects or accused ones and as victims 
in criminal procedures. In the group of indirect hard law instruments, we shall 
place the directive on the protection of victims of crime,124 which has a general 
focus in the sense that it provides rights to victims of each age group, but spe-
cific child protection elements also appear: (i) child’s best interest as primary 
consideration and the promotion of child-sensitive approach appear among the 
objectives in Art. 1(2); (ii) the rules on the right to protection of privacy (Art. 21) 
contain an obligation for Member States to ‘ensure that competent authorities 
may take all lawful measures to prevent public dissemination of any informa-
tion that could lead to the identification of a child victim’; (iii) pursuant to Art. 

	120	For all the measures related to minors in the cited document, see: 2014/478/EU: Commis-
sion Recommendation of 14 July 2014 on principles for the protection of consumers and 
players of online gambling services and for the prevention of minors from gambling 
online, Text with EEA Relevance, OJ L 214, 19.7.2014, p. 38–46, points 8–14.

	121	See: footnotes 77 and 78.
	122	European Commission, Communication from the Commission to the European Parlia-

ment, the Council, the European Economic and Social Committee and the Committee of 
the Regions – EU Strategy for a more effective fight against child sexual abuse, COM(2020) 
607 final, Brussels, 24.7.2020.

	123	See: footnotes 74–76. Major provisions of DSA are discussed in subchapter 5.
	124	Directive 2012/29/EU of the European Parliament and of the Council of 25 October 2012 

establishing minimum standards on the rights, support and protection of victims of 
crime, and replacing Council Framework Decision 2001/220/JHA, OJ L 315, 14.11.2012, p. 
57–73.
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24 on the right to protection of child victims, it is stated that, in criminal inves-
tigations, interviews with the child shall be recorded, thus the records can be 
used as evidence in order to avoid unnecessary repetition of such actions.125

Finally, we chose to emphasise the role of two direct hard law instruments. 
The first source serves substantial criminal law harmonisation concerning sex-
ual abuse and sexual exploitation of the children and child pornography.126 Art. 
5, that describes minimum standards of the offence of child pornography, reacts 
to certain typical online phenomena like sexting that may be considered devi-
ances.127 Returning to the issue of the rights of the child in criminal procedures, 
there is a separate directive that recollects special requirements in favour of the 
protection of juvenile offenders.128 Related to technological solutions and chal-
lenges, two provisions must be highlighted: (i) the requirement of providing the 
opportunity of making an audiovisual record of questioning, if it is proportion-
ate in the circumstances of the case (Art. 9); (ii) and the right to privacy, mean-
ing that the previously mentioned records cannot be distributed and that court 
hearings shall be held in the absence of the public (Art. 14).129

We can conclude that the protection of children against online (and offline) 
threats has a fragmented, yet detailed legal regime on EU level, nonetheless 
it does not guarantee a sufficient level of defence, since today, although their 
ideas may prevail in practice, Member States are not bound by the many soft law 
sources presented above and in the cases where implementation is mandatory, 
transposition is usually incomplete or incorrect. From another point of view, 
child protection can never be only an area of (harmonised) legal safeguards. 

	125	The proposal regarding the amendment of the directive concerned was adopted on 12 
July 2023, also affecting children’s accessibility to special assistance. For a summary on 
the content of the amendment, see: Görgényi, 2023, pp. 250–252.

	126	Directive 2011/93/EU of the European Parliament and of the Council of 13 December 2011 
on combating the sexual abuse and sexual exploitation of children and child pornogra-
phy, and replacing Council Framework Decision 2004/68/JHA, OJ L 335, 17.12.2011, p. 
1–14.

	127	On the other hand, the transposition of this provision created further problems in prac-
tice. Namely, it renders Member States to criminalise the act of interchanging indecent 
photos between two minors, which clearly could not be the purpose of the legislator. In 
Hungary, scholars argue that criminal courts shall solve such cases by declaring that the 
criminal offence in question is not committed due to the lack of danger to society. See: 
Ambrus, 2021, pp. 105–106; Mezei, 2021, pp. 27–28. In contrast, recordings not originally 
obtained by unlawful means may later be used for unlawful purposes like revenge porn. 
See: Sorbán, 2023, pp. 180–181.

	128	Directive (EU) 2016/800 of the European Parliament and of the Council of 11 May 2016 
on procedural safeguards for children who are suspects or accused persons in criminal 
proceedings, OJ L 132, 21.5.2016, p. 1–20.

	129	For more details on the content of the directive concerned, see: Róth, 2018, pp. 834–839.
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In our opinion, EU initiatives should rather focus on the effectiveness of pro-
grammes and other actions raising user awareness, thus teaching children how 
to handle the risks of cyberspace.

5. The Beginning of a New Age of platform liability (?): 
Main Rules of DSA

In an effort to provide a holistic picture of our main issue, in addition to the lia-
bility rules on perpetrators, we considered necessary to give a brief introduction 
on the EU regulation affecting the ‘third parties’ concerned in such unlawful 
situations, i.e. those persons who operate online platforms.

Because of the expansion of online platforms, and the online sphere in gen-
eral, new dilemmas frequently emerge, affecting different branches of law and 
leading to the accelerated development of relatively new areas of regulation; this 
is the case of consumer protection law too. As new forms of violations appear, 
issues regarding the right to privacy130 or rather, the concept of private sphere 
needs to be reinterpreted.131 In our opinion, these arguments prove that digital 
platforms need a sui generis legal regulation to ensure security for users. Moreo-
ver, as physical frontiers do not limit the harmful activities realised in the online 
space, the creation of a supranational legal framework is desirable. We can state 
that in Europe, a major development has taken place in this regard.

In autumn 2022, two legal instruments of fundamental importance were 
adopted by the EU legislator, delivering a new framework applicable to activities 
in the digital sphere: the regulation mentioned several times throughout this 
chapter, the DSA and the Digital Markets Act (hereinafter: DMA132).133 In simple 

	130	For different scientific approaches on the concept of the right to privacy, see: Halász, 
2023, pp. 59–74.

	131	For example, Barzó and Halász analysed the discussed issue in connection with the pro-
tection of personal rights in Hungary. They identified several new problematic areas, e.g. 
related to biometric identification and the so-called ‘cookies’. Barzó and Halász, 2020, pp. 
46–47.

	132	Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 Septem-
ber 2022 on contestable and fair markets in the digital sector and amending Directives 
(EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act), Text with EEA relevance, OJ L 
265,12.10.2022, p. 1–66.

	133	The two regulations are part of a strategy of five major projects with the aim of the ‘Euro-
pean re-sovereignisation’. In this context, according to Bendiek, the notion ‘sovereignty’ 
has a new meaning, as it refers to ‘a multi-level political practice’ (eine politische Mehre-
benenpraxis) in Europe. Bendiek, 2021, pp. 6–8.
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terms, we can state that the provisions of DSA mainly focus on consumer pro-
tection, while DMA sets standards that fall within the scope of competition law. 
As the whole chapter analyses the pieces of EU’s legal framework that provide 
protection for individuals, we have decided to omit the examination of compe-
tition law regulation, so subchapter 5 concentrates on the concept represented 
by DSA. Additionally, as DSA is a new piece of legislation, we feel obliged to 
summarise the main rules of this area on EU level before 2022.

5.1. The ‘Ante DSA Era’ – Relevant Provisions of the 
E-Commerce Directive

As legal challenges in connection with online platforms have showed up rel-
atively recently, legislative bodies, both on supranational and intra-national 
level, took their time to outline the foundations of the respective regulation. 
Moreover, since in this area European legal culture has no well-established legal 
traditions, the regulatory concepts applied by Member States logically diverge 
from each other, at least to some extent. Therefore, the adoption of instruments 
with the aim of a comprehensive harmonisation envisages the need for creat-
ing a European concept of platform law, which is a major task in itself. Hence, 
self-regulation of digital platforms has been playing a key role in the area.

As a relatively important piece of legislation concerning digital services 
from the ‘ante DSA era’, we chose to briefly introduce relevant rules of the 
E-Commerce Directive (hereinafter: ECD).134 Its main objective is to ‘contribute 
to the proper functioning of the internal market by ensuring the free movement 
of information society services135 between the Member States.’136 To this end, it 
determines provisions in several fields; hereby we highlight rules on commer-
cial communications,137 the liability of intermediaries and codes of conduct.

Section 2 of ECD encompasses requirements of commercial communications. 
Pursuant to Art. 6, in addition to other information requirements prescribed by 
EU law, Member States shall guarantee that commercial communications that 

	134	Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on 
certain legal aspects of information society services, in particular electronic commerce, 
in the Internal Market (‘Directive on electronic commerce’), OJ L 178, 17.7.2000, p. 1–16.

	135	As for the legal definition of ‘information society services’, ECD makes a reference to 
Art. 1(2) of Directive 98/34/EC, which was repealed in 2015. See: Directive 98/34/EC of the 
European Parliament and of the Council of 22 June 1998 laying down a procedure for the 
provision of information in the field of technical standards and regulations, OJ L 204, 
21.7.1998, p. 37–48.

	136	ECD, Art. 1(1).
	137	For the definition of commercial communication, see: ECD, Art. 2(f).
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are part of, or constitute, an information service also comply with the follow-
ing criteria: (i) ‘the commercial communication shall be clearly identifiable as 
such; (ii) the natural or legal person on whose behalf the commercial commu-
nication is made shall be clearly identifiable; (iii) promotional offers […], where 
permitted in the Member State where the service provider is established, shall 
be clearly identifiable as such, and the conditions which are to be met to qualify 
for them shall be easily accessible and be presented clearly and unambigu-
ously; (iv) promotional competitions or games, where permitted in the Member 
State where the service provider is established, shall be clearly identifiable as 
such, and the conditions for participation shall be easily accessible and be pre-
sented clearly and unambiguously.’ In summary, commercial communications 
are required to be easily identifiable, accessible, clearly comprehensible and 
transparent. Art. 7 discusses the issue of unsolicited commercial communi-
cations, better known as spams. Such communications shall also be clearly 
identifiable when received by the recipient. It also states that service providers 
who use such instruments shall regularly consult opt-out registers, where nat-
ural persons can indicate that they do not wish to receive any.138 Art. 8 adds an 
extra condition to commercial communications when ‘provided by a member 
of a regulated profession (such as lawyers or medics), namely that these instru-
ments shall comply with the rules of the profession concerned, ‘in particular, 
the independence, dignity and honour of the profession, professional secrecy 
and fairness towards clients and other members of the profession.’ The same 
article also encourages the establishment of codes of conduct by professional 
bodies.

As for the liability of providers of intermediary services (hereinafter: pro-
viders), the ECD differentiates explicitly between three types of such services, 
also establishing the respective liability rules and grounds of exemption: (i) 
mere conduit (Art. 12); (ii) caching (Art. 13); and (iii) hosting (Art 14.).139 In this 
regard, it is a crucial provision that, pursuant to Art. 15, Member States cannot 
impose on providers ‘to monitor the information which they transmit or store, 

	138	Although, this provision became obsolete not long after its entry into force, since Art. 
13 of the so-called ePrivacy Directive introduced an opt-in system of direct marketing, 
when the recipient is considered a consumer. Directive 2002/58/EC of the European Par-
liament and of the Council of 12 July 2002 concerning the processing of personal data and 
the protection of privacy in the electronic communications sector (Directive on privacy 
and electronic communications), OJ L 201, 31.7.2002, p. 37–47. See also: Lodder, 2017, pp. 
39–40.

	139	For a detailed description of these terms, see: Lodder, 2017, pp. 48–52. For a brief expla-
nation of the liability rules concerned, see: Gosztonyi, 2022, pp. 20–22.
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nor a general obligation actively to seek facts or circumstances indicating illegal 
activity.’140

ECD also encourages self-regulation of the operators concerned: both Mem-
ber States and the European Commission shall promote ‘the drawing up of codes 
of conduct […], designed to contribute to the proper implementation of [the main 
provisions of ECD]’ and codes promoting ‘the protection of minors and human 
dignity’. EU also encourages the participation of associations or organisations 
representing consumers in the drafting process of such documents. Moreover, 
the idea of interchanging best practices based on information granted by profes-
sional and consumer associations with practical experience.141

5.2. The structure and the main novelties of DSA

DSA, which consists of 93 articles in total, is a codex-like piece of EU legislation 
on intermediary services. Here, our purpose is to summarise the structure and 
the main novelties, thus we refrained from giving a comprehensive presentation 
on each norm.

5.2.1. Objective, Scope and Selected Basic Notions

Art. 1(1) of DSA clarifies the main objective of the regulation, namely ‘to con-
tribute to […] the internal market for intermediary services by setting out har-
monised rules for a safe, predictable and trusted online environment that facilitates 
innovation and in which fundamental rights enshrined in the Charter, including 
the principle of consumer protection,142 are effectively protected.’ Then Art. 1(2) 
states the three main fields of harmonised rules:

	— ‘a framework for the conditional exemption from liability of providers of 
intermediary services;

	— rules on specific due diligence obligations tailored to certain specific cat-
egories of providers of intermediary services;

	— rules on the implementation and enforcement of this Regulation, includ-
ing as regards the cooperation of and coordination between the compe-
tent authorities.’

	140	To complete the picture, it must be noted that the second paragraph of the same article 
allows Member States to establish obligations for providers to inform public authorities 
whenever they become aware of alleged criminality. It must be emphasised that this meas-
ure does not constitute the obligation of active monitoring either.

	141	ECD, Art. 16.
	142	 ‘Union policies shall ensure a high level of consumer protection.’ – Charter, Art. 38.
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Nonetheless, regarding the scope of DSA, Art. 2(1) states that it ‘shall apply 
to intermediary services offered to recipients of the service that have their place 
of establishment or are located in the Union, irrespective of where the provid-
ers of those intermediary services have their place of establishment.’ In short, 
whether DSA is applicable depends on the physical location of the recipient; 
from another point of view, providers established outside of the EU will also fall 
under the scope of DSA, whenever their service is used by someone located in 
the EU.

DSA operates with several sui generis notions, of which we must underline 
some. One key term, intermediary service is a subcategory of information soci-
ety services of which the definition is described by a reference to Directive 
2015/1535.143 DSA then uses the same terms as ECD did concerning intermediary 
services, i.e. the three types are distinguished: (i) mere conduit; (ii) caching; and 
(iii) hosting.144 Other two important notions are ‘online platform’145 and online 
search engine’.146 Although it is not placed among definitions, we must empha-
sise the terms ‘very large online platform’ (hereinafter: VLOP) and ‘very large 
online search engine’ (hereinafter: VLOSE). These are intermediary services 
that ‘have a number of average monthly active recipients of the service in the 
Union equal to or higher than 45 million’ and which appear in the designation 
decision of the European Commission.147

5.2.2. The Structure of the Framework Obliging Providers of Intermediary Services

After the general provisions, Chapter II summarises liability rules applicable to 
providers. Similarly to ECD, DSA treats separately the three types of intermedi-
ary services (Art. 4–6), but then adds on Voluntary own-initiative investigations 
and legal compliance (Art. 7), declaring that such initiatives do not affect the 

	143	 ‘[A]ny Information Society service, that is to say, any service normally provided for remu-
neration, at a distance, by electronic means and at the individual request of a recipient 
of services.’ Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 
September 2015 laying down a procedure for the provision of information in the field of 
technical regulations and of rules on Information Society services, Text with EEA rele-
vance, OJ L 241, 17.9.2015, p. 1–15, Art. 1(1)(b).

	144	For the respective definition on each type, see: DSA, Art. 3(g).
	145	DSA, Art. 3(i). As an essential definitional element, it must be underlined that online 

platforms form a subcategory of hosting services. This notion has a different a focus 
and a narrower scope compared to the one in the original proposal of the European 
Commission and to the approach of the OECD. For more details, see: Sorbán, 2022, pp. 
71–72.

	146	DSA, Art. 3(j).
	147	DSA, Art. 33(1). Cf. Ződi, 2022, pp. 73–74.
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eligibility for the exemptions from liability. More importantly, neither ECD did, 
nor DSA does constitute the obligation of general monitoring for providers (Art. 
8). On the other hand, DSA grants the right for national judicial and adminis-
trative authorities to issue orders to act against illegal contents and to provide 
information towards providers (Art. 9–10).148

Chapter III prescribes obligations for different categories of providers. 
Here, DSA presents a layered regulation framework as indicated in the figure 
below.

Providers of Intermediary services (mere 
conduit, caching, hosting) – Arts. 11–15

Hosting services, including online 
platforms – Arts. 16–18

Online platforms (micro 
and small enterprises 

excluded) – Arts. 19–28

Online platforms that allow 
distance contracts (micro and 
small enterprises excluded) – 

Arts. 29–32

VLOPs and 
VLOSEs – 

Arts. 33–43

Figure 1. Layers of DSA Chapter III regulation framework149

	148	See also: Chiarella, 2023, p. 45.
	149	Source: edited by the authors based on DSA.
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As it can be seen, five layers can be distinguished. Each layer must comply with 
the rules prescribed for the more outer layers, i.e. VLOPs and VLOSEs150 are 
obliged by rules of Arts. 11–43; providers of online platforms that allow distance 
contracts are obliged by rules of Arts. 11–32; and so on. Chapter III Section 6 on 
due diligence obligations are also common standards for each category. One 
aspect worth highlighting is that hosting services, including online platforms 
has the duty to ‘put [easy to access and user-friendly] mechanisms in place to 
allow any individual or entity to notify them of the presence on their service of 
specific items of information that the individual or entity considers to be illegal 
content.’151

5.2.3. National and EU Authorities

As part of the implementation, DSA obliges Member States to designate one or 
more competent authorities to be responsible for the supervision of providers 
and the enforcement of itself. One of these authorities must be chosen as the 
‘Digital Services Coordinator’ (hereinafter: DSC) that holds responsibility in the 
Member State concerned. DSCs must cooperate with each other and competent 
EU actors, i.e. the European Commission and the European Board for Digital 
Services (hereinafter: Board).152 Furthermore, DSCs function as fora of com-
plaints; a complaint can be lodged by the recipients of the service and by ‘any-
body, organisation or association mandated to exercise the rights conferred by 
this Regulation on their behalf’.153 Then DSCs draw up annual reports, including 
the number of received complaints and an overview of their follow-up, which 
must be available publicly and also sent to the European Commission and the 
Board.154 Finally, a special competence worth mentioning is that, if certain cri-
teria are met, DSCs have the possibility to lead joint investigations, of which the 
duration is three months unless otherwise agreed amongst the participants.155

In addition to the European Commission, a sui generis body of DSA is the 
Board, an organ that consists of delegated members of DSCs, chaired by the 

	150	For the complete list of VLOPs and VLOSEs, see: Supervision of the designated very large 
online platforms and search engines under DSA [Online]. Available at: https://digital-strategy.
ec.europa.eu/en/policies/list-designated-vlops-and-vloses (). For a brief summary on the 
duties of VLOPs and VLOSEs, see: Chiarella, 2023, pp. 47–49.

	151	DSA, Art. 16(1). For more information regarding the lawful treatment of illegal content, 
see: Bendiek, 2021, pp. 9–11.

	152	DSA, Art. 49. The exact powers of DSCs provided by EU measures are listed in Art. 51.
	153	DSA, Art. 53.
	154	DSA, Art. 55.
	155	DSA, Art. 60.

https://digital-strategy.ec.europa.eu/en/policies/list-designated-vlops-and-vloses
https://digital-strategy.ec.europa.eu/en/policies/list-designated-vlops-and-vloses
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European Commission. The Board mainly has advisory consultative and sup-
portive powers and can adopt opinions and recommendations.156 A  specific 
information sharing system has been established that national and EU bodies 
concerned shall use for all communications related to their competences pre-
scribed by DSA.157

5.2.4. Financial Sanctions in DSA

DSA introduces two types of financial sanctions: (i) fine; and (ii) periodic penalty 
payment. A fine is a one-time sanction that shall be imposed in case of the vio-
lation of certain rules of DSA, while periodic penalty payment is applied period-
ically when a provider fails to fulfil a decision of the competent authority. Both 
types are maximised based on the worldwide turnover of the provider concerned 
in the preceding financial year. Member States have the right to formulate their 
own measures complying with these provisions. In connection with VLOPs and 
VLOSEs, the European Commission has the right to impose the sanctions.

5.3. Expectations and Misgivings

From the European perspective, it is indisputable that DSA has brought the new 
age of platform regulation with an unprecedented complexity. Nevertheless, it 
is worth noticing that the regulation in question does not create a completely 
new framework but improves the one based on ECD.158 Some scholars argue that 
these improvements will strengthen the enforceability of both consumer rights 
and fundamental rights.159 Others state that the introduction of new categories 
(VLOPs and VLOSEs) and the mandatory designation of national authorities 
(DSCs) supplemented by the Board will eventually result in the development 
of a consistent, ‘European practice’ in the area.160 In this regard, crucial ques-
tions like jurisdictional issues, the protection of vulnerable consumers and the 
interpretation of new notions provided by DSA must be discussed.161 In princi-
ple, these improvements will have an overwhelmingly positive impact. On the 
other hand, experts have already expressed their concern regarding the fact 
that tightening liability rules could lead to the deficit of certain fundamental 

	156	DSA, Arts. 61–63.
	157	DSA, Art. 85.
	158	Zankova and Gosztonyi, 2022, p. 74.
	159	Halász, 2023, p. 222.
	160	Zankova and Gosztonyi, 2022, p. 77. Cf. Gombos, 2023, pp. 115–116.
	161	Gombos, 2023, pp. 114–115.
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rights. Specifically, the obligation to remove illegal content, including content 
that constitutes hate speech, is likely to result in excessive removal practices, 
thereby limiting unnecessarily the freedom of expression.162

At this point, all the opinions mentioned are hypothetical statements, only 
radical change is certain. The success of European legislation was just the first 
essential step towards a reliable and secure digital sphere. Both jurisprudence 
and legal practice will play prominent roles in realising the potential of DSA and 
avoiding pitfalls in the coming years.

Summary

Final Thoughts on the Status Quo of EU Legislation vs. Deviances 
Induced by Hatred

Legal regulation, especially criminal law regulation, is reactive in nature, i.e. it 
evolves by solving new problems arising from the development of social and eco-
nomic relations. From the 1990s onwards, computers began to slowly become 
part of everyday life, thus we entered the digital age. These days our smartphones 
are capable of performing more different functions than those computers thirty 
years ago and no man can foresee the new directions for future development – 
today, it is more than likely that computers will eventually become part of the 
human body as implants.163 This ever-accelerating technological process causes 
accelerated pace of change in social and economic relations too. Consequently, it 
is becoming increasingly difficult for intra-national legislations to improve their 
legal regimes accordingly. Furthermore, online crime and new forms of cyber-
deviance know no national borders; a change of (physical) location is no longer 
necessary to commit an offence with an international component. Therefore, 
international cooperation has become a cornerstone of effective law enforce-
ment, requiring the (at least partial) harmonisation of the respective national 
regulations. In Europe, it is evident that the driving force behind such a cooper-
ation shall be the EU.

In this chapter, we strived to summarise the most important tools provided 
by EU legislation to date. Assessing the progress as it stands today, we must 
declare that the reactivity of the supranational legislator is far from optimal. 

	162	Zankova and Gosztonyi, 2022, pp. 78–79; Turillazzi et al., 2023, pp. 93–94.
	163	This prediction is no longer part of science fiction. In early 2024, it was officially 

announced that Neuralink had placed its first chip in a human brain. See: Guarino, 2024.
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The legal instrument currently harmonising hate speech and hate crime was 
adopted in the form of a framework decision, i.e. a sui generis source of law of 
the late Third Pillar. More than fifteen years passed since its entry into force, 
but today not even the legal basis of the adoption of a new directive in the area 
is laid down properly in the Founding Treaties, although the first steps have 
been taken in this regard. The concept of cyberbullying as a new criminal law 
minimum standard towards Member States has not been developed yet.164 It can 
be stated that many national legal systems in Europe are more advanced from 
this point of view. The ‘applicable legal framework’ enumerated in subchapter 
3 does not provide the sufficient level of protection against such criminal activ-
ities. The use of analogy may be a beneficial way of treating the problem, nev-
ertheless the majority of criminal law theorists argue that its use would violate 
the principle of legality, thus cannot be applied.165 The child protection system 
consists of numerous instruments, both soft law and hard law; the regulation 
is fragmented. In our opinion, apart from certain types of criminal offences 
which are usually perpetrated online and the rights of the children in criminal 
procedures, EU should rather promote the interchange of national best practices 
on a regular basis, since child protection is a far too complex issue; a compre-
hensive (hard law) harmonisation is hardly achievable. In the field of platform 
law, DSA and DMA can both be considered significant results of EU legislation. 
In subchapter 5, we focused on the main rules of DSA which are quite promising 
theoretically. Nonetheless, several innovative solutions shall be applied from 17 
February 2024, thus we still do not know precisely what kind of new, unforeseen 
practical problems may emerge.

As a final conclusion, we must declare that the current EU framework does 
not give the impression of an up-to-date system of legal norms in the discussed 
areas. On the other hand, it can be noticed that relevant initiatives are in pro-
gress, however the applicable legislative procedures, when the European society 
faces such urgent issues, are too time-consuming. The way we see it, in order to 
achieve effective harmonisation, and through harmonisation, effective cooper-
ation in practice, Member States might create other fora to facilitate the approx-
imation of different national concepts in the field of these common problems.

	164	At this point, it is worthy of note that a potential theoretical basis for the future EU con-
cept of cyberbullying could be derived from the ratio decidendi of the relevant case law of 
the European Court of Human Rights. For its most relevant decisions, see: Béres, 2023, 
pp. 89–93.

	165	Although, the total ban of the use of analogy in criminal law is rather debated in some 
cases. On this question, see: Horváth and Sántha, 2019, pp. 70–71; Belovics, 2020, pp. 
624–625; Myftari and Guço, 2021, pp. 20–22, 25.
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