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Mitigating harmful content on social media via platform
regulation: The Digital Services Act and content
assessment

The Digital Services Act (DSA) implements a legal framework for digital services, in-
cluding social media platforms, to ensure that they operate in responsible, accounta-
ble ways. With an objective involving three critical theoretical pillars—transparency,
accountability, and responsibility—the DSA, among other functions, (mostly) holds
online platforms liable for content that they publish and also imposes requirements
that they mitigate and remove harmful content. However, from a critical standpoint,
the DSA begs some pivotal questions. For one, how can such a legal document, even
if binding, mitigate the severe societal, psychological, emotional, and even physical
dangers and detriments experienced by victims of social media abuse? For anoth-
er, how can a supranational regulation combat local disinformation campaigns and
political propaganda? In this article, we encourage not only introducing, analyzing,
and critically examining the DSA but also propose policy recommendations to ame-
liorate content moderation on social media platforms.
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1. Road to the Digital Services Act (DSA)

Social networking sites have become the dominant communication tools of the 21st
century. As they continue to rapidly evolve, both technologically and in the number
and types of users, it remains challenging to predict the direction that they will take.
Legislation for such sites and social media platforms in general, as with all aspects
of life, lags behind and rarely anticipates changes. Meanwhile, technology expands
freedoms, and the law tries to catch up. Such trends are especially apparent regard-
ing the regulation of networking sites, which billions of people now use on a daily
basis. Indeed, those sites are the new city centers of the world and give each user
their own set of soapboxes (Casey 2021, 33). The result has been problems that are
difficult to address with legal regulation and now require an entirely new regulato-
ry approach.

Legislating online harms on social networking sites and social media platforms
is essential for a healthy democracy. The vast reach and influence of such sites and
platforms have made them primary sources of information and interaction for bil-
lions of users. However, without proper regulation, they can quickly become con-
duits for the spread of harmful content, including disinformation, hate speech, and
incitements to violence, all of which can have real-world repercussions. At the same
time, they primarily operate based on self-regulation, which can lead to inconsist-
encies in content moderation, leave victims of virtual harms without effective re-
dress, and generally allow the platforms to influence the course of public discourse
as they see fit. At any time, a platform can decide that a particular type of opinion
or an unpopular political group is somehow disadvantageous and consequently ban
or filter them out, whether openly or without notice (Tutt 2014). That possibility
creates an entirely new situation for the democratic public, because no guarantee
exists that a private company with absolute control over a platform that hosts large
volumes of public discourse will not significantly distort the public debate for its
own interests (Harawa 2014, 396). That risk is particularly important because social
networking sites provide some of the most convenient and arguably most effective
ways to participate in social discourse. Regular users of social networking sites are
also arguably far more politically active than others, meaning that any influence
exerted on the platforms can have more direct political consequences than on other
media platforms (Pew Research Center 2011).

There is a critical social need to not only preserve the freedom of social media
platforms by permitting as little state influence as possible but also to regulate them
in a reassuringly broad way and to curb their power to unduly influence the dem-
ocratic public. Striking an appropriate balance between those two competing inter-
ests is complicated, however. If the internet is indeed an unregulated, free virtual
world, then any attempt to regulate it entails the loss of certain freedoms. Regulating
internet infrastructure can constitute a restriction on freedom of expression, even
when not targeted at specific content or at what can and cannot be said. At present,
it seems that not only legislators but also the platforms themselves are gesturing to-
ward accepting regulation, even if their motivation remains unclear. Aside from any
possible antidemocratic motives to restrict citizens’ freedom of expression online,
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which are necessarily incompatible with the ideals of free speech, most serious reg-
ulatory initiatives have sought to make the internet a safer, more enjoyable place for
minors and adults alike. Despite the assumption that social media platforms think
no differently, the primary motivation for regulatory intervention is perhaps more
economical, for it is far more cost-effective to comply with a general set of rules than
to comply with different laws in each country.

The current operation of online platforms is not free from specific legal regula-
tion by the state but subject to several different rules. Platforms are partly covered
by media regulations, electronic commerce law, contract and consumer protection
law, data protections, and competition law, among others. However, the question of
how to regulate social networking sites often raises the dilemma of whether local
regulation at the national level or regional regulation at the level of the Europe-
an Union (EU) is more appropriate. The law recognizes both forms of regulation
because there is both national and transnational legislation regarding online plat-
forms (Pillalamarri and Stanley 2021). However, one of the most significant legal
challenges in the world of social media is precisely that the most popular platforms
operate globally. Although most of those sites started and remain based in the Unit-
ed States (e.g., Facebook, YouTube, and X, formerly Twitter), the very nature of the
internet means that they are available all over the world.

For that reason, social media platforms have to comply with an array of differ-
ent, often conflicting, legal provisions in their operations. In recent years, the EU
has recognized the dangers posed by online platforms and begun to employ vari-
ous tools in response, including self-regulatory codes (e.g., the 2022 Code of Practice
on Disinformation), directives (e.g., EU Directive 2017/541 on combating terror-
ism), and regulations (e.g., EU Regulation 2019/1150). However, the most significant
piece of legislation—the real game-changer—has been the Digital Services Act (DSA;
Gosztonyi 2025).

2. The Digital Services Act (DSA)

In view of content moderation-related polemics, especially in the context of digi-
tal safety, the European Commission issued a proposal in late 2020 titled “Shaping
Europe’s Digital Future.” Among other things, it envisioned a comprehensive regu-
latory package on platform governance consisting of two major regulations: the Dig-
ital Markets Act and the DSA (Cauffman and Goanta 2021). Between them, the DSA
amassed unprecedented attention from legal practitioners, stakeholders, and legal
scholars owing to its innovative, holistic regulation of popular intermediary plat-
forms such as Facebook, X (formerly Twitter), and TikTok. The core of the European
regulation rests in a rather logical understanding of platform use—that very large
online platforms (VLOPs), which have more than 45 million monthly active users in
the EU (DSA, Article 33), wield extensive influence over public discourse and con-
tent dissemination and are therefore inherently and instrumentally accountable for
and should be liable to impose effective mechanisms to provide safeguards against
illegal and harmful content that may potentially reach millions of users (Papp 2022).



The principles to ensure that the platforms are indeed obliged to act against social
media abuse stand on three critical pillars: transparency, accountability, and respon-
sibility (Decarolis and Li 2023). However, even though the DSA represents a signif-
icant stride toward enhancing the digital landscape’s safety and reliability, critical
questions loom large. For one, how effectively can a legal document, albeit binding,
mitigate the severe societal, psychological, emotional, or even physical dangers and
detriments faced by victims of social media abuse? For another, can a supranational
regulation effectively combat the localized scourges of disinformation campaigns
and political propaganda? In this article, we examine the key obligations of the DSA
and their effectiveness in the context of harms on social media.

2.1. DSA and the moderation of illegal content: A brief overview

As mentioned in the official communiqué of the European Commission (2023), a
core value of the DSA is creating a safer online world by protecting users from illegal
content, assessing cyberbullying and other forms of online harassment, and imple-
menting a more transparent content moderation framework for platforms. The DSA
defines illegal content as “any information that, in itself or in relation to an activity,
including the sale of products or the provision of services, is not in compliance with
Union law or the law of any Member State which is in compliance with Union law,
irrespective of the precise subject matter or nature of that law” (DSA, Article 3h).
Such a broad definition of illegal content is welcome in principle, for it can help to
ensure that the legislation covers the most comprehensive possible range of harmful
content online. Nevertheless, it can also lead to uncertainty in its application.

To ensure the above while not imposing an unnecessary burden to conform,
the DSA does not stray far from European legislation already in effect, namely the
E-Commerce Directive, but instead enforces it and aims to make its stipulations
more user-centered. The Directive, enacted in 2000, proposes the renowned “no-
tice-and-takedown” mechanism (DSA, Article 14), which permits intermediaries
to enjoy immunity for illegal content on their platforms, whether it entails illegal
substances, violence, or nudity, as long as they lack knowledge of such content or,
upon receiving notice or otherwise becoming aware of it, remove it from their pages
(Urban, Karaganis and Schofield 2016). At the same time, the notice-and-takedown
provision also has the power to free platforms from conducting general monitoring
and/or fact-finding, which practically waives their obligation to seek out illegal con-
tent on their pages.

Added to that, Article 16 of the DSA strengthens the notice-and-takedown mech-
anism, albeit with a slight twist. The mechanism proposed by the new regulation
sets forth that service providers acting as hosts, including online platforms, are to
implement additional mechanisms to allow users to report seemingly illegal con-
tent on their platforms or content that may violate the platform’s terms of use. The
latter option derives from the profoundly controversial liaison between users and
platforms; although the equality of arms in the relationship is practically nonex-
istent due to the extreme financial power of platforms, users are essentially in a



MITIGATING HARMFUL CONTENT ON SOCIAL MEDIA VIA PLATFORM REGULATION

contractual relationship with platforms once they accept their terms of use (Orto-
lani 2023a). Thus, given the principle of pacta sunt servanda, users are to submit to
every provision implemented by the platform or else be restricted from using the
platform’s services (Quintais, Appelman and O Fathaigh 2023). Subsequently, to en-
force transparency and adequate responsibility, platforms are required to provide a
statement of reason if they decide to impose restrictions on the content or any user
who has published such content after having received a notice (DSA, Article 17). Re-
striction thus serves as an umbrella term in the DSA, with applications that include
making content less visible or accessible on the platform, removing user accounts
and restricting services, and even demonetizing in some instances (Leersen 2023).
To accentuate the principle of accountability in connection to transparency, state-
ments of reason are required to state the deciding facts of the restriction, whether
automated tools were used to determine the content’s unlawfulness, whether the
content violates the law or terms of use, and the information that users are given for
redress concerning the restriction imposed upon them (Leersen 2023). Last, inter-
nal provisions for handling complaints are to be presented. The chief aim of those
mechanisms is to allow platforms to review initial decisions and thereby provide an
in-house solution for complaints lodged by sanctioned users. In practice, as Pietro
Ortolani (2023a) has highlighted, internal complaint handling aims to conceptualize
moderation systems to synthesize the difficulties of the task of (mostly human) con-
tent moderation and users’ rights.

A final aspect that merits mention is the DSA’s rigid differentiation of platforms
by size and size of userbase. VLOPs, including Google or Facebook, bear more obliga-
tions than platforms with fewer than 45 million monthly active users. A crucial part
of that discriminative (Husovec 2024) regulatory philosophy is risk management.
The DSA proposes that VLOPs shall play an active role in assessing and mitigating
systemic risk, a term vaguely defined by the DSA in four categories: dissemination
of illegal content, adverse effects on fundamental rights, negative effects on demo-
cratic processes (e.g., elections) and public safety, and negative effects on a person’s
well-being or health (DSA, Recitals 80-83). To put the provisions into practice, sys-
temic risks may exemplified as fake news propaganda during election campaigns,
disinformation regarding COVID-19 or other public health emergencies, or the possi-
bility to sell or buy illegal substances on the platform. VLOPs are therefore obliged to
act when systemic risks are identified. They are to assess said risks—that is, identify
and analyze possible risks emerging from the design or algorithmic activities of the
platforms—and mitigate them by, for instance, taking effective, timely actions to
prevent further risks from arising (DSA, Articles 34 and 35).

2.2. A critical approach: The major problems with the DSA’s provisions
regarding content moderation

As for statements of reason, the rationale behind the narrowness of the scope of

reasoning to be provided remains unclear. As Ortolani (2023b) has highlighted, the
DSA does not require reasons from platforms when they forgo taking moderation



measures—for example, leave user-generated content up or decide to not restrict an
allegedly hateful account (cf. Lendvai 2024).

As for the notice-and-action mechanism, the chief practical problem may arise
from the contradictory interpretation of the provision. What indeed should plat-
forms do if user-posted content is not clearly unlawful but the terms of use strict-
ly forbid it from being posted? For example, should Facebook remove graphic but
educational videos of medical procedures? Or is selling “haunted items” with su-
perpowers legal on Facebook Marketplace when the descriptions of the items are de-
ceptive? It is also dubious how effective any network address translation (i.e., NAT)
will be on different platforms. Though Meta (Clegg, 2023) introduced a number of
new features to be in conformity with the DSA, X, for example, is actively seeking to
disregard all European initiatives regarding the fight against fake news or platform
governance (Miller 2023). In those ways, Article 16 introduced more questions than
answers regarding practicality for both users and content moderators.

As for internal systems for handling complaints, Aleksandra Kuczerawy (2023)
has speculated about how the nondiscriminatory and nonarbitrary nature of inter-
nal complaint handling should be interpreted. Such vague terms cause ambiguity
for moderators and addressees and may lead to platforms handling different sce-
narios differently. For instance, should a high-profile account be “whitelisted,” so
to speak? From a practical viewpoint, the vague use of expressions in the DSA also
breeds a different type of polemic. After all, what would happen, as Kuczerawy has
imagined, if users were to appeal decisions en masse?

The DSA also fails to identify and mitigate specified forms of illegal content. As
Asha Allen (2022) has highlighted, online gender-based violence (e.g., cyberstalking)
and nonconsensual forms of content sharing (e.g., revenge porn), as described by
the Proposal for a Directive for Combating Violence Against Women and Domestic
Violence—both of which are highly prevalent but critically overlooked problems in
the online sphere (European Institute for Gender Equality 2024)—are not consid-
ered to be systemic risks by the European regulation. As a consequence, VLOPs are
not required to implement specific measures to assess such polemics (Allen 2022).
It is also unclear how platforms would be able to evaluate gender-based violence
when identified as a systemic risk, for most platforms have no straightforward tools
other than restricting accounts or removing content. On top of that, moderators are
not provided with adequate education on gender-based violence. Despite non-bind-
ing commitments, that issue in the context of systemic risks and content moderation
remains to be resolved.

Last, risk assessment and mitigation are also problematic for several reasons.
The DSA proposes an ex ante position for content moderation regarding systemic
risks; risks are unavoidable and unpreventable on popular platforms, and the prima
habet approach is therefore to mitigate preexisting risks. However, that regulatory
philosophy may spawn two different but equally detrimental practices. The first is
overzealous content moderation by platforms, including the constant, active moni-
toring of content and identifying and addressing polemic content as systemic risks
so that they will not have to engage in mitigation procedures. That option effectively
permits digital authoritarianism and may likely cause a chilling effect among users.
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The second practice is the polar opposite of overregulation: platforms may choose to
not identify systemic risks under the flag of understanding freedom of expression in
a more liberal sense. As a consequence, disinformation about pandemics (cf. Kouzy
et al. 2020) or political propaganda from foreign states may be able to bypass the
provisions of the DSA (Lendvai 2023a). From a practical standpoint, the practice of
the platforms will be instrumental. After all, the DSA provides little to no guidance
on whether the marginalization of certain groups online or algorithmic bias result-
ing in harmful societal effects can be understood as systemic risks.

3. Alternative ways to reduce harmful content

The fight to secure freedom of expression has undoubtedly reached an exciting new
stage in recent years, as the internet enables billions of people to express themselves
freely. States have sought to retake control since the mid-2010s by regulating the
disclosure of illegal content (Gosztonyi 2023, 182). Nevertheless, they have usual-
ly confronted a situation in which regulation can be interpreted only “at different
and sometimes overlapping levels: from the local to the supra-national and global”
(Raboy and Padovani 2010). Thus, “the vertical, centralized and State-based modes
of traditional regulation have been complemented by collaborative, horizontal ar-
rangements, leading to ‘a complex ecology of interdependent structures with a vast
array of formal and informal mechanisms working across a multiplicity of sites™
(Hintz 2015, 111). As Jack Balkin (2018, 1153) has put it, specifically regarding new
methods of content regulation, “In addition to targeting speakers directly, States
now target the owners of private infrastructure, hoping to coerce or co-opt them
into regulating speech on the nation State’s behalf.” In another alarming sign, Adri-
an Shahbaz and Allie Funk (2021, 2) of Freedom House wrote as early as 2021 that
“global norms have shifted dramatically toward greater government intervention
in the digital sphere.”

3.1. Years of cooperation in the EU in the 2010s

An essential step in the fight against harmful content in the EU was adopting and
signing two codes of conduct. In that regard, Petra Lancos, Napoleon Xanthoulis, and
Luis Jiménez (2023) have claimed that using soft law is a strategic means to provide
a frame of reference for member states without taking a step toward harmonization
in a field subject to interventionist measures. The first was the EU Code of Conduct
on countering illegal hate speech online, whereby Facebook, Microsoft, Twitter,
and YouTube—TikTok joined in 2020 and LinkedIn in 2021—committed to, among
other things, reviewing valid reports of unlawful hate speech within 24 hours and
removing or making such content inaccessible. The Code found the mentioned no-
tice-and-takedown system to be an appropriate solution to remove such content.
Not long after, in 2018, Facebook, Google, Twitter, and Mozilla signed the EU Code of
Practice on Disinformation; Microsoft signed in 2019 and TikTok in 2020.



The adoption of those codes was preceded by a European Commission Commu-
nication on online misinformation that characterized platform providers’ responsi-
bility as a question to be carefully examined. However, such codes, which are only
applicable to signatories, cannot be considered a real regulatory solution from a le-
gal standpoint, for they have to “apply within the framework of existing laws of the
EU and its member states and must not be construed in any way as replacing, super-
seding or interpreting the existing and future legal framework.” The weakness may
have been visible when Twitter, under its new owner, Elon Musk, quickly left the
voluntary Code of Practice against disinformation in May 2023 (Krukowska 2023).
Although a considerable advantage is that because the companies had to modify
their terms of service to comply with their voluntary commitments, they essentially
agreed to apply European rules to all their global users.

3.2. An alternative solution

Aside from the mentioned cooperation effort, tech companies have also sought to
develop their own solutions. Facebook, for instance, published a white paper (Bick-
ert 2020) in 2020 that highlighted four problems with internet regulation:

O The legal environment and speech standards differ worldwide, which can
cause inconsistencies because the biggest tech companies operate interna-
tionally.

O Technology is constantly changing, as is speech.

O The implementation will always be imperfect because it has to be applied in
many languages and dialects.

O Companies are merely intermediaries, not content creators.

On those bases, in 2020 Facebook announced the creation of an independent
oversight board of recognized experts tasked with mitigating the enormous amount
of problematic content. The board has been described as the company’s in-house Su-
preme Court, and many have anticipated that the members’ expertise would improve
the quality of the company’s decisions (Lendvai 2023b). However, in time, Facebook’s
first batch of decisions revealed that the sought-after solution was not found. Moreo-
ver, according to Kate Klonick (2021), the “star-studded panel and lavish funding will
prevent regulation while allowing the company to outsource controversial decisions.”
A similar point was made by Laurence Tribe, that Facebook is “generating a patina of
legitimacy that the board’s composition or function cannot justify” (Morgan 2021). It
is their shared view that Facebook’s oversight board is merely designed to mislead the
public—and even more so, U.S. and European politicians—and to serve as a distraction.

3.3. Expert recommendations on legislation

In Judit Bayer’s (2019, 20-21) view, “Because of the international nature of the ser-
vices, the regulation should take place at the supranational level of the EU and
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extension of the rules to the global community should be sought.” Bayer considers
introducing a single but flexible concept necessary, which would greatly facilitate
the unification and harmonization of legislation. Daphne Keller and Paddy Leerssen
(2020, 223), meanwhile, have argued that content regulation should prevent harm,
protect legitimate online speech, and support innovation. However, because those
objectives are often presented in competing ways, they significantly undermine the
willingness to regulate and, therefore, the effectiveness of regulation. Klonick (2020)
envisages the solution as a public role for private actors, which permits big tech
companies to do the dirty work of content regulation but also makes it mandatory
for them to do so in view of the law.

Concerning the idea of a harmonized European legal system, Miriam Buiten, Al-
exandre de Streel, and Martin Peitz (2020) have noted that national liability rules
are far more difficult to standardize than exceptions to liability. For that reason,
they would expect voluntary proactivity by tech companies instead of monitoring
certain uploaded content. Despite stressing that such proactivity should not mean a
general obligation to monitor (Buiten, de Streel, and Peitz 2020), they do not cut the
Gordian knot of Court of Justice of the European Union tied in Glawischnig-Piesczek
v. Facebook (Gosztonyi 2020, 142-44). Their proposal echoes the suggestion of Natali
Helberger, Jo Pierson, and Thomas Poell (2017), who advise shifting the emphasis
from competitive responsibility to cooperative responsibility.

Among other expert recommendations, in 2019, four global entities—the United
Nations Special Rapporteur on Freedom of Expression, the Organization for Security
and Cooperation in Europe Special Rapporteur on Freedom of the Press, the Organ-
ization of American States Special Rapporteur on Freedom of Expression, and the
African Commission on Human and Peoples’ Rights Special Rapporteur on Freedom
of Expression and Access to Information—issued a statement on the challenges for
freedom of expression in the coming decade (OHCHR 2019). A core issue raised is
the implementation of transparency and accountability requirements opposed to
the privatized regulation and increasing transparency of content moderation by al-
gorithms and artificial intelligence (OHCHR 2019).

3.4. Policy recommendations

The solution to the problem elaborated in this article—a complex framework combin-
ing legal, political, and economic aspects—remains to be established. As Paulina Wu
(2015, 309) has described it, “Although private actors alone are insufficient for suc-
cessful regulation, they must be included in the regulatory process,” meaning that all
three actors in the “platform governance triangle” need to be involved (Gorwa 2024).
It is also clear from the practice of the international courts that large tech companies
can no longer hide behind users, who increasingly do not produce content or conduct
editorial activities. At the same time, the exponentially increasing amount of content
can be controlled only by human moderators and Al with a view to proactivity.

Indeed, there is no ready or easy solution to such an enormously complex prob-
lem. Indeed, any legislation should be based on the following ten imperatives:



1. Respecting human rights and fundamental freedoms in the regulation and
operation of the internet;

2. Respecting the characteristics of the internet as a complex, constantly chang-
ing, and diverse ecosystem, such that regulations have to be created “with-
out destroying the massive benefits an open and diverse global internet can
bring” (Suzor 2019, 114);

3. Ensuring the diversity, pluralism, and impartiality of content on the internet;

4. Ensuring the most comprehensive citizen, civil, and user participation in de-
cision-making possible;

5. Facilitating cooperation between the parties involved and their radically
greater transparency;

6. Hosting real tests of the effectiveness of different notification and content re-
moval systems;

7. Precisely defining the active and passive roles of service providers (cf. Barata
2021);

8. Maintaining a general ban on monitoring to ensure freedom of expression
and prevent excessive content removal;

9. Developing media literacy in all segments of society; and

10.Aiming overall to “deter unwanted speech but not to deter legal and socially
valuable communications” (Sartor 2017, 12).

4. Conclusion

In this article, we have outlined the emergence, the historical and regulatory context,
the content, and the future and possible development of the DSA. The DSA constitutes
a notable attempt to address the concerns embedded within the ambit of platform
governance in the European regulatory context. Its pronounced emphasis on trans-
parency, accountability, and the attribution of responsibility delineates a promising
framework for cultivating a more secure digital milieu. Nevertheless, as seen in this
article’s critical examination, the DSA also bears inherent limitations and raises ques-
tions regarding the pragmatic efficacy of legal instruments in combating the severe
societal, psychological, and emotional harms inflicted by online abuse. Furthermore,
apprehensions are rife concerning the practical implementation and potential inad-
vertent consequences associated with the DSA’s provisions on content moderation and
systemic risk assessment. Against that background, this article aims to contribute to
the fruitful discussion on content moderation and scholarly research on platform gov-
ernance, a subject just as prevalent to researchers as it is to users of online platforms.
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