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Abstract 
The growing digitalization of military air logistics operations has cre-
ated unparalleled opportunities for efficiency, interoperability, and 
mission readiness across NATO airlift capabilities. Nonetheless, it 
has also widened the attack opportunities for cyberattacks targeting 
essential aviation infrastructure and logistics systems. This study ana-
lyzes cybersecurity issues associated with NATO's airlift missions and 
examines how cyber weaknesses in mission planning, communica-
tion systems, and logistics platforms can directly affect operational 
continuity. By analyzing NATO doctrines alongside the ENISA Threat 
Landscape 2025 report, the research emphasizes the emerging cy-
bercrime strategies, supply-chain vulnerabilities, and data tampering 
in the air transport sector. The results indicate that cyber resilience 
has transitioned from a secondary IT issue to an essential logistics 
security function, crucial for maintaining NATO's mobility and quick-
response capability. The document outlines a comprehensive cyber-
security defence framework that emphasizes risk assessment, secure 
network design, access management, incident response, supply 
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chain reliability, and ongoing staff training. Incorporating ENISA cyber 
threat intelligence into NATO's mission security framework under-
scores that the future success of military air logistics relies on the Alli-
ance's capacity to uphold a secure, flexible, and resilient digital envi-
ronment that can withstand evolving cyber threats. 

Keywords: Cybersecurity, NATO Airlift, Military Logistics, ENISA, Mis-
sion Assurance, Cyber Resilience, 

Absztrakt 
A katonai légi logisztikai műveletek növekvő digitalizációja páratlan le-
hetőségeket teremtett a hatékonyság, az interoperabilitás és a missziós 
felkészültség terén a NATO légi szállítási képességeiben. Mindazonáltal 
kiszélesítette a támadási felületet a létfontosságú légi közlekedési infra-
struktúrákat és logisztikai rendszereket célzó kiberkockázatok számára. 
Ez a publikáció elemzi a NATO légi szállítási küldetéseihez kapcsolódó 
kiberbiztonsági kérdéseket, és azt vizsgálja, hogy a missziótervezés, a 
kommunikációs rendszerek és a logisztikai platformok kiberbiztonsági 
gyengeségei hogyan befolyásolhatják közvetlenül a működési folyto-
nosságot. A NATO-doktrínák és az ENISA 2025-ös kockázati jelentés 
együttes elemzésével a kutatás hangsúlyozza a kiberbűnözési straté-
giák, az ellátási lánc sebezhetőségeinek és az adatmanipuláció össze-
olvadását a légi közlekedési ágazatban. Az eredmények azt mutatják, 
hogy a kiberbiztonsági ellenálló képesség a másodlagos informatikai 
kérdésből alapvető logisztikai biztosítási funkcióvá vált, amely kulcsfon-
tosságú a NATO mobilitásának és gyors reagálási képességének fenn-
tartásához. A dokumentum egy átfogó kiberbiztonsági védelmi struktú-
rát javasol, amely kiemeli a kockázatértékelést, a biztonságos hálózat-
tervezést, a hozzáférés-kezelést, az incidenskezelést, az ellátási lánc 
megbízhatóságát és a folyamatos személyzeti képzést. Az ENISA kiber-
fenyegetésekkel kapcsolatos hírszerzési adatainak beépítése a NATO 
küldetésbiztosítási keretrendszerébe rávilágít arra, hogy a katonai légi 
logisztika jövőbeli sikere a Szövetség azon képességétől függ, hogy 
fenntartson egy biztonságos, rugalmas és ellenálló digitális környezetet, 
amely képes elviselni a változó kiberfenyegetéseket. 

Kulcsszavak: kiberbiztonság, NATO légi szállítás, katonai logisztika, 
ENISA, küldetésbiztosítás, kiberbiztonsági ellenálló képesség, 
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I. Introduction 

Today, both civil and military aviation rely heavily on highly digitalized 
avionics systems, real-time communication networks, and integrated 
mission-planning platforms. As technology becomes increasingly em-
bedded in every phase of air operations, it has become imperative for 
both industry and military actors - particularly NATO - to treat cyberse-
curity not merely as a technical issue, but as a critical enabler of logis-
tical readiness and mission continuity. The growing reliance on inter-
connected digital systems introduces new vulnerabilities that can di-
rectly affect the efficiency and operational security of air logistics. 
Cyber incidents can disrupt mission planning, flight routing, cargo allo-
cation, and maintenance coordination - core elements of military air 
logistics that underpin NATO's strategic airlift capability. Therefore, un-
derstanding the cybersecurity landscape of air logistics is not only a 
technical necessity but also a strategic imperative for safeguarding op-
erational resilience. The European Union Agency for Cybersecurity 
(ENISA) 2025 assessment underscores that the digitalization of 
transport systems - including military aviation logistics - has trans-
formed the sector into a high-value cyber target, requiring mission-level 
resilience strategies across NATO operations. 

This paper examines the relationship among military air logistics, 
NATO's airlift capabilities, and associated cybersecurity challenges, in-
cluding the BOEING LockBit incident and the CrowdStrike incidents.3 
By analyzing potential vulnerabilities, assessing their operational im-
pacts, and proposing mitigation strategies, the study highlights how 
cyber defence has become integral to maintaining uninterrupted air 
transport operations and sustaining mission assurance. 

Two core hypotheses can be formulated: 
1. Proactive cybersecurity risk management within Military Air 

Logistics and NATO Airlift Capabilities - including systematic 
vulnerability assessments and incident response planning – is 
an essential element to reduce the damage caused by 
cyberattacks and to sustain continuous air transport opera-
tions. 

 
3  Rosman, R. (2024). 
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2. The increasing integration and digitization of aviation systems 
expose air logistics operations to significant cyber threats. Ad-
dressing these challenges requires implementing advanced 
cybersecurity protocols, protecting IT and OT infrastructures, 
and providing continuous personnel training to ensure system 
resilience and mission safety. 

 This study employs a qualitative research methodology based on lit-
erature review, doctrinal analysis, and comparative threat assessment. 
The research draws on official NATO publications, cyber defence poli-
cies, and operational documents related to the Strategic Airlift Capabil-
ity (SAC) and the Multinational Multi-Role Tanker Transport Fleet 
(MMF). Additionally, the analysis incorporates sector-specific threat in-
telligence from the ENISA Threat Landscape 2025, with particular em-
phasis on Sections 5.2 (Transport) and 6 (Cybercrime), to contextualize 
civilian–military interdependencies and evolving cyber risks in the avia-
tion domain. The doctrinal analysis evaluates NATO's shift from infor-
mation security to mission protection, examining how this paradigm in-
fluences cyber defence requirements in air logistics operations. The 
study further summarizes insights from academic and technical litera-
ture on aviation cybersecurity, air mobility operations, and supply-chain 
vulnerabilities. To enhance analytical expediency, the author developed 
a simplified cyber risk assessment model that integrates ENISA threat 
categories with NATO airlift operational dependencies. This model sup-
ports the identification of high-impact vulnerabilities and provides a 
structured framework for assessing cyber risks affecting military air lo-
gistics. The methodical approach does not aim to produce empirical 
measurements but rather to deliver a conceptual and doctrinally 
grounded assessment, suitable for informing strategic decision-making 
and future operational planning within NATO's air mobility ecosystem. 

II. Incorporation of ENISA Threat Landscape Insights 

Recent analyses by ENISA reinforce the urgency of developing ro-
bust cyber defence frameworks for military and dual-use transport 
systems. The ENISA Threat Landscape 2025 report identifies the 
transport sector as one of the most rapidly evolving targets of cyberat-
tacks, driven by the growing convergence of IT, operational technol-
ogy (OT), and cloud-based logistics infrastructures.4  To implement 

 
4  ENISA (2025). 
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the ENISA findings within the context of NATO military airlift opera-
tions, this article applies a structured analytical framework that in-
cludes (1) vulnerability grouping and (2) impact assessment. First, the 
ENISA Threat Landscape 2025 dataset is categorized into thematic 
vulnerability groups relevant to aviation -such as ransomware and 
data extortion, supply-chain compromise, GNSS/GPS interference, 
and disruption of communication networks. Secondly, each vulnera-
bility group is evaluated through a qualitative impact assessment that 
considers its potential impact on data integrity, system availability, and 
mission security in airlift operations.  

According to ENISA, aviation and air transport networks are partic-
ularly vulnerable to: 

- Ransomware and data theft campaigns targeting mission-criti-
cal scheduling and maintenance systems. 

- Supply chain compromises in which malicious code or counter-
feit components infiltrate avionics and ground systems. 

- Disruption attacks (including Distributed Denial of Service, 
DDoS), aimed at operational coordination centers. 

- Credential theft and phishing, exploiting personnel access in 
multinational logistics networks. 

These patterns directly mirror the vulnerabilities observed in NATO's 
military airlift architecture, which increasingly depends on shared digital 
environments such as the Strategic Airlift Capability (SAC) and Multi-
national MRTT Fleet. The report emphasizes that data integrity, avail-
ability, and confidentiality are the most critical assets for the transport 
domain, aligning with NATO's emphasis on mission security over tradi-
tional information safety. Furthermore, ENISA's Section 6, "Cyber-
crime", highlights that organized cybercriminal groups are now acting 
as service providers, offering malware-as-a-service and data-extortion 
toolkits to state or non-state actors. This commercialized cybercrime 
ecosystem significantly lowers the barrier for sophisticated attacks on 
aviation logistics systems. It requires that NATO's logistics and support 
operations must adopt continuous threat intelligence and adaptive de-
fence capabilities to counter both strategic and opportunistic intrusions. 

Recorded incidents in the EU transport sector accounted for 7.5% 
of total incidents across all industries. It is noteworthy that 12% of the 
significant incidents reported under the NIS directive in 2024 occurred 
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in the transport sector.5 Incidents affecting the transport sector in the 
EU are predominantly in air transport (58.4%), followed by logistics 
(20.8%). It is noteworthy that logistics encompasses organizations en-
gaged in air, water, road, and rail transportation. 

 
Figure 1. Distribution of incidents against the EU transport sector. 

Source: ENISA: Threat Landscape 2025: Transport Sector and Cybercrime. European 
Union Agency for Cybersecurity, 2025. https://www.enisa.europa.eu/topics/threats 

As shown in Figure 1, the EA transport sector was heavily affected by 
incidents, with most cyberattacks targeting air transport. Also, they were 
affected by hacktivist-led DDoS attacks (87.6%); the most active hack-
tivist groups against this sector included NoName057 (16) (36.4%), 
DarkStorm Team (15.4%), and Mysterious Team Bangladesh (6.2%).  

As mentioned previously, increased activity was focused on specific 
EU national-level events and/or supra-national-level events. The in-
creased activity is notably illustrated by NoName057 (16), with explicit 
announcements by Czechia, Latvia, and Poland regarding new bilat-
eral security agreements with Ukraine as triggers for targeting transport 

 
5  ENISA (2024). 

https://www.enisa.europa.eu/topics/threats
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entities in these EU MSs.6 In December 2024, Italy's Malpensa and 
Linate airport portals were briefly unreachable in attacks later claimed 
by NoName0577, likely in the context of Italy's government decree au-
thorizing the transfer of means, materials, and equipment to Ukraine. 
Cybercrime incidents against the transport sector accounted for 8.4% 
of all incidents, with ransomware accounting for 83.9% and data 
breaches accounting for 16.1%. 

The insights of the ENISA Threat Landscape 2025 highlight that the 
transport and aviation sectors are increasingly exposed to systemic 
cyber threats, such as ransomware, GPS/GNSS interference, supply-
chain compromise, and disruption attacks on communication infra-
structure. These vulnerabilities directly impact NATO's airlift opera-
tions, which rely on shared civilian–military networks, centralized plan-
ning systems, and multinational digital coordination platforms. While 
ENISA provides a macro-level overview of sectoral cyber risks, NATO's 
Strategic Airlift Capability (SAC) and the Multinational MRTT Fleet 
(MMF) represent operational-level manifestations of these challenges. 
The integration of IT, OT, and platform-specific systems within these 
programs illustrates how strategic airlift readiness is continuously 
shaped by the broader European threat environment described by 
ENISA. Thus, the ENISA assessment provides the external threat con-
text, while the NATO airlift architecture represents the operational en-
vironment where these threats materialize. This linkage serves as the 
foundation for the following analysis. 

III. NATO Airlift Capabilities8 

 "Effective strategic airlift capabilities are vital to ensure that NATO 
Allies and partners can rapidly deploy forces and equipment wherever 
required."9  This principle underpins NATO's cooperative air logistics 
model, in which nations pool resources to maximize efficiency, interop-
erability, and cost-effectiveness. However, as these multinational sys-
tems become increasingly digitalized, the associated cybersecurity 
challenges directly affect logistical resilience and mission continuity. 

 
6  EUROPOL (2025). 
7  G.Piovaccari, J. Merriman (2024). 
8  Paráda István, Tóth András (2024). 
9 North Atlantic Treaty Organization (2024). 
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1. Strategic Airlift Capability (SAC) 

The initiative, which aims to provide NATO allies and partners with 
access to strategic airlift, is the Strategic Airlift Capability (SAC), 
which has purchased three Boeing Globemaster III C-17 transport air-
craft on behalf of a group of 12 NATO allies. The first C-17 was deliv-
ered in July 2009, followed by the second and third aircraft in Sep-
tember and October 2009. The aircraft is operated by the military 
Heavy Airlift Wing (HAW), the operational branch of SAC, at the 47th 
Air Base of the Hungarian Defence Forces in Pápa. Three military 
Boeing C-17 Globemaster III long-range cargo aircraft participating in 
the Strategic Airlift Capability (SAC), a multinational initiative, meet 
strategic and tactical airlift requirements. Each member nation owns 
a portion of the available flight hours and uses them to fulfill its na-
tional, NATO, UN, and EU commitments. 10 11 12 

HAW's multinational aircrew provides the full spectrum of C-17 air 
and ground missions, including aerial refuelling, one-ship airdrops, 
assault landings, and all-weather operations, day or night in low- and 
medium-threat environments. The HAW has flown more than 30,000 
flight hours and achieved an exceptionally high (>80%) average mis-
sion capability in the SAC fleet with NAM maintenance support. A 
high deployment capability ratio means that aircraft are ready to 
carry out the SAC nation's mission without delay. HAW transported 
cargo and passengers to all continents.13 14 These figures demon-
strate the logistical scale and digital complexity of operations. Mis-
sion planning, cargo routing, maintenance coordination, and aircrew 
scheduling all depend on interconnected information systems, such 
as flight-planning and EFB data-management platforms. Conse-
quently, the SAC's operational success relies not only on physical 
readiness but also on cyber resilience. A disruption of flight planning 
systems could delay mission execution, impact load management, 
or compromise mission data integrity - highlighting that cybersecurity 
is now a logistics security function. 

The SAC operates under the NATO Airlift Management Programme 
(NAMP), which provides financial, logistical, and IT support. Within 

 
10  J. D. Hood (2009). 
11  Szarvas László (2008). 
12  Siposné Kecskeméthy Klára (2019). 
13  Nyitrai Mihály (2016). 
14  Szászi Gábor (2015). 
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NAMP's digital infrastructure, secure data handling and access control 
are critical to maintain operational readiness.15 

2. Multinational Multi-Task Tanker Transport (MRTT) Fleet (MMF) 

The Multinational Multi-Role Tanker Transport (MRTT) Fleet, coordi-
nated by the NATO Support and Procurement Agency (NSPA), provides 
strategic air-to-air refuelling, long-range transport, and medical evacua-
tion. Operated from Eindhoven (Main Operating Base) and Cologne 
(Forward Operating Base), the MRTT fleet embodies NATO's digitally 
integrated air logistics concept. The program's "pooling and sharing" 
structure allows participating nations to share both costs and operational 
benefits. Each Airbus A330 MRTT aircraft has a fuel capacity of 111 tons 
and can deliver up to 2,200 litres per minute, servicing aircraft such as 
the F-16, F-35, C-17, Eurofighter, Tornado, and Gripen. 

Yet, this technical integration also creates a broader cyber-attack sur-
face. Mission scheduling, fuel distribution data, and maintenance coor-
dination are processed through shared network environments managed 
by the NSPA. A disruption in these systems - whether caused by mal-
ware, insider threats, or communication failures - can have cascading 
effects across NATO's logistics chain. Thus, cyber defence must be in-
cluded in every stage of MMF operations, including flight planning, data 
transmission, and post-mission reporting. 

NATO airlift  
capability SAC MRTT SALIS 

Aircraft type Boeing Globemas-
ter III C-17 

Airbus A330-
200 

Antonov An-
124-100 

Length 53,04 m 59 m 68.96 m 

Wingspan 51,74 m 62 m 73.3 m 

Height 16,79 m 16,8 m 21.08 m 

Maximum takeoff 
weight 265 352 kg 242 000 kg 405 000 kg 

Cargo/Passenger 
capacity 

77 500 – 170 000 
kg 

253 - 277 pas-
sengers 150 000 kg 

Maximum speed 830 km/h 913 km/h 850 km/h 

Figure 2. Comparison of NATO Airlift Capability Aircraft pool 

 
15  Strategic Airlift Capability (2024). 
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The MMF's digital infrastructure, maintained through the Multinational 
Tanker Transport Fleet Support Partnership, demonstrates NATO's 
recognition that cybersecurity is fundamental to operational sustainabil-
ity. Network segmentation, access control, and continuous monitoring 
must therefore be integral to NSPA's management model.16 17 

IV. Cyber Dependency in Airlift Logistics 

Both SAC and MMF illustrate how NATO's logistical efficiency now 
depends on interconnected digital systems. The fusion of IT, operational 
technology (OT), and platform-specific systems creates a cyber-de-
pendent logistics network in which data accuracy, secure communica-
tion, and system availability are vital. Any compromise within this net-
work - such as a data corruption in mission planning or a denial-of-ser-
vice (DoS) attack on communication links - can disrupt sortie genera-
tion, reduce fleet readiness, and jeopardize mission assurance. Accord-
ingly, cybersecurity must be considered an integral part of NATO's air 
logistics doctrine, not an isolated IT responsibility.18 19 

Cybersecurity       
Domain 

Air Logistics  
Function 

Operational Impact if    
Compromised 

Network Infrastruc-
ture Security 

Mission planning and 
routing 

Flight delays; loss of situa-
tional awareness 

Data Integrity & Ac-
cess Control 

Cargo and fuel manage-
ment 

Incorrect load data; resource 
misallocation 

Communication Re-
silience Aircrew coordination Mission disruption; reduced 

interoperability 

OT Platform Protec-
tion 

Maintenance and ground 
operations 

Equipment downtime; re-
duced readiness 

Figure 3. Relationship between Cybersecurity Layers and Air Logis-
tics Functions 

 
16  Isaiah Oppelaar (2012). 
17  North Atlantic Treaty Organization (2022). 
18  W. D. Bryant (2016). 
19  M. Kalivoda and A. DeFazio (2017). 
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This table illustrates how disruptions in different cybersecurity layers 
translate directly into operational degradation across NATO airlift func-
tions. Vulnerabilities in the network system impede mission planning 
and routing, resulting in delays and a loss of situational awareness. At 
the same time, compromised data integrity affects core logistics pro-
cesses, such as cargo allocation and fuel management, leading to mis-
calculations that undermine mission efficiency. Likewise, weaknesses 
in communication systems and OT platform protection can disrupt air-
crew coordination and ground operations, demonstrating that even lo-
calized cyber incidents can cascade into broader readiness and mis-
sion-assurance failures across the entire air logistics ecosystem. 

In summary, NATO's airlift capabilities - while technologically ad-
vanced and logistically efficient - are increasingly dependent on the in-
tegrity of their cyber infrastructure. Protecting these systems ensures 
not only data security but also the continuity of NATO's military air logis-
tics operations.  

V. The importance and challenges of cybersecurity in 
military airlift operations 

In the digital era, modern military operations depend extensively on ad-
vanced technologies, data-driven systems, and real-time network connectivity. 
Among these, military airlift capabilities form a cornerstone of global mobility 
and power projection, enabling the rapid deployment of personnel, materiel, 
and humanitarian supplies to critical locations. However, as these systems be-
come increasingly automated and interconnected, they are simultaneously ex-
posed to new forms of cyber vulnerabilities that threaten their reliability, conti-
nuity, and mission effectiveness. 

The cyber threat areas of interest facing military airlift operations are dynamic 
and multidimensional. Adversaries such as state-sponsored actors, organized 
cybercriminals, and hacktivist networks actively seek to exploit weaknesses in 
aviation and logistics networks. Successful intrusions can lead to the disruption 
of strategic transport operations, unauthorized extraction of sensitive infor-
mation, manipulation of flight planning or logistics data, and, in the most extreme 
cases, interference with aircraft control systems. These threats are not theoreti-
cal; they are increasingly facts of life in operations. The digital dependencies 
within airlift command, logistics coordination, and mission management sys-
tems have created new attack vectors. For instance, malware targeting mission 
planning platforms or service desk systems can cascade through the logistics 
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chain, delaying deployments or causing data synchronization failures. Thus, 
cyber resilience is now a key determinant of operational readiness.20 

NATO's experience in recent conflicts - particularly those influenced 
by hybrid and cyber warfare - has underlined that cyberspace is an 
operational domain, not merely a technical environment. This recogni-
tion has prompted a doctrinal shift from traditional information assur-
ance (focused on data protection) to mission assurance, in which cyber 
defence is embedded directly into the planning, execution, and sustain-
ment phases of military operations. This paradigm shift demands that 
cybersecurity be accepted as a core logistics function. Protecting infor-
mation networks ensures not only data integrity but also the uninter-
rupted flow of mission-critical logistics processes such as aircrew 
scheduling, route optimization, and cargo allocation. The Ukrainian 
conflict further illustrated that cyberattacks can have tangible kinetic 
consequences, disrupting communication and command chains that 
underpin logistics operations. 

Military airlift operations do not exist in isolation; they are highly inte-
grated, technologically interdependent within a global aviation ecosys-
tem. Civil aviation networks - air traffic control (ATC), meteorological 
systems, NOTAM databases, and communication links - are frequently 
shared or interfaced with military operations. This civil–military interde-
pendence creates additional layers of cyber risk. A vulnerability in civil-
ian infrastructure can propagate across connected systems, potentially 
undermining air traffic safety and mission reliability. Therefore, cyberse-
curity in military airlift must extend beyond national defence measures 
to include international coordination, joint protocols, and standardized 
incident response frameworks. NATO's operational doctrine increas-
ingly emphasizes this shared responsibility, encouraging collective 
cyber resilience across partner states and civil aviation entities. 

While technology forms the visible component of cyber defence, hu-
man and procedural factors often determine success or failure. Insider 
threats - whether malicious or unintentional - can compromise logistics 
systems, while insufficient training or poor cyber hygiene can magnify 
vulnerabilities. Accordingly, cybersecurity education and awareness 
must be integrated into training in all units involved in airlift and logistics 
operations. Personnel in planning, maintenance, and command func-
tions should receive continuous training in secure data handling, phish-
ing detection, and incident reporting. Moreover, leadership engagement 

 
20  u.o. 
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is crucial: cyber defence cannot remain the exclusive domain of IT de-
partments; it must be integrated into command-level decision-making 
and readiness assessments.21 22 

Ensuring the security of military airlift capabilities requires a compre-
hensive and layered cyber defence strategy, combining preventive, 
adaptive, and reactive measures: 

- Preventive: Hardening critical systems, segmenting networks, 
and enforcing authentication and encryption standards. 

- Adaptive: Continuously monitoring for anomalies and integrating 
threat intelligence into logistics decision-making. 

- Reactive: Developing robust incident response and recovery pro-
tocols to restore operations swiftly after a cyber event. 

 To address the identified gap in structured empirical analysis, this 
paper proposes a simplified Cyber Risk Assessment Matrix tailored 
specifically for NATO military airlift operations. The model integrates 
threat categories from the ENISA Threat Landscape 2025 with opera-
tional dependencies of the Strategic Airlift Capability (SAC) and the Mul-
tinational MRTT Fleet (MMF). 

Threat–Vulnerability–Impact Matrix 

Threat Type Key Vulnerability Operational Impact Risk 
Level 

Ransomware tar-
geting mission-plan-

ning systems 

Centralized plan-
ning & flight data 

dependency 

Sortie delays, incorrect 
routing, loss of mission as-

surance 
Critical 

GPS spoofing / 
GNSS interference 

Navigation reli-
ance & limited re-

dundancy 

Misrouting, aborts, air-
space violations High 

Supply-chain mal-
ware in avionics or 

ground IT 

Third-party vendor 
dependencies 

Fleet grounding, data cor-
ruption High 

Insider misuse of 
credentials 

Access control 
weaknesses 

Unauthorized changes, 
data theft High 

DoS attack on lo-
gistics or comms 

Network centrali-
zation 

Loss of situational aware-
ness, degraded command 

flow 

Me-
dium–
High 

 
21  D. Kiss and L. Weissenbach (2020). 
22  C. St-Pierre and S. Ryan (2022). 
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VI. Cyber Defence Aspects and Addressing Challenges 
to Military Airlift Capabilities 

Effective protection of NATO's airlift capabilities requires a comprehen-
sive and integrated cyber defence framework that links technical safe-
guards with operational logistics flexibility. Military airlift operations de-
pend on a complex digital system that spans aircraft systems, command 
networks, logistics databases, and multinational coordination platforms. 
To sustain readiness and mission assurance, these systems must be con-
tinuously protected, monitored, and adapted to evolving threats. 

The first step in strengthening cyber defence is the systematic iden-
tification and evaluation of vulnerabilities within the airlift environment. 
Risk assessments should consider not only technical components - 
such as mission-planning systems, communications networks, and 
maintenance databases - but also human, procedural, and supplier-
related risks. This holistic approach allows for targeted mitigation strat-
egies and informed investment in cybersecurity resources. 

Military airlift operations rely on interlinked information and opera-
tional-technology systems. Establishing a secure network architecture 
with firewalls, intrusion detection and prevention systems, segmenta-
tion, and redundancy minimizes adversaries' opportunities to inter-
vene. Network zoning between mission-critical and administrative sys-
tems is essential to prevent cross-domain compromise. 23 

Because airlift missions involve constant information exchange - 
flight plans, cargo manifests, weather data, and command directives - 
data confidentiality and integrity are vital. Implementing strong encryp-
tion, Virtual Private Networks (VPNs), and end-to-end authentication 
mechanisms ensures that information remains shielded from intercep-
tion or manipulation during transmission. 

Robust access management reduces the risk of insider misuse and 
credential theft. Multi-factor authentication, role-based privilege alloca-
tion, and periodic credential audits limit exposure of sensitive aviation 
systems. Access policies must apply across all network layers, includ-
ing third-party maintenance and logistics partners integrated through 
NATO's support programs. 

 
23 F. L. Greitzer et al. (2014). 
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Given the inevitability of attempted intrusions, well-defined inci-
dent response plans are indispensable. These should include detec-
tion, containment, eradication, and recovery phases, supported by 
pre-approved communication protocols and decision chains. Con-
ducting regular cyber-resilience exercises - both simulated and live 
- tests the ability of logistics and IT personnel to sustain operations 
during digital disruption. 

Human reliability underpins technical defence. Continuous educa-
tion programs on phishing recognition, data-handling protocols, and 
secure device usage foster a cyber-aware culture among pilots, logis-
tics officers, and maintenance crews. Training must also address 
cross-national coordination within NATO, ensuring that cyber stand-
ards are uniformly applied across participating nations. 

The military airlift supply chain comprises numerous contractors that 
provide aircraft components, software updates, and logistical services. 
Third-party risk management - including vendor vetting, software integ-
rity checks, and contractual cybersecurity clauses - reduces the likeli-
hood of compromised elements entering NATO's operational ecosys-
tem. The introduction of a zero-trust model across procurement chan-
nels can further limit exposure. 

Cyber defence in the airlift environment cannot be static. Contin-
uous monitoring, vulnerability scanning, and penetration testing are 
required to detect anomalies and emerging threats. Integrating 
threat intelligence alerts into NATO's command and control centers 
enhances situational awareness and enables proactive mitigation. 
Regular audits ensure that lessons learned are incorporated into fu-
ture defence upgrades.24 

Furthermore, this kind of defence in military airlift operations ex-
tends beyond protecting IT systems - it safeguards the logistical life-
line of NATO's mobility. By integrating technical controls, human pre-
paredness, and resilient logistics design, airlift operations can main-
tain continuity even under cyber-contested conditions. Each of these 
measures, taken together, transforms cybersecurity from a support 
function into an operational capability that directly underpins NATO's 
strategic readiness. 

 
24  DoD (2022). 
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VII. Conclusions 

The growing digital convergence of the civilian and military aviation 
sectors has established highly interconnected networks among aircraft 
systems, logistical frameworks, and air traffic management systems. 
These interconnections, while improving operational efficiency, also 
bring considerable cybersecurity risks. Consequently, NATO must pro-
tect its aviation capabilities through a comprehensive defence strategy 
that integrates defence-in-depth, operational flexibility, and sophisti-
cated, adaptive defence approaches. 

The ENISA Threat Landscape 2025 highlights that both next-gen-
eration and legacy systems are becoming increasingly reliant on net-
works, broadening the potential attack surface for state and non-
state entities. Consequently, cyber defence validation should be a 
vital part of the airworthiness certification process for NATO and its 
member nations, ensuring that cybersecurity is a critical component 
from planning through the operational phases.  

Safeguarding military airlift capabilities-vital to NATO's worldwide 
mobility and crisis response framework-requires a comprehensive 
strategy that includes risk evaluation, secure network design, en-
crypted communication, access management, incident response, per-
sonnel training, supply chain security, and ongoing monitoring. Ongo-
ing adjustments to new threats will remain crucial for sustaining opera-
tional dominance on a swiftly changing digital battleground.  

Ultimately, the reliance between civil and military aviation indicates 
that neither sector can achieve comprehensive cybersecurity on its 
own. An assault on civil aviation facilities will inevitably undermine 
NATO's military preparedness. This reliance showed that cybersecurity 
and logistics are not separate functions but interlinked foundations of 
operational preparedness. Consequently, future military logistics sys-
tems must embed cybersecurity as an essential feature, guaranteeing 
that both mission continuity and logistical flexibility remain intact even 
in potential hostile cyber environments. The findings of this study con-
firm the central hypotheses formulated in the introduction. First, the 
analysis demonstrates that NATO's military airlift capabilities indeed re-
quire proactive cyber risk management and continuous protection of 
their IT and OT infrastructures, validating Hypothesis 1. Second, the 
examination of ENISA threat trends and operational interdependencies 
shows that increasing digitalization significantly elevates exposure to 
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cyber threats, and that advanced cybersecurity protocols and ongoing 
personnel training are essential, thereby confirming Hypothesis 2. 25 26 
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