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Abstract

The article critically examines the emergence of technofeudalism within the European
Union’s legal framework, drawing on the theoretical contributions of Yanis Varoufakis,
Alfred C. Yen, and Katrina Geddes. We argue that the EU’s historically market-oriented
regulatory architecture contributed to conditions that facilitated the rise of dominant
technology companies exercising quasi-governance functions over digital environments,
extracting value from users while evading meaningful democratic accountability. Our
analysis distinguishes between two categories of enabling legislation: structural rules,
which govern corporate status, taxation, and market consolidation; and action-oriented
rules, which regulate platform behavior, algorithmic governance, consumer relations, and
data protection. We demonstrate how fragmented national tax regimes, ineffective merger
control, under-regulated algorithms, asymmetric consumer protections, unclear liability
frameworks for online content, exploitable private international law mechanisms, and in-
adequately enforced data protection standards collectively reinforce Big Tech’s dominance.
While recent regulatory interventions such as the Digital Services Act and Digital Markets
Act represent important steps, they remain embedded in a market-oriented paradigm that
insufficiently addresses the broader social, cultural, and democratic implications of plat-
form power. The article concludes by calling for a more coherent, democratically grounded
approach to digital regulation—one that moves beyond fragmented, reactive policymaking
toward a comprehensive framework capable of strengthening democratic accountability
and public oversight within the digital sphere.

Keywords: technofeudalism; Digital Services Act; Digital Markets Act; Big Tech; EU single
market; platform regulation; algorithmic governance; data protection; content moderation

1. Introduction

This article offers a critical mapping of selected elements of the legal framework
underlying the emergence of technofeudal tendencies within the European Union (EU).
In doing so, it connects general theories on the status of major multinational technology
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companies (Big Tech) with actual policies and legal provisions. The analysis draws upon
more general works, and especially Varoufakis’s (2023) book Technofeudalism—What
Killed Capitalism, published in 2023. In his analysis, he raised the problem that, as a
result of the under-regulation of the internet and the strong position of tech companies,
the capitalist system in the western world has become more like a modern feudal system
supporting tech companies than competitive capitalism. Very similar statements have
also been made by scholars like Yen (2002) and Geddes (2020), and, more recently, by
Kapoor (2024).

In Varoufakis’s (2023) view, this technofeudalistic system has several features. Major
tech companies (like Amazon) do not pay corporate tax in Europe, even though they make
great profits there. On the other hand, such companies ask for a tax-like share from sales
on their platforms. These companies use free, or very cheap, labour (a modernised, twenty-
first-century version of peasants). A good example of this is YouTube, where creators
get a very small share of the revenue and most of them work (i.e., create videos) for free.
These companies are in a monopolistic position: Amazon, Facebook, Google, Instagram
and TikTok do not have competitors, or their competition is very limited. According to
Varoufakis, the strong dominance of cloud capital has eliminated the competitive element
in capitalism, and created monopolies which function like fiefs. If we are unsatisfied with
one cloud fief (like Facebook, Instagram, or Amazon), we can only change to another, and
the number of fiefs is very limited. Furthermore, many tech companies also have a very
strong effect on our lives. They decide what we find when we search the web using a search
engine, and also what we do not find. They set the algorithms which ‘help us’ in our daily
lives, thereby re-shaping our needs to their companies’ interests. Many of these companies
know our whole life in detail, including many intimate details and metadata about us. For
their services, we mostly pay with our data.

Yen (2002, p. 1225) took a similar approach in interpreting technofeudalism in his
essays. In his groundbreaking 2002 article, he highlights the general environment of the
internet—its architecture and system—along with the control of user data, which together
foster a feudal-style dominance over users. As he stated, “some of those favouring minimal
regulation take the idea of cyberspace as a separate place so seriously that traditional
government cannot effectively intrude”. As a consequence of the fragmentation and
privatization of state power, so-called “cybermanors” and “cyberlords” have emerged. In
his later article, Yen (2020, p. 141) goes even further, emphasizing the ascent of political
power concentrated in the hands of these cyberlords.

What distinguishes technofeudalism from capitalism, in Varoufakis’s analysis, is the
shift from profit through competition to rent through monopoly. Capitalist markets presup-
pose rivalry among firms and meaningful consumer choice (Bili¢ 2024); technofeudalism,
by contrast, is defined by a stark asymmetry in which billions of users—functioning as
digital serfs—create content, generate data, and perform unpaid labor within platforms
owned by a handful of cloud lords who capture the resulting value. Yen’s framework
reinforces this point: what makes the situation feudal is not merely market concentration
but the privatization of governance itself, as platforms exercise quasi-sovereign authority
over their domains, setting rules, controlling access, and adjudicating disputes without
democratic accountability. The parallel to feudalism thus lies in both the extraction of
tribute from a dependent population and the displacement of public law by private power.

Geddes (2020, p. 455) approached technofeudalism with a slightly different model,
emphasising its legal dimensions. She claimed that “the unlimited power of online plat-
forms to regulate access to user-generated content through antipiracy algorithms leads to
three perverse outcomes”. These outcomes are, first, that it suppresses lawful free speech.
Second, it breaks the traditional foundations of copyright law. And third, the monetisation
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of user-generated content by copyright owners exploits users, who use content under
copyright protection. In our article, we follow the more holistic model of Varoufakis, but
also implement some remarks from the important research of Geddes.

According to critics, the EU’s historically market-oriented integration model and
its preference for competition-based governance (Bugaric 2023) contributed to periods of
regulatory restraint in the digital sphere, thus facilitating the expansion and consolidation of
large technology companies before more interventionist forms of digital regulation emerged.
The liberal rationale behind this was that “competition is the best and most effective form
of regulation” (Ibanez Colomo 2021, p. 569) and legislative interference was generally seen
as more or less undesirable. This became particularly apparent in the tech sector. Added to
this is the recent phenomenon of some tech companies and their executives, like Elon Musk,
acting like both platform providers and politicians trying to shape policies, which could be
interpreted as a sign of the extended power of tech companies and, thereby, the growth
of technofeudalistic features in the international and European order (Siebold and Heine
2025).This could put renewed pressure on EU legislation when at the same time there is a
US president who is mixing a political role with online business, issues a cryptocurrency the
day before his inauguration (Faguy 2025), revokes the executive order of President Biden
on the risks of Al (Shepardson 2025), announces Stargate, a $500 billion Al infrastructure
investment, in the first days of his presidency (Jacobs 2025), interprets online free speech
in a libertarian way (White House 2025), and pardons Ross Ulbricht, the founder of the
dark-net platform Silk Road (Raymond 2025). The dangers of gigantic internet corporations
were also recognised by Fukuyama (2023, pp. 38-39), who stressed that:

The internet itself was not the product of spontaneous order; its underlying technologies
were created as a result of US government investment, often done through the Department
of Defense, in things like semiconductors, integrated circuits, and the mandating of
network protocols like TCP/IP. Once it was privatized by the US government, the internet
did not remain a decentralized network, but rapidly became dominated by two or three
gigantic corporations whose power could be challenged only by governments—if they
could be challenged successfully at all.

As a result of the regulatory framework in the US and Europe, companies behind
messenger services, app stores and search engines have gained the power to act as ex-
tremely important gatekeepers. In the EU, institutional recognition of the opportunities and
threats posed by the digital world is reflected in policies such as the EU’s Digital Decade
policy (European Commission 2026a), along with the European Data Strategy (European
Commission 2026b). Many related concerns have been addressed in the Digital Markets
Act (DMA) (2022/1925, European Parliament and Council of the European Union 2022a)
and the Digital Services Act (DSA) (2022/2065, European Parliament and Council of the
European Union 2022b), which subject large tech platforms to certain obligations, with
financial penalties for non-compliance. For example, according to Article 6(5) DMA, a gate-
keeper is no longer allowed to treat services and products offered by the gatekeeper itself
more favorably in ranking than similar services or products offered by third parties on the
gatekeeper’s platform. Gatekeepers are also no longer allowed to prevent consumers from
linking up to businesses outside their platforms. Moreover, the DMA includes regulations
to ensure the transparent handling of data (Edelson et al. 2023, p. 20). On the other hand,
the DSA and the DMA could also be criticised for, in essence, being the continuation of
previous regulations that were biased towards market forces. This means that Big Tech
companies are not just ‘service providers’ or ‘gatekeepers’ but arguably have a much deeper
and more profound effect on society and culture. While, without a doubt, the DMA and the
DSA include many policy innovations, it is far from certain that a fair market environment
can result in fair social circumstances as well. Within such a legal framework, many issues
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which are not market-related, such as labour practices, a major part of content moderation,
the effect of non-regulated algorithms on national culture and many aspects of privacy,
might remain unaddressed.

In this article, we highlight how technofeudalism has built up in some selected fields
of EU law. Our selection of topics is necessarily selective and illustrative rather than
exhaustive: we focus on those fields which, in our view, most clearly demonstrate how
different layers of EU law interact with the concentration of digital and platform power. As
our intention is to make one of the first sketches of how technofeudalism is represented
in the system of EU law, we do not give an all-round analysis in detail, but try to show
the most important, policy-forming value choices behind the architecture of rules. The
particular issues mentioned below can serve as cornerstones for the creation of the cloud
fiefs that Varoufakis writes about. Many of them are seemingly autonomous issues which
do not have anything to do with the other fields, and fragmentation is very common, even
in individual fields. However, together they can form the vanguard of the protection of
technological companies’ interests in the EU.

We intentionally write about the role of the EU in creating technofeudalism. Internet
regulation cannot be solved solely at the national level, and in most important policy issues
in relation to our topic, it is the EU which has the competency to act. At this point, we do
not want to give hints about how to solve these issues, as this would be the topic of another
article. Our intention is to start a democratic discussion among EU lawyers, practitioners
and policy makers on how we could cure the excessive power of Big Tech companies
in Europe.

2. The Janus-Faced Legal Architecture: Structural and
Action-Oriented Rules

To understand how technofeudalism has taken root in the EU, it is necessary to
examine the legal architecture that has enabled it. This architecture is not the product of
a single legislative choice but rather the cumulative result of decisions across multiple,
often fragmented, domains of EU law. In the sections that follow, we map this terrain by
distinguishing between two categories of rules. The first category comprises what we term
structural rules (SRs): those governing the fundamental status and position of companies
within the single market. Here, we focus on two critical areas. The first is corporate taxation,
where the combination of fragmented national tax regimes, freedom of establishment, and
the persistence of aggressive tax planning opportunities has allowed major technology
companies to operate across Europe while contributing minimally to public revenues. The
second is merger control, where the EU’s existing framework has proven inadequate to
address the distinctive dynamics of the digital economy—particularly the proliferation of
“killer acquisitions” and the expansion of technology conglomerates into adjacent markets
without triggering regulatory scrutiny.

The second category consists of action-oriented rules (AORs): those governing how
companies behave within the market and, crucially, in their relationships with users. Here,
the picture is one of pervasive under-regulation, over-regulation that misses its target, and
regulatory fragmentation. We examine how the governance of algorithms remains largely
beyond the reach of binding EU law, leaving consequential decisions about information
flows and public discourse to private actors operating according to commercial logics. We
analyse consumer protection, where ostensibly robust frameworks conceal significant asym-
metries that permit companies to alter products unilaterally, extract free labor and data,
and evade accountability for exploitative practices. We consider the evolving and uncertain
rules on liability for user-generated content, which have increasingly shifted responsibility
toward private adjudication by platforms and, more recently, toward individual users

https:/ /doi.org/10.3390/laws15040073


https://doi.org/10.3390/laws15040073

Laws 2026, 15,73

50f24

raising concerns about chilling effects on speech and the privatization of enforcement. We
address private international law, where jurisdictional rules intended to provide flexibil-
ity in cross-border disputes have instead created opportunities for forum shopping and
strategic litigation that powerful actors can exploit to silence critics. And we examine data
protection, where the General Data Protection Regulation (GDPR) (2016/679, European
Parliament and Council of the European Union 2016) and related instruments, despite
their ambitions, have generated compliance burdens that disproportionately affect smaller
enterprises while failing to fundamentally disrupt the data monopolies of major platforms.

Throughout this analysis, a common thread emerges: the EU’s regulatory approach
has been shaped by ordoliberal assumptions that privilege market mechanisms and com-
petition as the primary instruments of governance, while treating legislative intervention
as exceptional and potentially distortive. This orientation, embedded in parts of the EU’s
internal market logic and reflected in decades of jurisprudence and policymaking, has in
several respects created favourable structural conditions for the expansion and consolida-
tion of large technology companies, even if more recent legislative developments indicate a
partial shift toward stronger public oversight of the digital economy. The result is a legal
environment in which Big Tech has been able to consolidate power, extract value, and exer-
cise quasi-governmental authority over digital spaces, while democratic institutions have
struggled to assert meaningful control. By mapping the specific legal mechanisms through
which this outcome has been produced, we aim to provide the groundwork for a more
coherent, democratically accountable approach to the regulation of the digital economy
in Europe.

At the same time, it is important not to overstate the continuity of this approach. In
recent years, the EU has increasingly moved toward a more interventionist model of digital
regulation. These measures reflect a significant shift away from earlier assumptions that
market competition and self-regulation alone would be sufficient to govern the digital
environment. Accordingly, our argument is that many newer regulatory instruments
continue to operate within a broader market-oriented constitutional and institutional
framework that has historically facilitated the concentration of digital power in the hands
of large technology companies.

Methodologically, the article combines doctrinal legal analysis with a critical regula-
tory and political-economy perspective on the digital economy. The analysis is primarily
qualitative and focuses on the interaction between EU legal frameworks, platform gov-
ernance, and the concentration of digital power. Rather than providing an exhaustive
doctrinal account of each field discussed, the article adopts a critical legal approach that
examines how different areas of EU law collectively structure, enable, or fail to counter-
balance the growing influence of major technology companies. The aim is not to establish
a monocausal explanation for the rise of Big Tech dominance in Europe, but to identify
recurring structural and regulatory patterns that may contribute to the consolidation of
platform power within the EU legal order.

3. Mapping the System Behind Technofeudalism: Structural Versus
Action-Oriented Rules

Before giving details about the different fields of legislation, it is important to explain
the existing system behind the legal environment of technofeudalism in the EU. When
tracking EU laws which enable the excessive power of tech companies, we can easily
highlight two distinct groups.

To the first group’s aim is to help companies and maintain free competition within
the EU in general. These include the foundational freedoms enshrined in the Treaty on the
Functioning (TFEU) of the EU which have enabled companies to structure their operations

https:/ /doi.org/10.3390/laws15040073


https://doi.org/10.3390/laws15040073

Laws 2026, 15,73

60f 24

across multiple jurisdictions in tax-efficient ways. They also encompass the EU Merger
Regulation, which governs the review of concentrations between undertakings but, as
we shall argue, has proven inadequate for the platform economy; directives harmonizing
aspects of company law to facilitate corporate mobility; and the patchwork of anti-tax
avoidance measures that, despite recent reforms, continue to leave room for aggressive tax
planning by well-resourced multinational enterprises. We can call these rules structural
rules (SRs): they are structural in the sense that they create the structure, that is, the legal
framework of the single market, including the background to companies’ actions in the
EU’s digital market. Structural rules do not regulate individual companies” market actions
or the relationship of tech companies with each other or with their customers (i.e., B2B
or B2C relationships), but they regulate the actual position and status of companies; they
include the rules on taxation, company law and merger control.

To the second group belong all those regulations which set the framework for compa-
nies’ actions. We can call this group action-oriented rules (AORs). Of course, even among
tech companies, these rules can vary greatly, depending on the actual scope of a company’s
activities. For example, the laws applicable to Amazon may differ from those applicable to
Facebook, Instagram, or online news sites. AORs set how companies should function in
the market and, especially, in the online environment. They include a fragmented set of
consumer legislation, private international law rules, provisions on content moderation
and hate speech, and even copyright and trademark regulations.

Of course, these two layers can interact with each other. Consequently, it is not always
easy to draw a clear line between them. For example, private international law can interact
with company law, or trademarks can also have an effect on a company’s status in the
market. What is remarkable is that, in the EU, both of these layers (i.e., SRs and AORs)
have strengthened the influence of companies. While the first group strengthened their
status and income sources, the second, intentionally and sometimes even unintentionally,
gave different incentives for their actions. From a legal perspective, this means that, on
the one hand, we have many under-regulated areas in which companies received rights to
regulate themselves. However, in a number of cases, we can also recognise over-regulation,
by which we mean useless forms of seemingly strict regulations, which are unnecessarily
complicated to follow in practice (like some of the rules of the GDPR).

In analysing these dynamics, it is important to distinguish between different types of
regulatory shortcomings. First, under-regulation refers to situations in which substantive
legal rules are absent, minimal, or insufficiently developed, thereby leaving significant
discretion to private actors. Second, over-regulation refers to excessively complex, bur-
densome, or formalistic regulatory frameworks that may generate high compliance costs
without effectively addressing underlying structural problems. Third, ineffective regulation
refers to situations in which formally existing legal rules are inadequately enforced, circum-
vented in practice, or structurally incapable of counterbalancing the market power of large
technology companies. While these categories often overlap in practice, distinguishing
them helps clarify the different ways in which the European regulatory framework may
contribute to the consolidation of platform power.

4. Structural Rules (SRs)
4.1. Making Tax Avoidance Possible

A first, crucial and controversial element of the operation of Big Tech in the EU is how
the European legal system makes potential tax avoidance possible. This is especially true
regarding multinational companies which can afford aggressive tax planning. For example,
Varoufakis (2023, p. 97) claims that in 2020, “Amazon’s best year since its inception, when
its pandemic-fuelled sales went through the roof, Bezos’s company booked sales worth
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€44 billion at its global headquarters in Ireland but paid exactly zero corporate tax because
it posted not a cent of profits”.

The question of the conditions under which a company can establish itself in another
Member State has been raised many times before (O’Shea 2010), and creates a dilemma
between freedom of establishment and illicit tax benefits. An important example of this
is the textbook Daily Mail case, in which the well-known British newspaper intended to
move its headquarters to the Netherlands to operate under a more favourable tax regime,
while remaining subject to UK company law (Court of Justice of the European Union
1988). As is well known, the Court of Justice of the European Union (CJEU) ruled that this
possibility fell outside the provisions on freedom of establishment of the Treaty establishing
the European Economic Community. However, in the crucial Centros case the CJEU ruled
that, under the same freedom of establishment rules, a British company could establish a
branch in Denmark without meeting certain local capital requirements (Court of Justice
of the European Union 1999). Very similar argumentation was later used in other tax law
cases, including the Cadbury Schweppes (Court of Justice of the European Union 2006)
and Lexel cases (Court of Justice of the European Union 2021b). Arguably, the CJEU’s loose
interpretation of company rights (i.e., an ordoliberal bias regarding the market) has opened
the doors to abuse of the freedom of establishment. An overview of the cases leaves open a
relevant question: when would the CJEU consider a company’s settlement practices as an
abuse of law? Mdrquez Lasso (2021, p. 401) answers this question as follows:

taking into account the jurisprudence of the European Court of Justice already analyzed,
we understand that a concept of abuse of law in the practice of the freedom of establishment
could be defined as the practice consisting in the creation of purely artificial arrangements,
lacking any real economic content, that is destined solely to circumvent the tax regulation,
that in normal circumstances would have been a mandatory [sic], with the sole aim of
obtaining an illicit tax advantage.

The problem from a legal practice perspective is that these ‘purely artificial arrange-
ments” were never really prohibited by EU law, thereby creating a grey zone which could
be used by companies for their own advantage, and the same is true concerning the estab-
lishment of offshore companies. The countries on the EU’s list of noncooperative countries
represent only the tip of the iceberg, and success in eliminating this activity remains limited
(European Commission 2018b). However, from the mid-2010s, the EU’s corporate tax policy
has shifted ‘from removing tax obstacles and double taxation, towards more transparency
and elimination of abusive tax practices’, with the aim of increasing competitiveness and
creating a level playing field for all Small and Medium Enterprises (SMEs) (Roland 2018,
pp- 17-18), as SMEs often lack the financial means to carry out aggressive tax planning.

The academic literature indicates that multiple dilemmas occur when the EU attempts
to counter corporate tax avoidance. Collier et al. (2018) address the Anti-Tax Avoidance
Package (ATAP) (MEMO/16/2265, European Commission 2016b) that was proposed by
the European Commission (EC) in 2016, which includes tax avoidance measures such as
the Anti-Tax Avoidance Directive (2016/1164, Council of the European Union 2016) and
Country-by-Country Reporting. While these measures do increase the EU’s effectiveness,
they still leave plenty of room for tax planning. Also, increasing the complexity of tax
law has unintended side effects, such as raising administrative costs and dampening
economic activity. Most importantly, the ATAP did not do much to remove the incentives
provided by the EU’s disjointed national tax systems for companies seeking to relocate
their economic operations to low-tax countries. On the other hand, many of such issues
were addressed in the Council Directive 2022 /2523 (Council of the European Union 2022)
on a global minimum tax, especially because it contains an income inclusion rule (IIR) for
major global companies. While there could be pitfalls in the application of the directive
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(e.g., multinational enterprises may create shell entities and hybrid structures, and may
shift profits to low-tax non-EU territories, for example, via digital services or intellectual
property licensing), it is still an important step in a good direction.

Another tax-related issue concerning technofeudalism is that the DSA and the DMA
include provisions to harmonise the market for digital companies operating in the EU by, for
example, addressing the gatekeeping positions of services such as the app store and Google
play. As a result, the gatekeeping function of these services (i.e., their market position)
leaves creators no way to avoid paying a tribute to these companies. This leads to the
paradoxical situation in which internet giants levy taxes on the work of unpaid labourers,
while paying minimal tax themselves. According to some authors, the DSA and DMA
provide a more constitutional approach to the digital environment in the EU, replacing the
previously liberal economic approach to the single market (Papp 2024). However, this does
not mean that the new e-regulation approaches would spill over to tax law. Thus, even the
most recent package, Business in Europe—Framework for Business Taxation (BEFIT), does
not address the elephant in the room, which is that companies can continue to make use of
letterbox companies. In recent years, the EU has become more committed to a fairer internal
market in which everyone pays their fair share, which could be considered a paradigm shift
from its previous approach. However, the problem remains that multinational companies,
including internet giants, can continue to implement aggressive tax planning if the rules
on corporate tax within the EU are not harmonised. This loophole will be hard to close if
treaty unanimity is required, and, unfortunately, a more holistic European corporate tax
harmonisation does not, right now, seem to be a possible future scenario (Garbarino 2016,
p. 277).

4.2. Why and How Merger Control Became Obsolete

Another important structural issue regarding the regulation of Big Tech is that the
EU'’s system of merger control was unable to handle tech companies’ spread from one field
to the next. Because of this, conglomerates like Google were created. Google owns the most
used search engine (with around 81.95% of the market share globally) and the most used
internet browser (Chrome, with around 68.38% of the global market share), controls most
online advertisements (67.77% of the global market share), and controls YouTube, which
has a market share of 97.95% in the streaming platform market. This latter website alone
attracts around 25% of global mobile traffic.

In the EU, there are relatively detailed rules on competition policies, and this is also
true of merger control. The background rules on mergers and company acquisitions
are primarily set out in Council Regulation 139/2004 (Council of the European Union
2004), which forms part of the broader EU competition law framework established under
the TFEU. The development of EU merger control cannot be reduced to a single Treaty
provision, but is linked more generally to the Union’s competition policy architecture,
particularly the provisions governing anticompetitive agreements, abuses of dominant
position, and the implementation powers of the Council and the Commission within the
internal market. Moreover recently, the 2024 Commission Communication on the definition
of the relevant market (European Commission 2024b) added some extra rules. From these
come the general rules on abusive market dominance and the ban on cartels. However,
these rules are behind the times from two major perspectives, and have many other issues
(Worsdorfer 2022, p. 349).

First of all, if a company is active in one field, and starts a new, different field of activity
(as, for example, is being done by many tech companies that are moving into Artificial
Intelligence (Al), while continuing their original enterprises), European regulations are
not able to limit this. If this second activity also grows to the same size as the original
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one, the company can in this way start to control a major part of the market, without any
serious external control. This can have an effect on many other issues, like predatory or
below-cost pricing, killer applications, discriminatory business conduct, and immoral and
illegal activities as gatekeepers.

Second, if a company acquires another company in a different field from the field of
their original market share, this will not, in most cases, raise an alarm with the European au-
thorities. An example could be the fusion, outside the tech world, of Bayer and Monsanto: a
leading German pharmaceutical company has acquired a US agrochemical and agricultural
biotechnology corporation. Such fusions can have numerous bad effects, and a ‘simple’
analysis based on their actual market share does not take these into consideration. This is
especially true in the online world, where ‘killer acquisitions” have become very common.
This is how, for example, Amazon bought and abolished an independent online seller of
books called Book Depository (which sent books worldwide free of charge). This means
that the merger control standard of ‘a significant impediment to effective competition’ is a
relatively low standard, and is unable to operate in practice. As Gautier and Maitry (2024,
pp- 246, 259) put it:

The five largest firms by market capitalization, Alphabet (Google), Amazon, Apple, Meta
(Facebook), and Microsoft, sometimes referred to as the 'big techs’ or the ‘GAFAM’, have
massively acquired companies during the last decades, mainly but not exclusively young
tech startups. To give an idea, we identify 329 acquisitions by these five companies for the
period 2015-2021, which that [sic] is an average of 47 per year. . .

.. .We have shown that acquirer massively discontinue the products of the companies they
buy. If product discontinuation in itself is not a concern, products fail or are becoming
obsolete, the importance of the phenomenon is raising concerns. Building on previous
studies, this paper has the ambition to provide more information on the phenomenon.
Our analysis shows products of younger firms are more likely to be discontinued. This
result does not come as a surprise as a younger firm is less likely to have a well-established
brand name and a large customer base. We also show that Apple has a more systematic
discontinuation policy than the other big techs. And, regarding killer discontinuation, we
observe that they occur mainly in the ‘main’ segment, where the acquirer holds a stronger
market position.

Thus, killer acquisitions can have a devastating effect on start-ups as well (Kizilay
2024, p. 273) and, thereby, strictly limit competition. We are not saying here that the EU,
or, to be more precise, the Commission, did not try to counterbalance the tech companies’
power. Many cases prove such efforts, like the case against Intel for anticompetitive
practices, which was later overturned (Rankin 2024). One could also mention the case
against Microsoft for abuse of market dominance (Court of Justice of the European Union
2007). Several cases were started against Google, because it supposedly manipulated the
online advertisement market (European Commission 2017) (in this latter case, the fine was
also later revoked (Gerken 2024)) regarding its Android system (European Commission
2018a), and also concerning the functioning of Adsense (Court of Justice of the European
Union 2024). A similar case against Apple also raised the problem of abusive app store rules
(European Commission 2024a, 2024b), and we could mention many other cases, all of which
were based on the existing acquis on free competition. However, under the present rules
(and this also true of the provisions of the DMA and the DSA), only extremely “abusive or
anticompetitive practices’ can be sanctioned, and there is no analysis of how the position
and activity of these companies distort the market even if they are not engaged in abusive
or anti-competitive practices in the strict sense of the EU regulations.
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5. Action-Oriented Rules (AORs)
5.1. Under-Regulated Algorithms

It is probable that at the core of European technofeudal rules lies the problem that, in
Europe, binding substantive rules governing algorithmic transparency, recommendation
systems, and platform-driven visibility remain comparatively limited and, with some ex-
ceptions, this area functions more or less on libertarian (or, at least, ordoliberal) principles.
To illustrate, Google’s search ranking methodology, YouTube’s recommendation engine,
Facebook’s news feed curation, TikTok’s content amplification system, and Amazon’s prod-
uct placement algorithms all operate without legally mandated transparency requirements
or substantive public oversight, effectively allowing these companies to shape information
flows, consumer behavior, and public discourse according to proprietary commercial logics.
By algorithms we mean different types of modus operandi. The term covers the functioning
of search engines like Google Search and Yahoo Search and the results these engines show
us. It also covers what tech companies show us in our feeds on Facebook or YouTube, and
how advertising is organised on the internet. While we find some minor, less important,
rules in the EU applying to algorithms, they are the exceptions: in most cases, companies
have the right to decide what they show us and how they do it. Our argument is not
that Member States or the EU have formally surrendered sovereignty over culture in a
legal sense. Rather, the issue concerns the growing private control exercised by major
digital platforms over the infrastructures through which culture, information, and public
discourse are distributed and consumed. In this context, the problem is closely connected
to questions of media pluralism, democratic public discourse, algorithmic visibility, and
platform governance. Recommendation systems, search rankings, advertising architec-
tures, and content moderation policies increasingly shape which cultural products, political
opinions, news items, and social narratives become visible or marginalised in the digital
sphere. The concern, therefore, is that the practical capacity of democratic institutions
to influence the communicative environment of national societies has weakened, while
private platforms exercising commercially driven forms of algorithmic governance have
become central intermediaries of cultural and political life. We agree with Ghosh (2019,
p- 76) who notes, regarding Facebook, that:

it is not the poor practical implementation of content monetisation that is the cause of
the problems, but the very model in which these giant tech companies operate; a model
in which they do not distribute content but sell advertising space, and in which content
is actually less important. It relies on complex algorithms and the most comprehensive
collection of personal data in order to personalise these ads as much as possible and as
automatically as possible for its millions of users. As a result, users “are subjected to
whatever content the platform believes will maximize profits”.

From a legislative perspective, the great problem with the under-regulation of algo-
rithms is that right now, as Dipayan Ghosh also explained, their primary goal is to serve
market interests: they shape and re-shape users without there being social control of what
they want to teach to the people. To a certain degree, this creates a situation in which tradi-
tional democratic mechanisms for safeguarding media pluralism and structuring public
communication become less effective in the digital environment, while major platforms
retain broad discretion over the organisation and visibility of online content. The fact that
Elon Musk apparently raised the visibility of his posts on X is not just a problem about X or
Elon Musk: it shows that we do not have standards for how these websites should function.
A very similar issue is raised by Facebook, for which Meta has abolished fact-checking.
This shows that private platforms increasingly make decisions with substantial societal and
democratic consequences, despite the absence of detailed and democratically legitimised
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public standards governing many aspects of algorithmic visibility, content prioritisation,
and moderation practices. The EU wanted to solve this problem through the 2022 Code
of Practice on Disinformation, which is obligatory only to signatories. Comment 31 in
the document (European Commission 2022) says that “Relevant Signatories commit to
integrate, showcase, or otherwise consistently use fact-checkers” work in their platforms’
services, processes, and contents; with full coverage of all Member States and languages”.
However, this is optional: states may refuse to fulfil their commitment even after they have
signed the code of practice, as it does not function like a legally binding, ‘proper’ legal
source with direct effect. According to Article 8 of the DSA there is no general obligation to
monitor the information transmitted or stored by providers of intermediary services, and
there is no obligation to actively seek out facts or circumstances indicating illegal activity
(Lendvai et al. 2025). As a result of this, democratic public discussion on e-regulations
is more or less missing, or stuck at a very limited stage. It is also clear that the online
Americanisation of the European public may lead to very similar issues to those arising in
the US (Shapero 2024). The fact that regulatory approaches to algorithms are mostly stuck
on the risks of the profiling of users (Kandov 2024) blocks a more holistic approach, which
would ask for transparency regarding the overall content and elements of different types
of algorithms.

Furthermore, it is up to these companies to recognise ‘systemic risks’ (see Articles 34
and 35 DSA), which is applauded by some commentators (Leijten 2026). However, it is
rather naive to ask companies to draw attention to the risks of their own activities, or the
risks their platforms raise for society. To a certain degree, it is as if we are asking them to
make the rules themselves, and then to apply these rules. In this way, we are adding state
jobs to their list of duties, a responsibility far from the original idea of a democratically
functioning free market. Companies will never be able to take into account the fact that
kids today read less and are prone to depression or to consider whether or not this has
something to do with algorithms and the online ‘culture’ (Twenge 2024). It should be
up to the legislator and the public to decide. Furthermore, we do not even explicitly tell
companies the basics of all this: what content they should remove, and why (or, in reverse,
what content they may not remove). Exceptions, of course, exist, but they only prove the
rule. Even detailed online hate speech regulation is hidden behind a code of conduct,
instead of hard law (European Commission 2016a; Council of the European Union 2008).

The failure of under-regulation is not just visible in general changes in the cultures
of Member States, like the weak results of PISA tests (Colombatto 2024), or students’
inability to read and comprehend more complex materials (Shen 2025). It was also visible
after the 2024 Romanian elections, when the European Commission started proceedings
against TikTok, investigating whether the company had violated the DSA by failing to
tackle systemic risks’. This investigation was the third against TikTok in a year (European
Commission 2024c, 2024d, 2024e). However, it is very clear that the Commission is asking
for things the EU should regulate in a more detailed and nuanced way: analysing risks
and trying to counter them in the political sphere is the job not of a company, but of the
legislator. Whatever Tik Tok did, it is not too different from other platforms: for example,
the Hungarian government became the biggest advertiser on Google in the EU (Metodieva
2026). While there are some new EU rules on the transparency of such advertisements, they
will probably not change the ecosystem of online advertisements in a more systemic way
(Lendvai et al. 2024). This means that, on the one hand, we are delegating state power to
companies, and, on the other, we are making the legal landscape uncertain for companies
themselves, because we are not explaining what we expect from them in a democratic and
open way.
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5.2. Consumer Protection and Malicious Actions of Companies

Another aspect of technofeudalism is the way in which tech companies have been
given the power to extend their decisions on their functioning. How this works can best be
explained through the state of consumer law in the EU.

Originally, the online protection of consumers was an extensively, and relatively effec-
tively, regulated area. The Directive on Unfair Clauses in Consumer Contracts (Council of
the European Union 1993), together with the Directive on Consumers’ Rights (2011/83/EU,
European Parliament and Council of the European Union 2011), the Directive on Unfair
Commercial Practices (2005/29/EC, European Parliament and Council of the European
Union 2005) and the E-Commerce Directive (2000/31/EC, European Parliament and Coun-
cil of the European Union 2000), gave extended protection to consumers. According to
Article 9 of the Directive on Consumers’ Rights, consumers in the online space have a right
to withdraw from contracts during a 14-day ‘cooling off’ period. Companies’ responsibili-
ties were also regulated (when and how they must repair or change a product, or give the
purchase price back to the consumer). On the other hand, after a while some fissures in
this good-looking, albeit heavily fragmented, system became visible. As a result, structural
asymmetries (Helberger et al. 2021) helping the companies became more apparent.

One of these issues is that companies retain significant discretion to alter or discontinue
digital products and services after they have entered the market. However, the legal
situation in the EU is more nuanced than a complete absence of regulation. Directive (EU)
2019/770 (European Parliament and Council of the European Union 2019a) on contracts
for the supply of digital content and digital services imposes conformity requirements and
obliges traders to provide updates, including security updates, that are necessary to keep
digital content and services in conformity for the period that consumers may reasonably
expect. Similar obligations also arise under Directive (EU) 2019/771 (European Parliament
and Council of the European Union 2019b) regarding goods with digital elements. More
recently, the Cyber Resilience Act (2024/2847, European Parliament and Council of the
European Union 2024b) introduced lifecycle-oriented cybersecurity obligations for products
with digital elements, including vulnerability handling and security update requirements.

Nevertheless, these instruments do not fully eliminate the structural asymmetries
between consumers and major technology companies. The applicable obligations remain
fragmented across different categories of products and services, often focus primarily on
cybersecurity and technical conformity rather than long-term functional continuity, and
may be difficult for consumers to enforce in practice. In many situations, companies still
retain broad discretion to modify platform features, alter business models, rebalance in-
game economies, discontinue compatibility, or terminate support after a limited period.
This is especially visible in the gaming market, where

free-to-play video games bring the majority of the annual revenue to the video game
companies, as players are attracted with possibility of playing without paying for the
software, but during the game players are seduced with purchases of virtual items with
functional (for example, virtual weapon) and without functional assistance (for example,
so-called ‘skin’) to the game. (Demchenko 2019, p. 194)

If the strategy of the company in such a case is to get the players hooked on the game
for half a year and then change the settings (for example, strong characters, who were
bought for hundreds of Euros in the game, become weak), there is no remedy. As in the
case of other software, withdrawal will not help the consumer, and even if the money
spent on the game is given back, the time and effort spent in the game will not be taken
into consideration. In such situations, the regulatory framework still leaves companies
substantial unilateral discretion over the evolution, modification, and practical lifespan of
digital products and platform-based ecosystems.
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Finally, even if this is never mentioned in traditional EU or domestic consumer law, we
must highlight that consumers very often engage in problematic asymmetric relationships
with companies. Varoufakis mentions the problem of free labour on platforms like YouTube:
most users receive no compensation for the videos they upload to the platform (and
Facebook is even worse, with billions of photos being uploaded without any compensation
being given). Moreover, both Varoufakis (2023) and Yen (2002, p. 1251) mention the free
transfer of data from consumers to tech companies (for example, on platforms like Facebook
or Google). Geddes (2020, p. 477) gives a slightly different meaning to what she calls the

‘exploitation of user labour’: she adds that copyright owners can take all the revenue of a

video, if, for example, a copyrighted song can be heard over the video content. In respect of
all three of these aspects of ‘exploitation’, we can claim that when a private person engages
in a consumer relationship with a major platform, they sign a consumer contract, but the
free labour and data transfer aspect is handled as if it is a more or less insignificant aspect
of this relationship (except for very big channels on YouTube which generate very high user
traffic). However, according to conventional wisdom, these consumer contracts could be
interpreted as ‘manifestly unbalanced (disproportionate) contracts’. As Yen (2002, p. 1256)
puts it,

the Feudal Society metaphor merely tells us that the present routine acceptance of such

provisions is probably unwarranted. In order to curb potentially exploitative methods,

courts should therefore seriously consider scrutinizing the provisions of adhesion contracts

in cyberspace more closely than they have in the past.

However, unlike Yen, we do not believe it would necessarily be the courts’ role to
defend citizens, as this is the role of the legislator, at either the EU or the domestic level.

5.3. Liability for Online Comments

Today’s democratic societies are based on a balance between the freedom of the
individual and the protection of society. Of course, states have broader discretionary
powers concerning crime prevention and enforcement when, for example, user comments
are offensive. The three major types of regulatory regime in the world have different
approaches to both freedom of expression and the regulatory issues that build on it. US
regulation, building on the First Amendment, has contributed to the global expansion and
market dominance of large US technology companies (Bradford 2023); the EU’s attempts,
based on a belief in freedoms and the democratic functioning of the media, have moved
from directives to regulations (Monti 2024, pp. 6-9); and Asian-style regulation has sought
to convert a belief in the omnipotence of the state and online sovereignty into regulation
(Balendra 2024). This also means that, even if there are differences between the US and EU
approaches, in most of the western world companies became the primary adjudicators of
what content may remain or should be removed from their social media or video platforms,
and they also set the most important standards for analysis.

This raises the related legal liability issue of whether, and to what extent, the inter-
mediary service provider, typically the one providing the hosting, is liable and whether
the traditional content provider, who created the content about which the comments are
made, is liable. In addition to the companies’ responsibility, it is, of course, also worth
considering the liability of the author of the original comment. Zeno-Zencovich (2014,
p- 113) summarises these different liabilities as non-liability, personal liability, and vicarious,
third-person liability. It should be pointed out that, while general monitoring seems to be
the appropriate way to avoid liability in Australia, this method has been prohibited all
along in Europe, under Article 15 of the E-Commerce Directive. Although this prohibition
on monitoring remains in Article 8 of DSA, the European supranational judicial fora have
already taken subtle steps towards a shift and a clarification (Court of Justice of the Eu-
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ropean Union 2019). In addition to legal solutions, technical tools (such as word-based,
content-based and collaborative filters) can be helpful tools for moderating content (Sorban
2021). Equally, the position of trusted flaggers under the Article 22 of DSA or the possibility
of giving comments a positive (upvote) or negative (downvote) rating, introduced on
Reddit in 2020, seems to be an essential step towards enhancing such methods without
unacceptable interference in free speech (Peters 2021).

While a unification of European jurisprudence may be unrealistic, the European Court
of Human Rights (ECtHR) plays a crucial role in developing a more coherent European
approach. The ECtHR has taken a consistent legal position on the subject under consid-
eration, apart from a few minor variations. Therefore, to determine whether content has
been lawfully removed or whether there are censorship effects, the following factors need
to be examined:

(a)  when it can be declared that the provider has actual knowledge;

(b)  what is clearly illegal content;

(c)  what is the timeframe within which the service provider must act; and

(d)  whether we are talking about an active or passive type of service provider when analysing
liability issues (Oster 2017, pp. 141-42).

In this context, the ECtHR has established a strict liability test, which requires an
examination of (A) the context and content of the comments, (B) the possibility of holding
the actual author or authors of the comments liable, (C) the measures taken by the service
provider to prevent or remove the comments in question, (D) the consequences of the
national judgment for the service provider, (E) the conduct of the victim, and (F) the
consequences of the comments for the victim (European Court of Human Rights 2015).
In addition to this, the ECtHR has, in other decisions, underlined that different types of
procedures would be required for different types of content, explicitly highlighting the
distinction between content that reaches or falls below the level of hate speech (European
Court of Human Rights 2016).

For a long time, it seemed that the ECtHR only imposed liability for comments on
large commercial and professionally run portals (European Court of Human Rights 2019,
para. 166), but in the Sanchez case of 2023, the ECtHR seems to have chosen a different path:
it seems that certain individuals may also be subject to continuous monitoring (European
Court of Human Rights 2023). It can be argued that the 2023 decision expands the range of
people and entities that need to worry about being held liable as an internet intermediary
(Korpisaari 2022). This will indeed have a chilling effect (Gosztonyi and Lendvai 2026),
bringing us one step further in the growing digital authoritarianism worldwide (Moldovan
2024; Fuchs 2026). This means that, while we do not have detailed, unified EU rules with
direct effect on the problem of when companies may or may not remove comments (i.e.,
on how to maintain free speech in the EU), the ECtHR precedents will still affect EU law
in the future too, and not necessarily in a positive way. Thus, we can see a shift here from
company liability to the liability of private persons.

5.4. EU Private International Law

Cases involving cross-border defamation are politically and culturally sensitive, and
the internet has multiplied their frequency, complexity, and intensity (Svantesson and
Symeonides 2023). The root of the legal tension lies in the fact that different countries place
different degrees of emphasis on freedom of expression and access to information on the
one hand, and the protection of private life and personal reputation on the other. Libel
tourism essentially represents a form of forum shopping, in which a prospective plaintiff
files their lawsuit in the jurisdiction where they believe they are most likely to receive
a favourable judgment. In essence, jurisdictional rules pave the way for this (Nielsen
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2013). The EU’s regulations in this regard—unlike conflict of law rules—have been unified
by the Brussels Ia Regulation. Previously, under Article 5(3) of the Brussels Convention,
then Article 5(3) of the Brussels I Regulation, and currently Article 7(2) of the Brussels la
Regulation (1215/2012, European Parliament and Council of the European Union 2012),
proceedings for tort or delict may be brought before the courts of the Member State ‘where
the harmful event occurred or may occur’ (forum loci delicti). In the Shevill case (Court of
Justice of the European Union 1995), a cross-border defamation lawsuit against the printed
press, the CJEU interpreted the concept of the ‘place where the harmful event occurred’
for the first time. According to the judgment, this term refers both to the place where the
damage occurred (forum loci damni infecti) and to the place of the event which gives rise to
the harm (forum loci delicti commissi) (Court of Justice of the European Union 1976). Under
the Shevill doctrine, the CJEU ruled that the claimant may bring an action for damages
against the publisher before the courts of the place where the publisher of the defamatory
publication is established, which has jurisdiction to award damages for all the harm caused
by the defamation. Alternatively, the claimant could sue in each Member State where the
publication was distributed and where they suffered harm. However, these courts can only
rule on the harm caused within their own Member State. This approach is known as the
mosaic principle (Mosaikbetrachtung).

Nearly twenty years later, the issue of online defamation arose in the eDate and
Martinez cases. When personality rights are allegedly infringed by content published on a
website, what does the “place where the harmful event occurred” mean? Content published
on a website is ubiquitous, as it can be accessed anywhere and instantly downloaded by an
indeterminate number of internet users worldwide, regardless of the publisher’s intent. As
a result, the Court of Justice of the EU (CJEU) ‘adjusted” the Shevill precedent by allowing
the injured party to bring a claim for compensation for the entirety of the harm caused
before the courts of the Member State where the claimant’s centre of interests (Mittelpunkt
der Interessen) is located. The centre of interests is typically the natural person’s habitual
residence. However, in exceptional circumstances, the centre of interests may be in a
Member State where the claimant does not habitually reside, provided other factors—such
as the exercise of professional activities—indicate particularly close connections with that
state. Additionally, the CJEU upheld the mosaic principle (Court of Justice of the European
Union 2011, paras. 46, 48, 51-52).

The ‘borderless’ nature of online media is difficult to reconcile with jurisdictional
rules that are tied to state boundaries. When the centre of interests coincides with the
claimant’s habitual residence, a forum actoris is created, which enhances the protection
of the claimant (Gongalves 2022) but also broadens the opportunities for forum shopping.
Consequently, some argue that the centre of the claimant’s interests is not an appropriate
solution (Nagy 2012). Instead, they propose either retaining the mosaic principle (but
supplementing it with additional conditions) or introducing entirely different jurisdictional
criteria (Mankowski 2016). Furthermore, some legal scholars have criticised the continued
application of the mosaic principle to the internet (Kyselovska 2019).

The issue of the reputation of legal persons in the Bolagsupplysningen case introduced
a new dimension. The CJEU determined that the centre of a legal entity’s interests is
not tied to its registered office but instead is the location where it conducts its business
activities. The centre of interest for such a legal person, therefore, refers to the place where
the company’s business reputation is most firmly established and where it carries out the
main part of its economic activities, and the courts of this Member State have jurisdiction to
assess the entire damage (Court of Justice of the European Union 2017, paras. 43—44) This
means that the CJEU maintained the mosaic approach, and therefore that the claimant may
bring his action before the courts of each Member State in whose territory online content is
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or has been available. These courts have jurisdiction only in respect of the harm caused in
the territory of their particular Member State. The CJEU also clarified that correcting false
statements and removing harmful comments cannot be geographically divided (Court of
Justice of the European Union 2021a). Therefore, such actions can only be requested before
the courts of the Member State that has jurisdiction over the entirety of the harm caused.

The analysis of the CJEU’s decisions makes it clear that, as regards cross-border online
infringements of personality rights, ‘the place where the harmful event occurred” under
Article 7(2) of the Brussels Ia Regulation can be interpreted as the centre of interests of
the injured party. In line with the eDate case, this is primarily the habitual residence for
a natural person. According to the Bolagsupplysningen judgment, it is mainly where a
legal entity carries out the main part of its economic activities. The Bolagsupplysningen
and Gtflix TV cases (Marongiu Buonaiuti 2022) reinforced the position that requests for
rectification and deletion must be filed exclusively with the forum competent to award full
compensation. However, maintaining the mosaic principle is questionable, as it does not
align with the realities of the online environment in its current form. This raises several
issues. Is the jurisdictional multiplicity provided by the mosaic principle compatible with
the objectives of the Brussels Ia Regulation? Are plaintiffs genuinely interested in pursuing
lawsuits before different national courts? Does this approach facilitate compensation
claims, considering the lack of uniformity in conflict of law rules based that there is no
EU regulation on the applicable law issue (see Article 1(2)(g) of the Rome II Regulation
(864/2007, European Parliament and Council of the European Union 2007))? Some analysts
argue that applying the mosaic principle threatens the proper functioning of the judiciary,
the predictability of jurisdictional rules, and the consistent adjudication of claims arising
from the same situation (Kohler 2021). In cases of the online violation of personality rights,
it is technically challenging to allocate damages across multiple countries and assess the
extent of damage within a given territory (Gongalves 2022, p. 138). Does the mosaic
principle primarily encourage vexatious litigation strategies? In its current form, does
it essentially pave the way for SLAPP (Strategic Lawsuits Against Public Participation)
proceedings according to SLAPP Directive (2024/1069, European Parliament and Council of
the European Union 2024a)? SLAPP lawsuits are often clearly unfounded or abusive cross-
border civil actions initiated against individuals or legal entities, particularly journalists
and human rights defenders (Bogrea 2024).

The mosaic principle was originally intended to provide flexibility in cross-border legal
disputes, particularly for victims of defamation. However, in the digital age, where harm
can be claimed in multiple jurisdictions, it can become a weaponised litigation strategy.
Large corporations and powerful individuals can file lawsuits in jurisdictions that are more
favourable to their claims (forum shopping), or expensive and slow for defendants to fight
cases in, and it is hard to coordinate legal defences across multiple cases, making it easier to
pressurise critics into settlement or self-censorship. While tech companies typically avoid
direct lawsuits against individuals, they can support or indirectly facilitate SLAPP-like
actions by, for example, funding third party litigation against critics, using defamation or
data protection rules to justify legal actions that ultimately restrict public discourse, or
applying selective content moderation policies.

5.5. Data Protection Lost in the System

From the perspective of Yen (2020) and Varoufakis (2023), if Big Tech companies are to
maintain their market position, their monopolisation of the essential digital resource of data
is required. In this way, the exclusive control over data by tech companies can be compared
to the control exercised over land by landowners in feudal times. Data is indispensable, as
it powers the algorithms that determine the content users see, and subsequently influences
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their decision-making processes in all digitalised areas of life. The control of this data grants
tech giants substantial political and economic clout, while allowing them to establish total
market dominance in the digital world. An erosion of the privacy and autonomy of users
also occurs through the gathering of data, which often occurs unbeknownst to users. These
factors lead to an asymmetric power balance between individuals and tech giants, as data
(and therefore power) is controlled by the latter (Varoufakis 2023). In the context of the EU,
such monopolisation of data poses a threat to the EU’s democratic and civic principles, as
users have virtually no stake in how their data is being used to generate market dominance
by unaccountable cloud fiefs.

On the specific subject of data protection, the EU’s regulatory response centres around
the GDPR, which is applicable since 2018. The GDPR was designed to unify data protection
regulation across the Member States and to enhance the protection of individuals’ personal
data, whether processed inside or outside the EU. It sets out principles for the processing
of data, including fairness, transparency, purpose limitation, data minimisation, accuracy,
storage limitation, integrity and confidentiality. Rights are also granted to individuals
over their personal data, including rights relating to access, rectification, erasure (the right
to be forgotten), restricting of processing, data portability, and objections to processing.
In order to monitor and enforce compliance, the GDPR mandated the establishment of
independent supervisory bodies in all Member States. At the same time, critics have argued
that the GDPR illustrates certain features of ineffective regulation: although the frame-
work is formally extensive and compliance-intensive, enforcement asymmetries, uneven
institutional capacities among supervisory authorities, and the structural dominance of
large platforms have limited its transformative impact on the concentration of data power
in the digital economy. Moreover, the GDPR sets out remedies for individuals whose
rights have been infringed, and corporate penalties for companies that do not comply with
its provisions. This regulation has been bolstered by the European Data Act (2023 /2854,
European Parliament and Council of the European Union 2023), which is applicable since
2025. It pertains to a broad range of entities conducting business in the EU and sets out
wide-ranging data access, sharing, transparency and transfer obligations and requirements.
It is also important to connect the transparency rules to the DSA’s obligations (Veleva 2024,
pp- 155-56). However, as it also applies to non-personal data, it extends even beyond the
protection of personal data provided by the GDPR. As a result, entities providing services
in which data is collected will have to fulfil the requirements of both the GDPR and the
Data Act. Regarding the European Data Act, it is interesting to see that the application of
the GDPR has not been without consequence. Fines resulting from GDPR breaches reached
a record high in 2023 of €2.055 billion, rising from €841.5 million in 2022 and €1278.4 million
in 2021. This trend shows a marked increase from the total fines of €171.6 million in 2020
and €71.8 million in 2019. Most notably, a €1.2 billion fine was imposed on Meta by the
Irish Data Protection Commission just two years ago (Armstrong 2024).

Still, there are several challenges related to the EU’s regulatory efforts on data pro-
tection that align with the central tenets of Varoufakis’ theory of technofeudalism. First, a
study published in 2023 suggests that small businesses are at a disadvantage compared to
large businesses when it comes to GDPR compliance (Data Protection Commission 2023).
Second, neither the extensive rules of the GDPR nor those of the Data Act answer the
question of what happens in cases when consumers willingly allow companies to store
their super-sensitive data, which also raises a moral and legislative dilemma. Third, many
of the rules of the GDPR are not enforced in practice. Those who want to bulk delete
Facebook posts, or download and erase their data (photos, posts, or videos) from the
platform know how difficult it can be to regain control over their personal data, and it is
even more complicated in the Google system.
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Sunstein (2021), in his book Sludge, describes techniques used by the state and com-
panies to influence users, clients and citizens. For example, it is often complicated to
unsubscribe from a newsletter, or to get the necessary document to apply for social aid at
state offices. Sunstein’s solution to this is to streamline compliance requirements, eliminate
redundant regulations and simplify procedures. We see that sludge is extensively used
by Big Tech, and this has a strong effect on data protection. First, the state creates sludge
through extensive regulations and, second, the companies make sludge to maintain their
control over data. We also see that, despite the ever-increasing threat of sanctions, tech
giants are able to absorb short-term losses from sanctions because they can still generate
long-term gains from the expansion of their total market dominance (Maynor 2025).

6. Conclusions—Overcoming Turbulent Fragmentation in the EU’s
Digital Realm

The structural and action-oriented rules examined in the previous sections demon-
strate how under-regulation, over-regulation, and ineffective enforcement may coexist
within the EU’s fragmented digital regulatory framework. Mapping the different fields
of technofeudalism in the EU is extremely important, because these fields are strongly
dependent on each other, and actions started in one field can have devastating effects in
other areas. On the other hand, the turbulent and growing fragmentation of EU internet
legislation is a great barrier in most scholarly analysis (Kelemen 2026). The literature mostly
focuses on individual areas, because even then the regulation is overwhelmingly complex.
As there is a desire in the EU to regulate the online space (to a certain degree: the aim is
to Europeanise and democratise it), it is possible that this phenomenon will become even
stronger in the future. As a result, legal fragmentation will also create a need for a holistic
understanding of regulation, which can later serve as the basis of policing. However, any
complex method must also take into consideration other factors, apart from balancing the
excess power of tech companies through legal means, like maintaining or enhancing Euro-
pean competitiveness and enforcing human rights (in the field of free speech regulation,
for example). This means that a very rigid regulatory framework can also have negative
effects on certain fields, and can backfire.

The analysis undertaken in this article suggests that the emergence of technofeudal
tendencies within the EU legal order cannot be attributed to a single legislative failure or
policy choice. Rather, it results from the cumulative interaction of multiple legal fields
that, taken together, have enabled the concentration of digital and platform power. The
structural rules examined in this article have facilitated the economic expansion, market
consolidation, and cross-sectoral growth of major technology companies within the single
market. At the same time, the action-oriented rules analysed above reveal a fragmented
regulatory landscape in which algorithmic governance, platform visibility, consumer rela-
tions, online liability, jurisdictional mechanisms, and data protection are often regulated
inconsistently, incompletely, or with limited practical effectiveness. While recent EU in-
struments demonstrate a significant move toward stronger public oversight of the digital
sphere, the overall regulatory architecture still struggles to counterbalance the structural
asymmetries and quasi-governance functions exercised by dominant digital platforms.

In this article we wanted to do the first groundwork in a democratic discussion on Big
Tech companies. Developing such a public discussion is important, as it is the Member
States” and the EU’s job to regulate Big Tech companies, and if we want to build effective
regulations which do not cause harm, we should first set the goals and make the connections
clear. Without this, the EU will always lag behind the social reality of the internet, and
its actions will only focus on addressing the latest threats in the online space and not on
finding the major sources and implications of these threats, from a broader perspective. If

https:/ /doi.org/10.3390/laws15040073


https://doi.org/10.3390/laws15040073

Laws 2026, 15,73 19 of 24

we can talk about technofeudalism; then, we can also talk about techno-democratisation. It
is for the Member States and the EU to decide whether they will create a more transparent
and democratic internet for the future, or put the power of regulation in the hands of Big
Tech companies. Future regulatory debates should therefore focus not only on market
efficiency and innovation, but also on the institutional conditions necessary to preserve
democratic accountability, media pluralism, meaningful consumer autonomy, and effective
public oversight within the digital environment.
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