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DATA PROTETCTION AS DATA SECURITY, - THE ECOSYSTEM 
OF DIGITAL MARKETS 

MOZSONYI, Norbert* 

Onc of chc most drarnatic proccsscs of our timcs is thc information cxplosion and thc drarnatic 

social transformation tbat is taking place in its wake.1 Digital footprints allow us to reconstruct 
previously hidden structures and relationships, and to change the tools, methodologies and 
rcsults of cognition2

. 

The essence of technology is to be as versatile as possible, using more and more data of different 
categories and timings, with new solutions and operations evolving on a complex daily basis. 
This does not make privacy "dead", as many people think3 - it is simply that the focus may he on 
rhc rulcs for managing persona! dara rathcr than prorccring it. ln ordcr to harncss and rcap thc 

benefits of mobile devices, artificial imelligence-based big dara technology1 and hybrid cloud 
services5, we need to facilicate daca sharing and we need regulation that allows this to happen 

whilc maintaining thc confldcnciality of rhc dara wirh rhc dara controllcr. Tbc flrsr part of thc 
chapter provides an overview of the approacb to the protection of fundamental rights and the 
definition of the conceptual issues of regulation. The second part argues that our current general 
concracr pracrice is convenient but nor right, given the extent ro which we need to enforce our 

fundamcntal constitutional rigbts. Tbc third part outlincs tbc framcwork of a rcal contractual 
relationship for daca management. The final part offers some preliminary thougbrs on rhe 

possible obligations ofdominant digital platforms. Accordingly, the regulato1y presumpcion that 
individuals can control the flow of their persona! daca should be overcome. 

*Lcgal Counscl, Print Brokcrs T cam Ltd. 
' Cukier and Mayer-Schönberger, 2015 Big dara: A revolurion rhar will rransform how we live, work, and rhink. Houghron Mifflin 

Harcou 
2 Csepeli Gy., Dessewffjr, T. (2015): 13ig Data. A technological change rharwill fulfil sociology, ReviewofSociology 
' Here arc the titlcs of somc articlcs: "Big Data ami Due Proccss: Toward a Framcwork to Rcdrcss Prcdictivc Privacy Harms" by 
Kare Crawford andJason Schultz, published in the Boston College I.aw Review in rhe 1" issue in 2014, pages 93-128 (Crawford­
Schultz, 11 ch page); "Privacy in rhe Age ofBig Data: A Time for Big Decisions" by Omer Tene and Jules Polonersky, published in 
the Stanford Law Review Online in fehruary 2012, pages 63-69 (l'ene-Polonersky, footnote 4). 
4 Dessewff'), and Láng define Big Dara as "the collective emergence of qualirarively new social pracrices and modes of understanding 
due to rhe explosive growth in the quantity of digiral dara." According to rhe authors, chis new paradiglll ofknowledge formarion 
did not only arise from rhe increased volume of dara in the 21 st century but was also signiflcantly shaped hy the widespread adoption 
of digital rccordings. Dcsscwf(v Tibor and Ung László (2015): "Big Dara and thc Accidcntal Encoumcr with thc Social Scicnccs on 
thc Opcraring Tablc." Replika (92-95): 157-170. 
5 Io T devices, big daca processing, as well as dara transmission and srorage scructures, all presuppose arrificial intelligence. Conversely, 
it is also rrue that aniflcial inrelligence cannot funcrion without a robust quantity of dara and adequare data rransmission, storage, 

and computational capacity, which collcctivcly fonna particularly complcx information tcchnology systcm.Furthcrmorc, for online 
platforms that rcach thc levei of qualiflcd dara controllcrs, as dcflncd in thc drafr regulation on digiral scrviccs, acccss ro thc scrvicc 
provided ín relation ro rhem is an essenrial service subjecc to a contractual obligation, the subject ofa legal relarionship thar consritutes 
a real acr of dara processing based on objecrive responsihility. ·1 'he puhlic interest in conrrol of the digiral world and accounrahility of 

dara conrrollers is clearly articulated, hut (unfortunately) very difflcul.t ro enforce, and getting harder every· day. The regulation of 
thcsc systcms should not be a regularion of rcchnology thar rcspccts thc busincss intcrcsts of lobbying tcchnology companics, but 
should be designed and operared as a sysrem of norms based on rhe fundalllental values of human dignity and delllocraric social 
order. 
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lntroduction 

Nowadays, it is evident that in the information society, almost everything leaves a digital trail , which is 

analysed through big data technology6 based on artiftcial imelligence. This technology facilitates the 

idemification of previously undiscovered relationships and networks, rendering them visible and amenable 

to research. As technology advances, increasingly more aspects of our lives can be analysed using well-organised 

data sets, which can be manipulated and utilised in various ways by constantly evolving digital tools and 

networks.7. There has been a significant increase in the volume of digital information. This data is no longer 

solely persona! data thar is intentionally rransferred, bur is increasingly becoming persona! or even special 

data through híg data technology.8 As a result, it is subject to persona! dara processing. 

We cannot avoid having a digital footprint, and we cannot avoid it beingprocessed in different structures, 

because9 this is the hasis of the service, this is the engine of the service. The possession of personalised 

infonnation left behind in the digital archirecture creates a particularly significant power relationship on a 

wide scale. This asymmetry of power and information needs to be counterbalanced by the comractual 

relationship. The regulation of AI-based111 dara management, which is part of our everyday life, cannot be 

based on a contractual relationship unilaterally established by online service providers. ln our view, the 

regulatory presumption thar individuals can control the flow of their persona! dara should be abandoned. 

(, ln a fundamental righrs-based perspecrive, dara protecrion seeks ro safeguard rhe freedom of rhe private sphere, where a key concepr 

is the protecrion of persona! daca. According to rhe arguments of Neil M. Richards and Jonathan H. King, we have witnessed 

changcs of significant importancc in thc past half-ccntury, similar to thc industria.l rcvolution, which arc rcshaping our socicty and 
our livcs. Thc latest phasc of tllis information rcvolution, thc big data rcvolution, promiscs cvcn morc substantial transformation -
or threarens ir - ar an increasingly accelerated pace. They argue rhat rhe srake of rhe big dara revolmion is rhat big dara analysis 

intluences or threatens a.11 sorts ofhuman activities and decisions, from daring to shopping, from healthcare to education, from law 

enforcement to rhe flght against terrorism, to democraric elections. N eil M. Richards and J onathan H. King: "füg Data Ethics." 
Wakc Forcst Ltw Rcvicw, 49 (2014), 2, 393-432. 
7 For example, at rhe Psychomerrics Centre of rhe Universiry of Cambridge, an exrremely effkient and fasr merhod has been 

developed to accurately analyse the characteristics of an individual or a group of individuals from various data sources. Kosinski, M., 

Stillwell, D., Graepel T. (2013). Privace traics and attribmes are predicrable from digital records of human behaviour. 
http:/ /www.pnas.org/contcnt/pnas/110/15/5802.full.pdf Publishcd 011 2022-03-10. DOI: 10.1073/pnas.1218772110. 
' Thc ccrm "big dara" rcfcrs to thc vast amount of information and proccssing gcncratcd by companics, individual uscrs, and 
nerworked digital devices, which is then analysed by computers. As a resulr, our digiral foorprims are transformed into persona! 
dara, and even sensirive dara, which are scored and processed ín computational clouds on a systemic levei. 
~ The analysis of rhe vast amount of dara coming from hillions of loT devices is not well manageahle with tradirional relational 

databascs. Tbc phcnomcnon of big data is rootcd ín thc fact that in thc informatíon socicty, almost cvcrything lcavcs a digital tracc 
in rcal-timc, lcading ro an immcasurablc amount of data gcncratcd day by day. Howcvcr, ir's not just thc sizc rhat .mattcrs; ic's thc 
unlimitcd growch potencia! and dara analysis. Unlikc statistics, big dara docsn'c ask chc individual; it monitors thcir bchaviour 
without influencing the system or understanding why rhings happen. Big Daca connecrs generated datasets, opening the door to 
conclusions and predictions chat can provide insights inro people' s innermost choughrs. Predictive dara analysis creates profi.les, 
allowing excremely accurare forecasts about rhe individual's foture <lecisions. ln orher words, an individual"s digiral footprinc is pre­
constructcd, and thcy know in advancc what thcy will do bccausc thcir futurc actions arc prcdictablc. (Zsolt Ződi, "Privacy and Big 
Dara," page 19. íl1np://fundamenrum.hu/sires/defaulr/ fllesll fundamentum-17-1 -2-02.pdf 
10 The employmenr of Al-based rechnologies augments the possibility of persona! daca being misused by public amhorities and ín 
prívate-party legal relarionships. Artiflcíal intelligence has rhe potentiality co process excensive sers of daca and ro classify and 
scrurinizc assortcd dara pcrrainíng to individuals, thcrcby dcriving conclusions conccrníng thcm. 

http://fundamentum.hu/sites/default/
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The fundamental rights approach 

As fundamental rights, human rights are among the most basic values of the constitutional order of 

individual stares and of rhe inrernational communiry, as well as the core values of consritutional democracy. 

Constitutional law is a system of vertical1 1 norms rhat regulate rhe relationship between rhe public authority 

and the citizen. ln recent decades, European legal development has moved beyond this clear formula and, 

recognising that the state is by no means the only authority that can have a decisive intluence on our lives 

and the exercise of our rights has gone beyond the vertical scope of law ín respect of certain fundamental 

rights. Incomparison, the term 'horizonral scope' offundamental righrs refers to rhe situation where a citizen 

can assert their constitutional rights against a private party, rather than solely against the state. lt is 

undeniable rhat corporations with substantial monetary power, as well as smaller businesses and individuals, 

may exercise their rights ín ways that do not align with international human rights principles. Nowadays, 

the power dynamics have shifred significandy and any natural or legal person can be a potential infringer, so 

T see no reason to believe that the protection of our human rights should or can only be asserted against the 

state. 12 

Building upon a foundation of excellence and trust, the White Paper prioritises safeguarding the EU's 

core values, including fundamental rights, as a central requirement for the development, use and regulation 

of AT. Consequenrly, the development and use of AJ is therefore not (or cannot be) an end in itself, but must 

be seen and regulared solely as a technological tool for the realisation and fulfilment of universal human val ues 

and fundamemal rights. AI-based data processing, which is ubiquitous in daily life, must not be regulated 

through a contract unilaterally established by a qualified data controller. Such regulation benefits human 

well-being only if it promotes the fulfilmenr of human freedoms and the proper funcrioning of the 

constimtional institutions rhar guaranree such freedoms. Otherwise, we may be falling inro Aldous Huxley's 

freedom paradox trap, a seductively comfonable, desirable and beautiful new worldn where we willingly 

sacrifice not only our freedom but also the basic conditions of our humanity, induding dignity, on the altar 

of consumer welfare and material comfort. 

Giant platforms 

l1 Modern constiturions were creared with rhe aim of clearl y defining the framework within whicl1 srate aurhority operates, rhereby 
cnsuring, abovc all, thc cxcrcisc of fundamcnral rights. Duc to this purposc, thc rulcs of thc constitution bind thc statc and its organs: 
rhey specify how rhey should acr, rhe limits ofrheir public power, and whar rhey must do ro ensure rhe adequare guarantee ofhuman 
righrs. T n rhese legal relarionships, individuals standon rbe s ide of rights holders, from wbich rhey can expecr the srare ro adhere ro 
its operational requirements an<l respecr rheir privacy an<l civil rights. 
" Andrew Z. Ducmc1,cwski: ''Europcan Human Rights Convcntion in Domcstic Law. A Comparativc Study," Oxford, Clarcndon 

Prcss, 1983. Chaptcr 8, pagcs 373-377. ht tps://www.cortcidh.or.cr/tablas/al 1660.pdf. 
13 Aldous Huxley: Szép 1íj vil:íg ("Brave New World.'') Rudapest, Kozmosz, 1982. 

http://www.corteidh.or.cr/tablas/a11660.pdf
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The processing of persona! data by data comrollers with a significant digital presence11
, also known as 

qualified daca controllers, should move away from daca controller-cencric regulation cowards a regulation 

based on contractual agreements rhat establish objecrive liability, enabling individuals to effectively assert 

their fundamemal rights. These imermediary service providers15 are social platform providers and their 

services include the ranking (e.g. search engine ranking, social platform ranking) or moderation of a large 

amount of content. For this filtering and ranking activity, large amounts of meta16 and persona! data17 are 

processed. And they are increasingly using complex technologies based on artificial intelligence18 to filter, 

rank and moderate content, which is essential for personalization.19 T oday's qualified dara management 

urilises a combination of big dara technology based on artificial intelligence, wireless communication 

infrastructure, and hybrid cloud services20
. ln addirion to the paramount importance of dara, digitalisation, 

14 Due to the characreristics of rhe digiral economy, some influential "garekeeper" plarforms have acquired invulnerable posirions, 
enabling rhem ro control rhe developmem <lirections of digital economic ecosystems. At the same time, the beneficial effecrs of 
competition have become limited. A significam milestone in rhe qualification of the concept of platform, to the levei of qualified 
data controllcrs is thc draft rcgulation 011 digital markcts (DMA) and thc rcgulation on digital scrviccs (DSA). Within platform 
services, these regularions create rwo new platform caregories: one based 011 funcrionali ry, termed "core platform services," and the 
other based on size, forrher narrowing ir clown to rhe largest, rbe "garekeepers," imposing additional obligarions 011 rhem. 
15 Compare: The European Parliarnent and Council Direcrive 2000/31 / EC on certain legal aspects of inforrnation sociery services, 
in particular clcctronic commcrcc, ín thc Intcrnal Markct (E-Commcrcc Dircctivc), Scction 4: Liability of intcrmc<liary scrvicc 
providcrs. 
16 Arrificial i ntelligence-based systems can be considered a parricular rype of exisring meradata organ izi ng search engines (such as F.ur­
Lex, suitable for seard1ing legal sources and case law). Their feasibility and funher development have gready comributed to rhe 
introduction of the European Case Law ldentifier (ECLI) in Europe's legal lamlscape (lnfoCuria). Concerning Eur-Lex, rhe 
objcctivc is to cnhancc thc wcbsitc and improvc uscr cxpcricncc through wcbsitc dcvdopmcnt and scarch cnginc cnhanccmcnt. 
During this daca processing, rhe extensive information generated can potentially be transformed inro persona! dara when analyzed 
and assessed in conjuncrion wirh other darasets and darabases. (European Case I.aw ldenrifler - A program for searching rhe 
European Case Law ldemifi.er (ECLI).) 
17 ln thc 21 st-ccntury digital cconomy, platforms and thcir associatcd busincss modcls play a highly significant rolc, with a ccntral 
foctts on data, cspccially persona! data. For a long timc, thc cmphasis has bccn 011 rcgulations that cnsurc thc protcction of data, 
panicularly persona! dara. Wirh rhe help of auromared systems (algorirhms) inregrared inro rheir inframucrure, plarform operarors 
can more easily interpret user hehaviour parterns and usage trends. lhsed on rhis, rhey can provide personalized content ami make 

other <lecisions thar significandy impact users. These decisions are made by platforms aurornatically, relying on persona! data related 
to thc uscr. Thc Gcncral Data Protcction Rcgulation (EU) 2016/679 of thc Europcan Parliamcnt and thc Council, datcd April 27, 
2016, concerns rhe prorection of nawral persons regarding rbe processing ofpersonal dara, the free movement of such dara, and rhe 

repeal ofDirective 95/46/F.C (General Daca Protection Regularion). 
18 'l 'he concept of artificial imelligence is used in various ways by many people. According ro rhe <lefinition provided by the European 
Commission: "Artificial intclligcncc rcfcrs to systcms that cxhibit intclligcnt bchaviour by analysing thcir cnvironmcnt and taking 
autonomous stcps to achicvc spccific goals." Thc Europcan Commission d.cscribcs artificial intclligcncc as a systcm that, through 
rhe analysis of its environmenr, exhibirs inrelligenr behaviour and is capable of performing various rasks wirh a cerrain degree of 
auronomy in order ro achieve specific objectives. This definition is sourced from "European Commission: A Definirion ofAl: Main 
Capahilities and Scientiflc Disciplines (April 8, 2019)." You can also refer to definitíve approaches in Jan De Bruyne and Cedric 
Vanlccnhovc's "Artificial Intclligcncc and. thc Law" (Cambridge, Inccrscntia, 2021) and. Thomas Wiscluncycr and Timo 
Radcmachcr's "Rcgulating Artificial Incclligcncc" (Cham, Springer, 2020). 
19 Io T dcviccs, big data proccssing, as wcll as data transmission and storagc infrastructurc all prcsupposc artificial intclligcncc, and 
conversely, arriflcial inrelligence also requires robust dara, appropriate dara rransmission, storage, and compuring capaciry. Th is 
forms a particularl y complex information technology sysrem. The imer<lependence of all rhese srandalone redrnologies underlines 
d1e importance of intellectual propen:y protecrion. The rransparency and accountahility of rhis complex technological system face 

signiflcant challcngcs, thcrcby making it ncarl y impossiblc to cxcrcisc physical control ovcr pcrsonal d.ata, 
2° Complex sysrems become inreresting due ro rhe emergence of rhe synergy phenomenon, which means rhar as a resulr of rhe 
interaction hetween rheir parrs, the behaviour of the parrs changes in such a way rhat the entire system exhibits qualitarively new 
hehavioural patterns and new regularities differenr from the properties ofthe parts. Therefore, d1e impact of individual technologies 
comprising thc systcm 011 our fundamcntal rights cannot be scparatcly cxamincd. ln my opinion, rcal progrcss is primarily 
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through the processes described above, is creating new platforms for social and econom1c activity and 

communication that are an íntegral part of out daily !íves, whích other authors have called online platforms21 

with a signifkant· digital presence. 

These platforms typically work with large daca sets and algorithmic decisions22
• Due to their significant 

market power and capability to manage the digital ecosystem whilst accumulating data assets, they have 

positioned themselves into a monopoly or olígopoly.23
. As they function as digital service platforms24, they 

pose a signíficant challenge to regulate and maíntain accountability. Merger control has been "under­

enforced" by competition authorities in the technology sector25
, resulting in the emergence of this market 

power. Between 2008 and 2018, Google, Apple, Amazon, Facebook (Meta) and Microsoft collectively 

acquired more than 400 entíties, which were not impeded26
. This practice is commonplace in the technology 

industry, where major corporations buy innovative start- ups - that do not possess significant market power 

or share - to prevent them from becoming a significant competitor.27 ln this manner, a potencia! business 

solution or idea is integrated into the acquiring company prior to its ability to exercise any tangible 

competitive force, solely expanding the portfolio of the larger technology corporation.28 The operation of 

large platforms gives rise to concerns regarding competition, dara protection, consumer protection, and 

charactcrizcd llüt by the rcsourcc-intellsive inllovatioll ofilldividual tcchniques and tcchllologics but by thc interconncction of these 
rechniques and rechnologies in many areas, farming complex technological systems rhar complemenr each orher. The challenges in 
informarion security of complex systems, such as arrificial intelligence, are discussed in "Challenges in lnformation Security of 
Complex Sysrems (201 9)" on pages 66-67. https: //bdi.tmi-obuda.hu/ sites/ default/ files/ oldal/ csatolmany/kiadva.ny-2019. p<lf 
Li Rcgardillg thc Comparc: Margrcthc Vcstagcr's spcech 011 thc regulatory powcr and antitrust implícations of algoritluns, titlcd 

"Algorirhm and Competition," which was delivered ar rhe Rundeskartellamr conference on March 16, 201 7. 
22 Compare with Margrethe Vestager's speech rirled "Algorithm and comperirion," delivered ar rhe Bundeskarrellamr conference on 
March 16, 2017, discussing rhe regulatory power ami comperirio.n-relared aspects of algorirhms. 
n Thc common goal of copyright and illdustrial property protcctioll is to grant intellcctual products various, but ill evcry casc, 
cxclusive, monopolistic, absolutc protcction in proponioll to thcir significance, whcther of a financial or othcr naturc, for thcir right 
holders and, in a broader sense, for sociery. lnrellecmal properry rights in rhe broader sense hold signifkanr importance in the 
modern market econorny, as in a knowledge-based society, information often holds greater value rlun physically rangible objects. 
24 The legislator aims to mainrain a high level of prorection hy enacting criminal and misdemeanour offences in cases of intellectual 
propcny rights violations, alongsidc thc impositioll of stringcnt sanctions far such violations. Thc aim of protccting intcllcctual 
properry is ro granr crearors of inrellecmal works complete righrs, including the abiliry ro exclusively use or authorize use of rheir 
work, or rransfer rights or rhe right to use it, wirh some exceptions, in exchange for compensation. 
25 Mike Walker: Competition Policy a.nd Digital Platforms: Six U ncontroversial Propositions. 1::uropean Competition joumal, 16. 
(2020) , 1. 4. https://doi.org/10.1080/174410'í6.2020.1Z30062 
16 Mike Walkcr: Competition Policy and Dígital Platforms: Six Ullcontroversial Propositíolls. Europc,rn Compctítion Journal, 16. 
(2020), i.m.5. lmps://doi.org/10.1080/1744 1056.2020.1730063 
27 Piinkösry András Merre rarr az európai szinr(í plarformszabályozás? - Árrekintés a platformok szab,ílyozásának versenyjogi 
1isztiinzéíiri\l, valamint a fúziókomroll lehetséges fejlesztésériíl https://www.ekonyv.hu/api/get_ebook.php? 

shop=301&order=37079488&ehook=74859&format=pdf&time= 1683213343&check=ed2cc0feaf3095dl l l 91 0dl 5288 7 fdd 
(András Pünkösty Whcrc is platform rcgulatioll at Europcan levei hcadillg? - Ali ovcrvicw of compctition law inccntivcs far 
regulating plarforms and rhe possible developmenr of merger control (pages 183-185), April 10, 2023) 
28 The FTC, ina lawsuit flled againsr the tecl1 giant ara larer dare, objecred t.o Facebook's acquisition of companies rhat could have 
posed a rhrear to its market positions, rarher tha.n engaging in comperitive behaviour. This applies to rhe acquisition of lnsragram, 
which was Oli tbc risc at thc timc of the widespread adoption of smartpholles alld was based Oli image sharillg, as wcll as thc purchasc 

ofWhatsApp, which was ncaring a tipping point in thc market. Far thc origillal lawsuit, sec Fcd.cral Trade Commission v. Faccbook, 
INC. Case No.: 1 :20-cv-03590, January 13, 2021 
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privacy, prompting the question of whether enforcemem will be capable of responding adequately to the 

evaluation of activities at the intersection of these areas.2
'J Additionally, it remains unclear whether the 

situation will favour platforms, given that the evaluation of their intricate activities, which unavoidably involve 

several jurisdictions' approaches simulraneously, must conform ro a narrower narrarive due ro jurisdictional 

limicarions.30 

Data management - algorithmic decision making as a new technology 

Data processing has expanded far beyond our basic persona! information such as date of birth, mother's 

name, address, and ID number. N owadays, terabyres of digital footprims3 1 are processed on a daily basis. T o 

provide a comprehensive overview without limiting the scope, algorithms are now able to perform various 

tasks such as spam filtering from emails32
, facilitating online shopping33, drafting contracts, assessing loan 

applications, making medical diagnoses, driving vehicles, guarding borders, selecting job candidates, and 

even aiding criminal judges in determining whether to deprive one's liberty. The range of sectors and societal 

impacts is extensive, encompassing lCT, finance, HR decisions, healthcare, insurance, law enforcement, and 

numerous other areas of daily life. It is important to emphasise that our digital footprintsH, in the form of 

metadata, can be transformed imo persona! daca, and in some cases chis persona! daca can even be classified 

as sensitive data35 afrer processing. 

29 Imersecrion of Comperition, Consumer Prorecrion, and Privacy. Imernational Comperirion Network. 
wv11w.internationalcomperirionnetwork.org/news-events/inrersecrion-sepr2021 / March 15. 2022 
l" ibidcm 

„ Among tbc cbaractcristics dcscribablc witb tbc 6 Vs ofBig Dara, this is thc "Variccy" - thc sum ofboth online and offiinc accivitics 
enhances an individual's digital footprint (e.g., moniroring online acriviries, CCTV, GPS, IoT [Internet of Things], banking 
transactions, etc.). 
31 Thiago S. Guzella - Walmir M. Caminhas: A review of machine learning approaches to Spain filtering. Experr Sysrems With 
Applications, 36. (2009), 10206. 
33 Mikella Hurley- Julius Adebayo: Credit scoring in the era ofbig dat.a. The Yale Journal of I.aw and Technology, 18. (2016). 1. 
148. 
34 These emerged as a result of <leliberate human actions, rather than passive observarion or academic inrent. Their genesis lies in rhe 
ucilization of scrviccs providcd on digital placforms. Hitbcrto conccalcd struccurcs and rclationships can be rcconscructcd from digital 

footprints. (Dessewffy Tibor and Láng László, 2015: Thc Chancc Encountcr ofBig Daca and thc Social Scicnccs on chc Opcrating 
Table. Replika, (92-93), p. 158.) 
35 ln rhe context ofbig daca technology, che juxtaposition of <lata sets allows for rhe construction ofsensitive <lata from rhe underlying 
<lata, to which daca protection regulations have affor<led enhanced safeguar<ls, proving highly effective at the time (3 5 Daca 
Protcction ACt 3. § (2), EU Dircctive Articlc 8, Privacy Acr 5. § (2), GDPRArticlc 9. § (1)-(2)). Through automatic data proccssing, 
pcrsonally idcncifiablc informacion can be srorcd withouc tcclrnical limicacions and GUI be scamlcssly linked co crcace a 

comprchcnsivc profik, without thc daca subjcct being ablc to adcquatcly vcrify its accuracy and usc. Conscqucncly, tlüs also rcsults 
in unresrricred access to sensitive dara, as even dara rhar is individually insigniflcanr can acquire new value. The levei ofinformarion 
sensitiviry should no longer <lepen<l solely on the fact chat they pertain to be stored wirhout teclmical limitations and can be 
seamlessly linked to create a comprehensive profile, without rhe <lata subject being able to a<lequately verify irs accuracy ami use. 
Conscqucntly, chis also rcsults in unrcscrictcd acccss to scnsitivc data, as cvcn daca that is individually insignificant can acquirc ncw 
value. The levei of information sensirivity should no longer depend solely on rhe fact thar rhey penain ro confldenrial evenrs. Mező 
István Személyes adatok védelme az Eur6pai Unió jogában és Magyarországon. (2009). Deák rerenc Állam-és Jogtudományi Doktori 
Iskola 132-134.o (István Mezéí, The Protection of Personal Dara in European Union Law an<l H ungary, 2009, D eák hrenc School 
of Law and Political Scicnccs, pp. 132-134. ). bttp:/ /midra.uni-miskolc.hu/ documcnc/5 522/1411.pdf. 

http://www.internationalcompetitionnetwork.org/news-events/intersection-sept2021/
http://midra.uni-miskolc.hu/document/5522/1411.pdf
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The industry of collecting, linking, marketing and analysing digical footprints is rapidly evolving. 

Satellites, Wi-Fi and mobile networks ttack the daily routines, rnovements, cornrnunication habits, social 

contacts and web searches of hundreds of millions of people. Unfortunately, there seems to be no 

alternative36 as we have no choice bur to accept it. It is impossible to continuously monitor the processing of 

persona! daca by an online platform provider, who is also known as a qualified dara comroller37. 

Digital ecosystem - a new world dominated by digital platforms 

ln the context of big daca, certain fundamental daca protection principles may lose their relevance, and 

notions like persona! dara, purpose limitation requiremem'J8
, or informed and voluncary consent may 

become írrelevant. Ir is difficult to achieve transparency in practice and monitoring the digital operations of 

even che largest platforms is a challenge, making accountability and oversight more difficult39
• The 

processing of daca by online service providers is usually based on che daca subject's consent. However, in chis 

scenario, service providers place users in a "cake it or leave it" position, as chey unilacerally determine their 

processing and its conditions beforehand. ln addition, the privacy notice is merely a component of the 

controller's general contractual conditions, with data subjects having little control over its specifics. Tt is 

common for established online services to have a cumulative10 advancage, as greater daca leads to improved 

36 Tn rhe formarion of roday's concepr of a platform, Cillespie identif1es a specific rurning point, na111ely, rhe 1110111enr when Coogle 
acquired YouTube in 2006. According ro Gillespie, chese corporate giams seek to create an advantageous environmem for themselves 
not onlychrough political inHuence, lobbying, and subtle shaping ofthe regulatory framework bur also through "discursive work."" A, 
pan of this discursivc work and conscious framing, Google consistcntly bcgan rcfcrring to YouTubc as a "platform" in its post­
acquisirion marketing co111111unicarion, gradually replacing rhe terms "websire," "service,"" "forurn,"" and "co111munity" with rhe 

unifor111 use of rhe word "platform.". 
37 Online giant plarforms pose a significa.nt risk in terms of the disseminarion of illicit content and societal harm. Special regularions 

apply to thosc platforms that rcach at kast 10% of thc 4 50 million consumcrs living in Europc. Thc Digítal Scrvíces Act, Rcgulation 
(EU) 2022/2065 of thc European Parliament and of thc Council (Octobcr 19, 2022) 011 the internal markct for dígital serviccs and 
amending Direcrive 2000/31/EC (rhe Digiral Services Regularion) addresses rhis issue. [Link ro rhe regularion: hrrps://eur­
lex.europa.eu/legal-contenr/HU/TX1"/PDf/?uri=CELEX:32022R2065, retrieved 011 february 16, 2021.] 
38 N or everyone is part of rhe network, bur even for those exdu<led from the necwork, their relationship wirh rhe necwork is 
dcterminant. This is how the so-callcd fourth world emcrges as a rcsult of the ímpact of informatíon dcvclopment. The fourth world 
represenrs all rhose who are nor parricipanrs in value-producing exchange ner:works bur are insread excluded from rhern. ln every 
society, ro varying degrees, rhe excluded are present, including long-term unemployed individuals, the "'disconnected," and rhe 
marginalízed. for them, global network <levelopmem sígnífies norhing more than a new form of capíralist exploíration. (Manuel 
Castells, 1998: Thc End of the Millennium, Thc Information Agc: Economy, Society and Culturc. Volume III. Hobokcn, Wílcy­
Blackwcll. ln Hungarían: Castells, Manucl (2007). Az évezred vége. Translatcd by Berényi Gábor, Rohonyi András. Budapest, 
Condolar-T nfon ia. 
39 A The decision of rhe German cornperirion amhoriry, known as rhe Facebook Decision, concluded thar Facebook abuses irs 
dominant posítion when ir essentíally forces irs business panners (users) to accept terms that allow almost unlímited data collection 

and are also legally objecrionable from adata protectíon perspecríve. 13undeskarrellamr, Case 136-22/16, facebook Case, paragraphs 
526-527. The uniquc Gcrman approach is pcrhaps most notíccablc ín a paragraph of thc Faccbook Decisíon whcrc the authority 
derives from a previous case rhar if one part}', due ro irs dorninant posirion, imposes conrracrnal rer111s on rhe orher parry rhar resrrict 
fundamental constirutional righrs, such as the righr ro informarional self-derer111inarion and the protection of persona! dara, rhen 
interventíon umler comperírion law is necessary and jusrified. 13undeskarrellamr, Case 136-22/16, facebook Case, paragraphs 527-

529. 
111 Szőke Gergely Líszló: A.t. európai adatvédelmi jog megújítása. Tendenciák és lehetőségek az önszabályozás területén, Pécs, 2014, 
Pécsi Tudományegyere111 Állam-és Jogrudományi Kar, Doktori Tskola (Cergely László Szőke: The Renewal of European Dara 
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service provision, increased user uptake, higher expenditure on development, and reduced market entry for 

competitors. The acquisition of persona! daca by online services conttibutes to market power or leverage, as 

highlighted ina March 2014 paper41 by the EDPS. Wirh the increasing proporrion of free services in specific 

sectors, it is evident rhar rhese services have amassed immense power rhrough rhe possession of users' dara. 

There can frequemly be a noriceable power imbalance berween rhe comroller and che dara subject, 

resulting ina potential signifkant impact on che dara subject's rights. Additionally, the contract may not be 

considered valid, as it is improbable ro be voluntary42
. According to rhe Article 29 Working Party, the 

existence of a choice cannot be justified by rhe fact that the daca subject has rhe possibility to choose between 

the service of the controller, i.e. the service requesting consent for the use of persona! dara, and an equivalent 

service offered by another controller. Indeed, in such a case, the freedom of choice is not determined by the 

comroller: it depends on what a market actor independem from the controller does and on whether che dara 

subject considers rhe competitor's service as equivalent. If this "choice" were accepted as a situation of 

voluntary consent, it would also mean that the controller would be obliged to modify its own service ín line 

with the market behaviour of its competitors ín order to ensure the continued validity of the consent. 

Therefore, consent based on such an argument would not comply with the General Dara Protection 

Regulation43. As the reader knows, we have no choice abour whether we participate in this digital 

environment or whether we use these digital services. There is lictle real room for manoeuvre for the user, 

where Richterich is concerned not so much about the opaque daca management practices of the platforms, 

but rather that people do not have rhe freedom to choose wherher or nor to use rhese plarforms. He sees rhis 

as practically inescapable for certain social status or expectations ofliving standards. lt raises the question of 

what bargaining power the person concerned has beyond leaving the platform. Let us be under no illusions 

that the right to informarion self-determination as a fundamemal right, a legal protection tool in rhe hands of 

rhe individual, may no longer be adequare in today's technological ecosysrem. 

Summary 

The processing of persona! dara ín the traditional sense - such as che drawing up of a contract or che 

disclosure of your persona! dara in rhe minutes of a general meeting - is different from the processing of too 

l'rotectíon Law. Trends and Opportunities ín rhe Field of Self-Regulatíon, Pécs, 2014, Universíty of Pécs Faculry of Law, Doctoral 
School, pagcs 60-61. Fcbruary 27, 2023.) 
41 Veronica Mora: Privacy and competitiveness in rhe age ofbig dara. European D ara Prorecrion Supervisor. 
42 See: The GDPR, especially its Anicle 6, and ín parrícular, paragraphs (!)(e) a.nd (e), 
4

.\ See: Working l'arty 29's guidance on consent under Article 29, WP259 rev.01, regar<líng Regulaticm (EU) 2016/679, 
spccifically ín scction 3.1.2. Datcd Fcbruary 27, 2023. https://naih.hu/filcs/wp259-rcv-0_l_HU.PDF 
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much digital dara with today's big dara technology, just as rhe functioning of online markets is differenéH 

from thac of craditional "tangible" markets. ln the big daca cechnology environment, ic is primarily che 

processing of dara rhat is direcdy generated, but not consciously transmitred, during rhe life and activity of 

narural persons that leads to outstanding economic resulrs, and constantly improved convenience services 

provided ac a high levei without any financial reward. The resultanr datasets documenr and monitor traces 

ofhuman conduct, facilicating the simulation of natural and social phenomena on a previously inconceivable 

scale and intricat.-y45
. Even though they are typically mere by-products of our daily routine, these daca qualify 

as persona! dara under the General Dara Protection Regularion. An enormous volume of automaric and 

intelleccual metadara46 about individuals is processed every day withouc their awareness, which makes it an 

opaque process. According to Tene and Polonetzky and Crawford and Schulcz47
, in the era ofbig dara, nearly 

all aspects of traditional daca protection are being challenged and altered. Persona! daca, proportionality, 

purpose limitation, and the significance of consent are all assuming new significance. As an illustration of 

the initial issue, various cases have recently demonstrated chat when depending on big daca analytics, the 

separation between an individual and the daca may be remedied. This can be achieved, for instance, by the 

use of formerly unprotected metadata. It is worth noting that while big daca is ofcen not classified as persona! 

dara (at most it can be re-identified in new ways), evidence suggests that it can cause information overload, 

particularly when allowing for conclusions to be drawn from it and prediccions48 to be made. The predictive 

capabilities of technology are integral to most studies for good reason. Those who know the furure possess a 

form of power that gives them an almost divine power'í9
_ Technology-driven decision-maldng challenges 

substantive investigation and accountability, which are fundamental prerequisites for a fair process within 

-H Rob Frieden: Challenges to the Conventional Wisdom About Mergers and Consumer Wclfare ina Converging Internet 
Markecplace. The 48th Research Confcrcnce 011 Communicacion, Informacion and Internet Policy, 2020. 
45 Csepeli György (201 5 ): A swciológia és a Rig Data. (Sociology and Rig Dara) Replika (92-93 ): 17 1-177. 
46 Meta<lara can he generared auromarically or inrellectually. A single meradata may encompass a multitu<le ofinformation char may 

not he imme<liarely evident. Some metadata is inherently availahle and easily accessihle, while others require a few sreps ro hecome 
accessiblc. T o illustratc with a simplc cxamplc, whcn taking a digital photograph with a digital camcra, a varicty of digital 
informarion is generated ar rhe moment of caprure. This can include flle type. size, caprure rimesramp, or image resolution. ln rhe 

example provided, these details constitute auromatically generared metadata (URT.3). ln our everyday activiries, we inadvertendy 
create mera<lata, such as when we organize our save<l <locuments on a computer, group them inro folders, or rename rhem. ln such 
cases, wc arc dcaling with inrcllcctually generated metadara. Gyaraki R. (2018). A súmítógépcs bűnözés nyomozásának problémái. 

Doktori értekezés. Pécsi Tudományegyetem. (Challcnges in lnvestigating Computer Crime. Doctoral Dissertation. University of 
Pécs.) 
47 Kare Crawford and Jason Schultz: "Rig Dara and Due Process: Toward a Framework to Redress Predicrive Privacy Harms" in rhe 
lloston College Law Review, 2014/1, pp. 93-128, p. 94. 
48 13ig Daca: Seizing Opportunities, Presetving Values" (Page 3) 50, or Phil Simon: "13ig Data Lessons from Nerflix," availahle at 
www.wircd.com/insights/2014/03/big-data-lcssons-ncrflix/. Thc discussion conccrns profiling and highly personalizcd adverrising. 
49 Regarding irs predictive capabilities in general: F.ric Siegel, "Predictive Analycics: The Power ro Predict Who Will Click, Ruy. T.ie, 
or Die" (New Jersey: Wiley 2013). Concerning purchasing habits: Veronica McGregor, Sophia Helena Calderon, and Roberta 
Tonelli, "J3ig Daca ami Consumer Financial lnformation," llusiness Law Today 2013/11, 1- 4. ln the conrext of police work: 
Andrew Guthric Fcrguson, "Big Data and Predictivc Rcasonable Suspicion," Univcrsity of Pennsylvania Law Rcview 2015/2, 327-

410, or Jin-ho Jeon and Seung-Ryul Jcong, "Designing a Crimc-Prcvcmion Systcm by Convcrging Big Data and IoT," Journal of 
Internet Compuring and Services 2016/3, 115- 128. 

http://www.wired.com/insights/2014/03/big-data-lessons-netflix/
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the legal framework-'0. This challenge extends beyond mere difficulty in accoumability, as in many instances, 

these entities operate frorn a rnonopolistic position, leaving affected parties with limited alternatives for 

similar services. Furthermore, qualified data controllers, such as online service providers, establish 

comractual relarionships based on rheir own terms, rhereby placing dara subjecrs in a vulnerable position 

regarding rhe comracmal comem. Essemially, they can decide only whether to accept or reject rhe offered 

rerrns withour meaningful negotiation. DeAning the substantive elernents of dara processing contracts ín a 

non-negotiable manner does not conflicr wirh rhe fundamemal principles of contracr law. This approach 

ensures rhe fullest realizarion of rhe parties' auronomy in dara processing relationships. While contracrual 

relarionships in contracr law are inherently two-sided in nature, dara processing relationships should be 

similarly characterised. ln order for contracrual freedom to prevail, it is essential for the legislator to esrablish 

a balanced position in favour of the wealcer party, essentially restoring and reinforcing the foundation of the 

contractual principle. The familiar spaces and constraints, along with guiding and coordinaring mechanisms 

that were once present in everyday life and the offline computer world, have weakened or, in some cases, 

entirely lost rheir signiAcance. This includes, among orher things, the process of persona! daca management, 

where informed consent rhat comprehensively covers the emire dara processing procedure has become 

essenrial. lnformation asymmetry, power imbalances between parties, a lack of genuine comperition, and 

rhe distorting effects of network effects51 are all facrors that, in unregulated market conditions, we consider 

ro be unfair and inequitable in the case of any product. Hence, we empower the legislator to intervene and 

assist the "invisible hand" in its insufficient work.52 

50 Ari Ezra Waldman: Power, process, an<l automared <lecision-making symposium. Rise of rhe machines. Artiflcial intelligence, 
robotics, and thc rcprogramming oflaw. Fordlwm L1w Rcvicw, 88. (2019), 2. 613-632. 
51 Thc so-callcd nctwork cffcct is a fcaturc of scrviccs whcrc uscrs arc compdlcd to usc thc scrviccs of a company with a ccrtain 
monopoly, as thc valuc of thosc scrviccs is dcrivcd from othcrs also using thcm. Thc morc uscrs on a platform, thc morc attractivc 
it becomes far orhers to join, and developers can leverage the accumulared data more effeccively in producc developmenc wich greacer 

amounrs ofdata at their disposal. Consequently, both service providers and users beneflt from network effects. Network effects also 

occur when a corporate group <levelops an<l offers multiple services an<l <levices to indivi<luals, allowing them to process data of 
diffcrcnt contcnt, timing, and structurc in ordcr to cnhancc cross- dcvclopmcnt. As a rcsult of nctwork cffccts, rcjccting thc scrvicc 

imposcs a fonn ofcost- the cost of exdusion-on the user, which many users often cannot bear or afford. Consequently, 

the real choice is questionable, ultimately raising doubts about the volumariness of consem. 
52 Chase, Daniel: "Who owns the <lara - an argumenr for a property rights approach to transatlanric <lata protection." ln: 
M e<lium, 2018, May 22. Part VL https://me<lium.com/@l)aniel_ Chase_/who-owns-rhe-data-an-argument-for-a-properry- rights­
approach-to-transatlantic-data-protcction-ddc5cc8fc212. 

https://medium.com/%40Daniel_Chase_/who-owns-the-data-an-argument-for-a-property-
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