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Abstract

Critical infrastructures are vital to the functioning of modern societies but are increasingly
exposedto sophisticated cyber threats due to heightened convergence of information tech-
nology and operational technology environments. The inherent complexity and presence
of legacy components within these systems significantly expand the attack surface, making
traditional security measures insufficient. This work analyses the evolving threat landscape
facing critical infrastructures and presents a comprehensive assessment of cognitive comput-
ing-based countermeasures. Emphasising recent advances in cognitive computing, the article
explores adaptive defence mechanisms capable of evolving alongside emerging threats. The
analysis highlights the effectiveness and limitations of these approaches, their applicability
within cyber-physical systems, andtheir potential to bridge gaps between [T and OT security.
Ultimately, the research underscores the importance of integrating these techniques into
cybersecurity strategies to enhance the resilience of critical infrastructure systems.

Keywords: cognitive computing, machine learning, cybersecurity, critical infrastructure,
cyber-physical systems

The attack surface of critical infrastructures

Critical infrastructures play a vital role in the functioning of modern societies, ensuring
the smooth operation of everyday life. These infrastructures are generally defined as
the totality of physical and virtual assets, systems and services whose failure, destruc-

tion, or prolonged disruption could have a serious, widespread impact, threatening
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the safety of the population, the functioning of the state and the stability of the
economy. As a result, attacks against critical infrastructures may have profound
societal, economic and national security implications. A successful attack may dis-
rupt daily life, economic activity or even public order. Furthermore, the targeting of
strategic services such as energy, communications, or transport systems can impede
governmental functioning and threaten national sovereignty.?

Modern critical infrastructures are highly interconnected and interdependent, so
much so that an attack on a single component may trigger cascading effects across
multiple systems.? Advanced attacks against cyber-physical systems can cause long-
term damage, undermine system reliability, and demand substantial financial resources
for recovery.*High-profile incidents may also generate social panic and erode public
confidence in institutions, thus contributing to long-term societal destabilisation.®
These risks necessitate the prioritisation of critical infrastructure within national
cybersecurity strategies, yet effective defence is hindered by the complexity and
limited transparency of such systems.

The ongoing digitisation of industrial environments has further intensified these
challenges. The cyber-physical systems typically found in critical infrastructures differ
significantly from traditional IT systems and operate under very different constraints.
These difficulties are compounded by the legacy nature of many critical infrastruc-
tures, a significant portion of which was constructed in the mid-20%" century or even
earlier.® Such systems were originally designed as closed, physically isolated environ-
ments, with security based primarily on obscurity rather than true cyber resilience.”
Increased connectivity has since exposed these systems to modern threats, while
industrial control system (hereinafter ICS) manufacturers historically placed limited
emphasis on cybersecurity, relying on proprietary protocols and physical isolation as
protective measures.® Consequently, many known vulnerabilities remain unpatched
due to unsupported operating systems, long lifecycles and stringent operational
requirements.’ Continuous operation and high availability constraints further limit
opportunities for modernisation, patching and security testing, given the severe soci-
etal and economic consequences of service interruptions.’ These technical challenges
are exacerbated by the relative specialisation of cyber-physical system security and
a persistent shortage of skilled cybersecurity professionals, which disproportionately
affects the resilience of critical infrastructures.”

A central challenge in defending critical infrastructures is the exposure created by
external attack surfaces, which arise primarily at interfaces connecting infrastructure
components to public or less controlled networks. In many cases, such systems are
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inadvertently exposed due to misconfiguration or inadequate network segmenta-
tion.” Industrial control systems are especially vulnerable, as internet-connected
devices can be rapidly identified using automated search engines such as Shodan,
enabling targeted attacks.” These systems frequently lack robust authentication
and encryption, thus creating trivially simple opportunities for unauthorised access,
traffic interception or manipulation.™

Attackers commonly exploit vulnerable services and open ports associated with
outdated, improperly configured, or unpatched software, using automated discovery
and exploitation tools. Well-documented attacks against critical cyber-physical sys-
tems, such as Stuxnet,” Industroyer’® and Triton,"” demonstrate how adversaries can
gain initial access through exposed interfaces or insufficiently protected remote access
and subsequently perform data theft, system manipulation, or physical sabotage.
The rapid proliferation of industrial Internet of Things devices further expands the
external attack surface, as direct connectivity to cloud-based management platforms
introduces additional attack vectors when connections are inadequately secured.™

A further major source of risk arises from the exploitation of trusted relationships.
Rather than targeting critical infrastructures directly, adversaries may compromise
less protected partners, suppliers or service providers from the target’s supply chain.”
These attacks exploit established trust relationships based on routine data exchange,
software updates, remote management, or certificate-based authentication. Soft-
ware supply chain attacks are particularly dangerous where critical infrastructures
rely on widely used software or third-party components that are regularly updated.
By compromising a software developer or distributor, attackers can inject malicious
code into legitimate update mechanisms, which are then automatically deployed by
operators who trust the source. Such attacks are difficult to detect, as they abuse
valid digital signatures and legitimate distribution channels.

Trusted relationships also arise from interoperability and permissive access
arrangements between interconnected systems.? Critical infrastructures often
operate multiple integrated networks with shared connectivity or authentication
mechanisms, enabling attackers who compromise a less secure subsystem to pivot
into more sensitive environments. These trust-based connections can produce
cascading breaches, allowing a single compromise to undermine multiple layers of
defence. The risks associated with this are further exacerbated by increasing reliance
on third-party services such as remote maintenance and cloud-based monitoring.?'

Cyberattacks against critical infrastructure are not limited to technical exploita-
tion, but frequently rely on human manipulation or physical intrusion. Despite the
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deployment of technical safeguards, the human element remains a critical vulnerabil-
ity.?? Social engineering attacks exploit such weaknesses by manipulating individuals
into disclosing sensitive information, granting unauthorised access or performing
actions that undermine operational security. Attackers may impersonate trusted
figures such as IT personnel, managers, or external partners, subsequently coercing
users into compromising their credentials or systems and enabling undetected access
to sensitive resources.

Insider threats present a related risk, where individuals with legitimate access
may intentionally or unintentionally facilitate breaches due to negligence, coer-
cion, financial incentives or personal grievances. Such actors can misuse authorised
privileges to exfiltrate data, sabotage systems or assist external adversaries. These
threats are particularly concerning in critical infrastructure environments, given
their strategic importance and the potential involvement of foreign actors seeking
to undermine national security. Insider attacks are difficult to mitigate because they
exploit trust-based organisational structures and access controls that are essential
for normal operations.

Physical breaches constitute a distinct but closely related threat vector. Direct
physical attacks aim to disrupt or destroy infrastructure components through forceful
means, producing immediate and severe consequences that require significant recovery
efforts. More sophisticated cyber-physical attacks leverage physical access to enable
digital compromise rather than outright destruction.?® Attackers may gain entry under
the guise of maintenance or contracting activities and introduce infected devices into
restricted or air-gapped networks. By bridging physical and digital domains, such
hybrid operations circumvent conventional cybersecurity measures based on network
isolation or remote-access controls, and their physical appearance may obscure the
underlying objective of covert digital infiltration.

Research goals and methodology

Taking into account the threat landscape detailed earlier, the primary objective of
this paper is to explore the applicability and potential effectiveness of cognitive
computing solutions for the protection of cyber-physical systems present in critical
infrastructures. One area of focus is the comparative assessment of the cybersecurity
maturity of critical infrastructures with traditional IT environments. Building on these
differences, one aim of the study is to analyse the extent to which cognitive defensive
solutions applied in traditional IT environments can be adapted to critical infrastructure
environments and how they could potentially address the previously identified attack
surfaces. The research also aims to identify relevant cognitive approaches that are
conceptually suitable for responding to complex threats to cyber-physical systems
and provide a scientific basis for further targeted research directions.
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The research methodology is built around a literature review approach, with
the objective of assessing cognitive computing approaches in the context of critical
infrastructure protection. This involved identifying the relevant research areas, along
which a structured keyword-based search strategy could be employed. The review
draws on peer-reviewed academic publications as well as industry reports to ensure
that the analysis covers both theoretical and practical aspects. The search process
focused primarily on the most recent and relevant work, which was complemented
by the historical sources necessary to understand the conceptual background. The
analysis focuses on approaches that are empirically grounded and applicable to
cyber-physical environments. The review thematically categorises these approaches
and performs a comparative analysis, allowing for the systematic identification
of research challenges, current practices, as well as perceived technological and
conceptual gaps.

Existing cognitive-computing-based countermeasures

Cognitive computing represents a new generation of information systems that can
simulate aspects of human thinking using approaches such as artificial intelligence
(hereinafter Al) and the closely related field of machine learning (hereinafter ML). These
systems do not simply follow pre-programmed logic, but learn from their environment
and make real-time decisions based on information learned from complex data sets.
Over the past decade, these approaches have undergone significant develop-
ment, driven by digitisation, automation, and the recognition of the economic and
innovation potential of generative Al. Cognitive systems are gradually emerging in IT
security, enabling more sophisticated defensive measures and supporting the auto-
mation of complex tasks. Although their use in protecting cyber-physical systems in
critical infrastructures is still in its infancy, cognitive computing offers particularly
promising opportunities, and a number of studies have begun investigating how these
systems can help address the specific types of threats targeting these environments.
The following sections discuss the research areas that have begun investigating the
potential use cases for this technology in the field of critical infrastructures.

Network traffic analysis

Traditional signature-based systems use known attack patterns (signatures) to identify
threats to cyber-physical systems (hereinafter CPS), meaning they can only detect
predefined threats and are thus ineffective against unknown (zero-day) attacks. In
contrast, machine learning-based anomaly detection models the normal behaviour
of the system and identifies deviations from it as potential attacks. Their advantage
is that they do not require prior signatures; are able to adapt to a variety of CPS
systems; and can operate with unlabelled data in unsupervised learning, which is
particularly useful in volatile and complex Cl environments. Over the past decade,
there has been a significant increase in the number of research projects dealing with
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ML-based anomaly detection for CPSs and Cl. Since the early 2010s, there has been
a steady increase in the number of publications, mainly in the fields of computer
science and engineering, reflecting the multidisciplinary security challenges of CPS/
Cl systems and the growing importance of cognitive approaches.?*

There are numerous cognitive computing approaches in the field of network
traffic analysis and intrusion detection, all of which essentially rely on some form of
machine learning technique. The chosen learning paradigm significantly influences
detection capabilities, especially when dealing with challenges such as zero-day
attacks, data drift, and issues of scalability and generalisability.

One such research project investigated the detection of malicious CPS network
traffic using a range of classical machine learning and deep learning approaches.
The tests involved various classification tasks, where k-nn and decision tree models
were tested alongside deep learning approaches such as CNN-LSTM architectures.
Based on the researchers’ results, these approaches provide virtually error-free pre-
dictions on the data sets used. The data set chosen by the authors did not contain any
“exploit-like” attacks, thus protection against zero-day attacks is questionable and
questions remain about the robustness and generalisability of the resulting systems.

A different research article underpins the idea that deep learning is highly effective
for intrusion detection in CPS environments.?® The presented reinforcement learning
model demonstrated strong performance on two industrial oT datasets, particularly
in detecting attacks such as port scans and false command injections. Although the
study achieved excellent accuracy, the question still remains regarding the types and
number of attacks present in the training datasets, as well as the fact that the study
did not include a confusion matrix for each attack category, which makes it difficult
to determine how robust the protection is (e.g. in the case of zero-day attacks).

There has also been research exploring the possibilities of unsupervised learning,
focusing on the problem of zero-day attack detection. This approach uses machine
learning algorithms trained only on data representing normal system functionality.
These models are then used to identify deviations from this learned baseline. Such
systems appear promising with one paper finding the model capable of identifying
23 out of 26 attack scenarios in a real-world accurate dataset.?” Similar approaches
have been proposed using semi-supervised anomaly detection mechanisms that
deviate from the earlier previously mentioned unsupervised models by being also
trained with a small amount of labelled data. This method also showed positive results
in handling zero-day threats, with the added benefits of low false positive rates.?®

In addition to the research described above, there are numerous other promising
research results that suggest that we are talking about a mature field of research that
is already working on ironing out late-stage problems.?® The main open issue left is
generalisability and adaptability to zero-day attacks. This could primarily be achieved
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by producing more comprehensive data sets that place greater emphasis on zero-day-
like attacks and exploits and better represent the real network traffic experienced in
critical infrastructures. However, the production of such public datasets that reflect
real-world environments may continue to raise significant national security concerns
and therefore may remain limited.

Research has been published recommending the use of large language models
(hereinafter LLMs) to detect network anomalies in critical infrastructure *® These may
seem particularly promising in less sensitive IT environments, but in systems where
the security of critical infrastructure is at stake, it is essential that security teams have
complete sovereignty over both their data and the models into which they feed it.
With API-based integrations, there is a risk that data of national security importance
could fall into the wrong hands, either directly or indirectly (e.g. through third-party
cloud-based systems). Even in case of locally run LLMs, the “black box" nature of the
models raises serious concerns, particularly with regard to the exact data used to train
them. It cannot be ruled out that nation state actors have deliberately introduced
poisoned data sets into publicly available training data, which could result in the
model's behaviour being not only unpredictable but also deliberately manipulated.

Automated threat hunting

Another promising research direction using cognitive computing is automated threat
hunting. One such research article presented a threat hunting architecture that
integrates machine learning methods and visualisation techniques to protect critical
infrastructures.? The system they propose collects and normalises information from
SIEMs, log files, PCAP data and OSINT sources to identify suspicious behaviours.

At the core of the system is an anomaly detection mechanism that uses various
machine learning algorithms to identify deviations from previously observed normal
behaviour in the infrastructure. Methods such as clustering techniques, decision-tree-
based approaches and various neural network architectures work together to achieve
this goal. These algorithms are capable of highlighting unusual events from log files
or network traffic, recognising multi-step, hidden attack patterns, and learning from
new data and threat hunter feedback to increasingly accurately distinguish between
benign and malicious behaviour. Natural language processing modules enable the
system to extract contextual and semantic information from unstructured sources
such as analyst reports, incident descriptions, or threat intelligence materials, and
combine this with detected activities to further increase detection accuracy. A novel
feature of the system is the hypothesis generator module, which uses the results of
various machine learning outputs and rule-based filters to generate attack hypotheses
and perform probability assessments, enabling automatic prioritisation of incidents.
The system is capable of learning responses to recurring, benign events and treating
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them with lower priority, thereby bringing new or rare, potentially dangerous beha-
viours to the forefront.

Although the technical structure and operating mechanism of the system are
well thought out, the publication does not detail exactly what types of anomalies the
model is capable of detecting, which raises questions about its practical applicability.
During validation in a digital twin-based test environment, the authors found that the
system was capable of processing large data streams in real time, detecting complex
attacks and integrating expert feedback. After six months, the proportion of events
correctly classified as harmless increased to 83.49%, while the attack detection rate
increased to 86.31%. However, the article does not provide detailed information on
the types of attacks detected or the environment in which the system was tested
(e.g. the industry or technological background of the infrastructure), which makes
it difficult to assess the validity and generalisability of the results.

In another study with a similar goal but a different approach, the authors presented
a proactive threat hunting method that uses multiple machine learning algorithms to
detect suspicious activities that may occur in critical infrastructures.®? The outlined
approach is more similar to a traditional anomaly detection machine learning algo-
rithm than to the previous true threat hunting-based approach. Similarly to threat
hunting in a traditional SIEM system, this approach is akin to using queries that are
too noisy to be actual alert rules, but can still reveal genuine malicious activity.

This approach therefore uses a number of machine learning algorithms to detect
suspicious activities, which can then be investigated manually by human analysts.
The system was tested on open-source bank transaction data to detect attacks
against banking systems (mainly targeting SWIFT). Certain classification approaches
achieved high accuracy rates of up to 95.7%, but based on the confusion matrices
shown in the research, the false negative rate is quite high. It is also important to
consider how applicable these results are in practice. A noisy threat hunting query
in a SIEM system provides interpretable results, as the underlying logic is transpar-
ent, allowing an analyst to continue the investigation. In contrast, with a machine
learning-based approach, where the decision logic is completely opaque, an analyst
will not know with certainty how to investigate the case further. Therefore, further
research is needed on the validity of such approaches, especially in comparison with
the hypothesis-based approach outlined earlier.

Behavioural biometrics
As explained at the beginning of this article, compromised users and internal threats
pose a serious challenge to the protection of critical infrastructure. A defence mech-

anism for this can be found in the areas of advanced behaviour analysis, anomaly
detection and behavioural biometrics.
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One such approach is a deep learning-based authentication method that analyses
users' keystroke dynamics.* This approach introduces a novel method in the field of
keystroke dynamics behavioural biometrics, which is capable of converting numeri-
cal temporal features into visual representations. This allows users’ password entry
patterns to be evaluated in visual form, enabling the detection of subtle behavioural
differences using a Siamese convolutional neural network, which can be used to
distinguish the original user from a potential insider attacker.

During the training of the model, it learns to keep the embeddings of samples
from the same user close to each other, while placing samples from different users
far apart in the multidimensional representation space. A significant advantage of
the methodology presented in this research is that it can identify users not only in
the case of static, predefined passwords, but also across different passwords and
password lengths. The approach was validated using multiple datasets and metrics,
and although there are significant fluctuations in accuracy from dataset to dataset
(84.0% to 99.2%), the solution demonstrates significant potential for detecting
compromised authentication data.

This level of behavioural biometrics and anomaly detection allows us to detect
password compromise after a social engineering or phishing attack if the input pattern
differs from that of the legitimate user. It is conceivable that with further research,
insider threats will also be detectable using similar approaches, as similar non-critical
infrastructure-specific research already exists.?* This would allow the detection of data
leaks or the issuance of malicious PLC commands based on keystrokes. A sufficiently
sophisticated model could potentially even identify users who have been deceived
by social engineering and are acting under duress.

Sensor fusion

Cognitive computing-based methods also play a role in enhancing the physical
security of critical infrastructures. One such example has achieved promising results
using applied multimodal data fusion and adaptive deep learning approaches.* The
authors propose an attack detection framework that combines visual surveillance
data, Wi-Fi channel state information, and PLC/SCADA sensor data in a machine
learning classification framework. This multimodal approach achieves significantly
better detection performance than any unimodal approach, as demonstrated by
detailed experimental results in the publication.

The test data set was recorded as part of the EU Horizon 2020 STOP-IT project,
a research initiative for the protection of critical water infrastructure, in which eight
water utility companies participated as consortium members. The dataset covers
various data sources, including video streams from security cameras, Wi-Fi signal
data, and data from industrial control systems. The ICS sensor data comes from
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the SCADA systems of real-world water infrastructure and includes the suction and
discharge pressure values of two pumps and data on the water level in a water tank.
The data was labelled based on predefined scenarios jointly defined by the water
utility operators. These labels can be classified into four main categories.

+ normal operation

« cybersecurity attacks (targeting ICS systems)

« physical intrusions (including suspicious movements in protected areas, mon-

itored using RGB and thermal cameras)
+ cyber-physical attacks consisting of a combination of the above approaches

The solution proposed by the research is a TDL-CNN architecture that is capable of
analysing temporal precedents, so that detection results take into account not only
current data but also data from hundreds of previous points in time. This reduces false
alarms and increases robustness in dynamically changing attack environments where
threats can be physical, cyber or a combination. The results are promising, reaching
an accuracy of up to 87.62%. Given the high dimensionality and volume of the data,
even better results may be achievable by applying newer neural network architec-
tures more suited to multimodal large datasets. In addition, the use of camera data is
likely to improve the interpretability of alerts, as this visual information gives security
teams an accurate idea of when an attack occurred and what systems were accessed.

Unimodal approaches, primarily using visual data, may also have their place in
protecting critical infrastructures. Use cases where visual anomaly detection can
identify physical damage may be useful for surveillance and remote monitoring use
cases. Although comprehensive research for uses is limited, there have been proposals
for using machine learning-based classification algorithms for powerline inspections.®
The authors in this case only aimed to classify tower types and did not attempt to
detect damage or other abnormalities. However, with further development of this
approach, the identification of manipulated, damaged towers or foreign objects could
also be turned into a visual multi-class classification problem. Further development
of the method, for example by adding multimodal sensor fusion outlined earlier (e.g.
using Lidar), could further improve sabotage detection capabilities.

Analysis and future research

As discussed in previous sections, the cybersecurity of critical infrastructure has
become one of the most important challenges of the digital age. However, this area
still does not receive the attention it deserves in research and development involving
cognitive computing techniques. While the use of cognitive computing to enhance
the cybersecurity of information technology systems has long been an active area of
research, research on industrial and operational technologies is much less common.
The current lack of prioritisation is not only risky but also irrational, as most IT research
could be adapted to critical infrastructure with minor modifications.

36 SAMPEDRO et al. 2014.
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Figure 1: Disparity in machine learning-related Scopus indexed articles
Source: compiled by the author

One of the fundamental reasons why OT cybersecurity does not receive enough
attention is the previously established operating paradigm, according to which these
systems were physically isolated from IT networks and were closed, proprietary
environments optimised primarily for availability as well as secure operation in harsh
industrial conditions. As a result, organisations may view OT systems as not requiring
the same level of security attention as IT infrastructures. However, this attitude is
becoming increasingly untenable.

Technological advances and industry competition are driving ever greater IT/OT
convergence, with increased interconnectivity between the two networks. This has
made real-time data collection, remote control, and advanced analytics available in
systems that previously operated in isolation. IT/OT convergence is further accelerated
by the demand for production optimisation, predictive maintenance and centralised
management, as well as the proliferation of cloud-based solutions.

As aresult, OT systems are moving towards more open, interoperable architec-
tures and integrating more IT-based technologies into their operations.*” Parallel to
the technical and operational convergence of IT and OT system:s, it would be logical
for security research in both areas to be mutually applicable. Many principles and
methodologies, such as access management, network segmentation and incident
detection can be adapted from the IT environment to the OT domain, especially in
newer, more open systems. Future cybersecurity research should therefore aim to
bridge the artificial divide between IT and OT and promote knowledge transfer between
the two domains, particularly in the protection of critical infrastructure. Therefore,
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in the following sections, several approaches using IT-specific cognitive computing
techniques are presented and related areas for potential development are explored,
which could be applied to the cyber-physical environments of critical infrastructures.

Ensuring network segmentation

The application of machine learning-based network segmentation in information
technology networks is a method that already exists and is supported by research.®
The essence of this approach is that, instead of traditional manual segmentation, large
amounts of passively collected IP traffic data is used to automatically form behav-
iour-based network segments, which can then be separated from each other using
firewall or routing rules. IP flow-based network monitoring allows for the collection
of metadata from a large volume of traffic at a single central measurement point
without direct access to the hosts. This connection-oriented data requires further
processing to be transformed into host-oriented behaviour profiles.

During behaviour-based segmentation, features are first selected from the IP flow
data that describe the network behaviour of individual hosts. These may include: the
number of traffic connections belonging to a host, the number of bytes and packets
communicated, the number of peers reached, used ports, protocols and their hourly
trends. From these characteristics, a large-scale temporal behaviour pattern is formed
for each host.

The authors tested the automated segmentation using several machine learning
algorithms, particularly clustering techniques. The research shows that in behav-
iour-based clustering, the number of actually distinct behavioural clusters is usually
much smaller than the number of segments created on an organisational (admin-
istrative units) basis, as devices with identical or similar functions often belong to
different administrative groups but have similar network behaviour. However, if the
subset under investigation exhibits well-distinct behavioural patterns, behaviour-based
clustering can show a near-perfect alignment with well-designed logical segments.

Another main application of machine learning segmentation is assigning unknown
hosts to existing segments. Here, classification algorithms (primarily clustering algo-
rithms) are used, which assign the host to the most suitable segment based on its
behaviour profile. These methods are most accurate (up to 92%) when the behaviour
of the segments is well differentiated, while in case of administrative segments, where
host behaviour often overlaps, accuracy is around 50-60%.

In principle, this approach could be directly adapted to industrial control tech-
nology environments. OT systems are characterised by a narrower set of protocols
and traffic that is often more deterministic than in IT networks, which means that
behaviour-based profiling could be even more effective. The advantage of the IP flow-
based approach is that it does not require the installation of agents on sensitive OT
devices, and traffic data can be collected at the edge of the network, thus increasing
visibility while maintaining system integrity. Classifying individual OT devices into

38 SMERIGA-JIRSIK 2019.
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segments and automatically classifying new or unknown devices can significantly
contribute to refining segmentation rules while adapting to dynamic changes in the
OT network. This reduces the network attack surface and limits lateral movement in
the event of a successful attack.

Generative Al for deception

Honeypots based on generative artificial intelligence are a new type of cyber decep-
tion tools that leverage the capabilities of LLMs or generative pre-trained transformer
models to provide realistic interactive responses to attackers while avoiding the typ-
ical limitations of traditional honeypots.?® These systems are capable of simulating
text-based interactions, such as command line terminals or even complete protocols,
where the generative model responds to every incoming command or request based
on the current context and history of the system. Prompt engineering techniques
allow the model’s “personality” and context to be precisely defined, such as to mimic
a specific operating system, device, or service. To make responses more deterministic,
the input prompt and context can be continuously and dynamically edited to ensure
the realism and consistency of outputs.

The key to the operation of generative Al honeypots is that when an attacker’s
command or interaction is received, the system pre-processes the input through
a so-called front-end interface layer and then post-processes the response given by
the model (e.g. filtering sensitive information or self-disclosing outputs), and finally
returns it to the adversary. Context management plays a critical role in ensuring
that only command-response pairs that actually modify the state of the system
are retained, while the entire command history can be optionally stored for special
cases (e.g. history commands). This significantly reduces token usage and increases
response coherence, enabling longer, more convincing attacker sequences to be
handled without hitting the LLM's token limits.

The use of such honeypots seems feasible in CPS environments, as they could
allow simulating the behaviour of industrial control systems, PLCs, DCSs, or even
loT/lloT devices in the form of textual or protocol-level interactions. By customising
the prompt or potentially with some limited model retraining or fine tuning, a gen-
erative Al honeypot has the potential to simulate an industrial protocol or interpret
and respond to a command set similar to that of a specific PLC. Through its adaptive
capabilities, the model could respond to new, previously unseen attack patterns and
dynamically expand the simulated behaviour patterns based on attacker interactions,
thus avoiding rapid fingerprinting of static honeypots. In addition, this approach min-
imises the risk of the attacker breaking out of the honeypot, as they cannot execute
real code on the backend system.

On the other hand, generative Al honeypots are likely to face a number of tech-
nical challenges, especially in OT environments. The determinism of LLMs is only
partially guaranteed. Due to the stochastic selection of tokens, different responses

39 RAGSDALE-BOPPANA 2023.
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may be generated for the same command, which could expose deception to a per-
sistent attacker. During long or complex sequences, hallucinations may occur or the
token limit can be quickly reached if the entire history of every interaction is always
passed to the model. These problems may be solvable by using various prompt and
context management and post-processing techniques. Furthermore, the binary pro-
tocol-level communication often used by real OT systems can only be simulated to
a limited extent with text-based models. Therefore, generative Al honeypots must be
combined with other traffic generation tools, or special generative models must be
created with unique data sets that are capable of simulating these binary protocols.

Software supply chain monitoring

As discussed in previous sections, supply chain attacks pose a serious threat to indus-
trial control systems, where attackers can cause physical damage or compromise
operations by installing malicious or faulty control code. Code analysis could play
a key role in preventing and detecting such attacks, as it allows potential vulnerabil-
ities, logical errors, or unwanted functions to be identified before installation, even
without running the code.

However, current methods of code analysis for cyber-physical systems, espe-
cially in OT/ICS environments, rarely use cognitive computing approaches. Instead,
traditional static code analysis techniques are used for formal or semantic analysis
of industrial control programmes. These methods typically first translate PLC pro-
grammes into an intermediate representation (hereinafter IR) that contains simple
instructions such as assignments, jumps and conditional branches.* This IR normal-
ises the different PLC languages, making them uniformly analysable. Next, a control
flow graph is created from the IR, which depicts the possible execution paths of the
programme. Abstract interpretation is then performed on this graph, during which the
value ranges of each variable in the programme are assigned to the various possible
execution branches. Based on this data, predefined rules and checks are executed to
identify syntactic errors, potential runtime errors, unwanted variable values, or even
dangerous logical branches. Such static analyses are suitable for detecting when
a malicious or otherwise flawed code snippet could cause dangerous behaviour.
However, these methods often generate a large number of false positives because
they cannot take into account the runtime context, such as whether parts of the code
are actually accessible during real operation or how the physical environment limits
possible execution paths. Furthermore, such static rule-based approaches are limited
or unable to detect unknown weaknesses, such as zero-day vulnerabilities or attack
vectors that were not originally considered by the developers. In contrast, machine
learning-based approaches are typically more generalisable and can therefore be
more effective against unknown attacks.

In other areas, such as classic information technology systems or software devel-
opment processes, cognitive computing and code analysis approaches are already

40 STATTELMANN et al. 2014; ZONouUZ et al. 2014; ZHANG et al. 2019.
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widespread.*' These systems were typically trained with large amounts of source
code, machine code, binaries, configuration files, or even documentation elements
and use ML algorithms, including various specialised language processing techniques.
Similar to classical approaches, the first step in Al/ML-based code analysis is typically
the production of an intermediate representation of the source code, such as an
abstract syntax tree, control flow graph or simple tokenisation, followed by feature
extraction. The machine learning model then classifies or predictively evaluates the
code snippets, for example, by predicting whether a given code snippet contains
vulnerabilities, backdoors, anomalies, or other undesirable behaviour.

LLMs offer a new perspective on detecting these software vulnerabilities. Not
only are these models capable of understanding the syntactic and semantic structure
of source code, but by learning from a huge codebase, they implicitly incorporate
various programming patterns and contexts related to previous vulnerabilities.*
Such an approach enables LLMs to automatically identify and determine which input
points in a given software project represent potential threats and which API calls or
functions are the locations where improperly sanitised data could cause security
vulnerabilities. This not only increases the effectiveness of vulnerability detection,
but also significantly reduces false positives, especially when LLMs are able to decide
on the relevance of an issue by taking into account the context of the entire project.
Furthermore, the use of LLMs offer even greater potential for discovering new or
previously unknown vulnerabilities, as the models are able to generalise based on
the vast amount of learned patterns and recognise correlations that traditional ML
models may not be capable of. These Al-based analysers may enable significant
automation of large-scale software system audits or even detect hidden, sophisti-
cated attacks, especially if they are able to learn from past attack patterns, such as
the characteristics of supply chain malware.

Machine learning-based static code analysis can offer significant advances in
the protection of cyber-physical systems, especially when integrated into continuous
integration processes, where fast, automated and reliable decision-making is critical.
Such approaches allow a dedicated ML-based verification step to identify potentially
problematic patterns before code or updates are deployed, potentially enabling early
detection of zero-day vulnerabilities. In the automatic analysis of supplier code, this
type of method is not only suitable for searching for specific defects, but may also
be capable of filtering out suspicious components based on broader behavioural
patterns. This significantly reduces the risk of intentional tampering, before the code
is deployed in a production environment.

Conclusion

The increasing digitisation, interconnectivity, and convergence of information tech-
nology and operational technology environments have significantly expanded the

4 WANG et al. 2021.
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cybersecurity attack surface of critical infrastructures. Legacy systems, which were
often designed without robust security considerations, are now exposed to sophisti-
cated and evolving cyber-physical threats with potentially severe societal, economic
and national security implications. Due to the multifaceted nature of cyber-physical
systems, traditional security approaches are proving inadequate, creating a growing
potential for countermeasures based on cognitive computing. Despite this potential,
their practical application within Cls remains limited and lags behind their more
mature application in traditional IT domains.

Akey obstacle to the advancement of cognitive security solutions in OT environ-
ments is the scarcity of representative, real-world datasets possibly due to national
security concerns. This limits the generalisability, adaptability and robustness of
existing models, especially in detecting zero-day attacks, coping with protocol diversity
and the complex operational characteristics of CPS. Although multiple approaches
have shown high accuracy, challenges persist in maintaining low false positive rates
and extending detection capabilities to encompass a broader range of physical and
hybrid attack vectors.

Additionally, while much of the existing cognitive-computing-based security
research has been developed in IT environments, these methodologies often rely on
open architectures and large-scale data infrastructures that are not typically found
in critical infrastructure environments. Nevertheless, with appropriate adaptations,
these approaches offer valuable insights and technological foundations that can be
transferred to CPS systems, particularly as the boundary between IT and OT con-
tinues to blur.

Future research should prioritise bridging the gap between IT and OT cyberse-
curity by adapting proven IT-based cognitive computing approaches to the distinct
requirements of critical infrastructure. This entails developing robust, privacy-preserv-
ing datasets, enhancing model interpretability, and creating context-aware systems
tailored to the physical and operational constraints of Cls. Promoting interdisciplinary
integration between IT and OT domains is critical to implementing secure, resilient
and adaptive defence strategies for critical infrastructures.
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