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A B S T R A C T

ObservML enables the combination of training and deploying ML monitoring models within a single 

microservices-based system. Its application focuses on monitoring problems that can be solved with fault de­

tection and isolation (FDI), time series analysis, and process mining through an operator-friendly and adaptable 

framework based on MLOps practices. The framework is developed to connect to RabbitMQ for real-time data 

communication and MLflow for model versioning. It supports a wide range of machine learning techniques, in­

cluding decision trees, autoencoders, and time series models, providing a robust toolkit for anomaly detection 

and predictive maintenance, and can be extended as required.
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1 . Motivation and significance

The contribution of fault detection and isolation (FDI) tools in mod­

ern industrial systems is critical to ensure state-of-the-art reliability, 

safety, and operational efficiency, so the industry increasingly relies 

on data-driven approaches. The demand for adjustable, efficient, and 

user-friendly tools to handle complex monitoring tasks has increased 

significantly [1]. There are several monitoring tools, e.g., advanced fault 

diagnosis analysis library in MatLab for large-scale models that have a 

Python implementation [2].

The BibMon package for example provides several implemented 

monitoring tools [3], however, it provides no deployment and MLOps 

features. Some solutions target very specific problems, such as digital 

twins to simulate sensors [4], system analysis to understand model be­

havior [5]. While there are innovative solutions to existing problems, 

such as monitoring earthquakes whose models can be adjusted [6].

As opposed to Kubernetes-based orchestrators, such as Flyte and 

Kubeflow, our project focuses on smaller applications. It is not com­

putationally and cost efficient to use Kubernetes on such a scale. It 

also requires proper Kubernetes Operators to properly monitor the con­

tainers that could drive up the costs. Modern end-to-end ML solutions, 

such as Dataiku, often focus on cloud deployment, which could signif­

icantly increase the costs for developers/researchers who are unable 

to afford their own private cloud systems. Thus, we aim to provide a 

self-deployable pre-defined system for monitoring, while its modularity 

can reduce costs and improve the flexibility of ML model use. For more 

thorough comparison, please see Table 1.

In summary, existing monitoring libraries lack operationalization 

and MLOps support, while general-purpose MLOps platforms lack 

domain-specific industrial monitoring capabilities and impose signifi­

cant deployment overhead. As a result, a unified, lightweight framework 

that integrates industrial monitoring models, real-time data streaming, 

and MLOps practices for small- to medium-scale applications remains 

missing.

Moreover, increasing resource constraints—such as limited avail­

ability and rising costs of memory and compute resources in shared 

and cloud-based environments—further emphasize the need for effi­

cient, resource-aware end-to-end pipelines. Addressing both functional 

and infrastructural limitations, this work contributes a modular and 

self-deployable framework designed to minimize memory footprint and 

deployment overhead while maintaining full monitoring and MLOps 

capabilities.

We adhere to MLOps principles as predictive systems can provide 

more harm than benefit without proper specifications. As such, we 

define the following requirements to assure quality workflow in our 

package:

• Loosely Coupled Architecture (Modularity) – A flexible, 

microservices-based architecture.

• Reproducibility – Versioning, tracking and storing ML models.

• Orchestrated – Configuration files to build and deploy ML models.

• Continuous Testing – Implement custom metrics, and KPIs.

• Continuous Delivery – A system that is capable of exposing/deploy­

ing custom predictive functionalities.

• Continuous Training – Retraining capabilities affected by real-time 

data.

• Continuous Monitoring – Performance monitoring of ML models.

Motivated by this requirement specification, we developed a Python 

package for modular monitoring applications tailored to fault detection 

and isolation workflows. Our system is built on a microservices archi­

tecture leveraging Docker for containerization, RabbitMQ for efficient 

data handling, and MLflow [10] for experiment tracking. It supports di­

verse machine learning models, including decision trees, autoencoders, 

ARIMA, LSTM, etc. The modularity of the package allows for straightfor­

ward model substitution and customization, enabling users to fine-tune 

configurations to suit specific industrial datasets and requirements. 

The models are trained based on one set of instructions (Hydra/YAML 

configuration files [15]) that the operators provide so that they do 

not have to manually provide code for specific setups. These features 

ensure that operators deploy models and monitor their systems in

real-time. 

Table 1 

Comparison of industrial ML tools and ObservML.

Tool / Platform Main Focus Key Limitation Compared to ObservML

BibMon [3] Process monitoring, fault detection, soft sensing Lacks integrated deployment, real-time streaming, and MLOps lifecycle support

ProgPy [7] Prognostics and remaining useful life estimation Focused on model development; no end-to-end operationalization

PM4Py [8] Process mining from event logs Not designed for real-time monitoring or microservice-based deployment

PyOD [9] Generic anomaly and outlier detection No native support for industrial data streaming or model lifecycle management

MLflow [10] Experiment tracking and model versioning Provides MLOps infrastructure but no domain-specific FDI or monitoring models

Fledge [11] Industrial IoT edge data pipelines and inference Infrastructure-oriented; lacks built-in monitoring and FDI model toolkit

Dataiku [12] Enterprise end-to-end ML platform Cloud-centric and heavyweight; limited suitability for lightweight industrial monitoring pipelines

Flyte [13] Workflow automation and orchestration No native industrial monitoring or real-time anomaly detection capabilities

Kubeflow [14] Kubernetes-native ML pipelines Requires substantial infrastructure overhead; lacks domain-specific industrial models

ObservML Integrated industrial monitoring with MLOps Unified framework combining FDI, time series analysis, real-time streaming, and resource-aware deployment
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Fig. 1. Concept map of the developed ObservML python package. The colored circles denote the microservices, whilst rectangles present a feature of the service. 

For the Experiments features, more concrete information is depicted in forms of the problems it can solve (fault detection, fault isolation and time series analysis). 

Process mining is not on the concept map as it is only an experimental feature.

Fig. 1 presents the main concepts of the package. 

Adopting Internet of Things (IoT) technologies and Industry 4.0 prac­

tices can significantly enhance industrial performance [16]. However, 

the presence of sensors does not inherently provide additional value; 

what really contributes to performance is the analysis of this data. 

A key focus in manufacturing remains cost reduction, which can be 

achieved through approaches such as operator behavior analysis [17], 

manufacturing process optimization [18], alarm management [19], and 

predictive maintenance [1].

Industry 4.0 faces several challenges, including handling anomalies 

and noisy data, addressing the lack of labeled datasets, and manag­

ing efficiency with large-scale data [20]. Proper infrastructure, such as 

RabbitMQ and cloud services, can address the challenges of big data. For 

typical data-driven predictive maintenance tasks, simpler models like 

Principal Component Analysis (PCA) can effectively tackle the problem 

of the lack of labeled data [20].

To further reduce the strain on engineers, we have developed the 

ObServML package for predictive maintenance. This package includes 

infrastructure for real-time monitoring with fault detection approaches, 

fault isolation for understanding machine states, time-series analysis to 

forecast sensor values and detect deviations from expected outcomes. 

We also provide some options for process mining to analyze machine 

and operator logs.

The paper presents the architecture, framework, and use of the 

package for predictive maintenance. By combining modularity with an 

operator-friendly design, the system aims to provide a straightforward 

predictive maintenance application. We demonstrate its utility through 

fault detection and isolation, showcasing its ability to transform mon­

itoring and operational efficiency in an industrial environment. The 

contribution of the package is as follows:

• A flexible, microservices-based architecture leveraging Docker 

(Compose), RabbitMQ, and MLflow for containerization, data han­

dling, and model tracking.

• A modular system enabling seamless configuration and substitu­

tion of machine learning models from a wide range of packages for 

diverse datasets and tasks so that operators do not have to write 

code themselves.

• Easily extendable framework for both experiments and models.

• Ease of integration with data collectors and databases through 

REST API-based deployment of the models.

• Adherence to MLOps principles, ensuring scalability, reproducibil­

ity, and ease of integration into industrial workflows.

• Real-time monitoring frontend application made in Streamlit.

2 . Software description

The ObServML package provides a modular framework for moni­

toring and deploying ML for realtime applications. The methodology 

for this framework is structured into three key stages: Architecture, 

Framework, and Use. Section 2.1 outlines the modular design of the 

system, built on a microservices-based approach leveraging container­

ization, message brokering, and experiment tracking. This design en­

sures scalability, reproducibility, and easy integration with additional 

services. Section 2.2 details the functionality and modularity of the 

framework of ExperimentHub Service.

Throughout the paper, we highlight the use of the framework with 

the use of DBSCAN. Problem-specific experiments are introduced for 

fault detection, fault isolation, time series analysis, and process mining.

2.1 . Software architecture

The architecture of the system is built on a modular, microservices-

based framework to support fault detection and isolation workflows. Key 

components include Docker for containerization, RabbitMQ for asyn­

chronous data handling, and MLflow for tracking and versioning models. 

The backend manages model training, configuration, and data trans­

fer, while the frontend, built with Streamlit, provides a user-friendly 

interface for real-time visualization and interaction. Communication be­

tween components is streamlined through APIs, ensuring scalability, 

reproducibility, and integration with diverse industrial environments.
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Fig. 2. System Architecture.

Fig. 2 illustrates the current microservice architecture of the package. 

To use the package, data must first be sent to the RabbitMQ queue. This 

approach improves security by forcing users to possess valid RabbitMQ 

credentials, preventing unauthorized access to resource-intensive train­

ing or prediction operations, and mitigating potential denial-of-service 

attacks. The package includes client code examples to demonstrate how 

to establish a connection to RabbitMQ. The codes contain commands 

abstracting away the REST API of the ExperimentHub Service. The con­

nection between RabbitMQ and ExperimentHub Service is configured 

during startup via Docker Compose, ensuring a simple setup process. 

Data sent to RabbitMQ must be JSON serializable as it transfers.json 

files from one microservice to another.

An MLflow repository is required to execute the REST API 

commands of the ExperimentHub. This microservice contains the 

Experiment names (queue names of the RabbitMQ service), under which 

several run IDs are accessible. Individual models are saved in a standard­

ized format with a run ID under the corresponding queue name. As such, 

any instance of ExperimentHub will be able to reload models.

When data is sent to ExperimentHub, REST API commands can be 

used to access specific processes. For a new model, the process begins by 

sending a training dataset to the RabbitMQ queue and then submitting a 

training configuration. If the training completes without exceptions, the 

model is saved to the experiment in MLflow for future use and provides 

information about the training process on the frontend to check whether 

the model is viable.

Additional commands enhance functionality, such as saving to and 

loading from MLflow, or retraining to replace the current model in the 

ExperimentHub. Automated retraining can also be configured during the 

training phase, enabling continuous model updates based on new data 

or predefined conditions.

The config.yaml file, in particular, plays a central role by coordinat­

ing multiple experiments. The config.yaml is used to compose a config­

uration file with relevant information to send to the ExperimentHub, 

which upon retrieval builds the models. It dynamically pulls data 

from different RabbitMQ queues (keys in the config.yaml) for each 

experiment, allowing for the execution of several tasks with different 

configurations. This setup enables users to train and test various models 

using diverse datasets, streamlining the management of complex work­

flows and facilitating scalable experimentation, without redeploying the 

Docker image. The documentation of the Python package provides more 

details on the inner working of the system.

It is important to note that models retain their inherent prop­

erties as this system provides an infrastructure for data and use 

rather than reimplementing these methods.

2.2 . Software functionalities

While MLflow is designed to be framework-agnostic, its reliance on 

flavors introduces some framework-specific dependencies. This can re­

sult in a difference in the approach taken to integrate models from 

certain frameworks. Of course, the MLflow contains pyfunc general ap­

proach to models, however it lacks convenience functions, and this 

limitation creates challenges when integrating models. Therefore, the 

framework limits the use of models to custom sklearn models, which 

are derived from BaseEstimator class.

The Experiment class serves as the core of the ExperimentHub sys­

tem, managing the lifecycle of machine learning experiments, including 

tasks such as training, saving, loading, and predicting. This class holds 

essential metadata about each experiment, e.g., its configuration, plots, 

and the corresponding RabbitMQ queue name. Fig. 3 presents the inter­

action between the experiments and the models and general methods 

that need to be implemented.

Derived classes extend the functionality of the Experiment class by 

providing specialized behaviors tailored to specific types of experiments 

or workflows. These subclasses implement custom methods for model 

training processes, prediction, or experiment management tasks. The 

setup function handles the data formatting, create_model uses a prede­

fined model training process, along with predict that infers new results 

from the model. Both functions require a string-like input that is most 

often a read JSON from the RabbitMQ. These are also included as 

keywords in the configuration files.

The framework includes default implementations of the Experiment 

class to address various use cases. Fault Detection is designed for 

anomaly detection, aiming to identify errors in production, such as 

incorrect packaging selections or failed resource placements. As a mul­

tivariate approach, it can group production inputs and provide insights 

into which sensors might be contributing to the problem. It supports 

multiple sensors and does not require labeled output, making it versatile 

for detecting anomalies in complex systems.
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Fig. 3. Class interactions. Empty-headed arrows show that an object implements a target abstract class.

The Fault Isolation class serves as a broader wrapper for classification 

problems where labeled data is available. It is particularly useful for root 

Table 2 

Models included in the Framework. The columns focus on the 

implemented models (from BaseEstimator class), experiment types, 

and associated packages.

Model Name Experiment Type Package

Decision Tree Fault Isolation scikit-learn [21]

Random Forest Fault Isolation scikit-learn [21]

Naive Bayes Fault Isolation scikit-learn [21]

Hidden Markov Models Fault Isolation hmmlearn [22]

Bayesian Network Fault Isolation pgmpy [23]

Markov Chain Fault Isolation statsmodels [24]

PCA Fault Detection pca [25]

DBSCAN Fault Detection scikit-learn [21]

Elliptic Envelope Fault Detection scikit-learn [21]

Isolation Forest Fault Detection scikit-learn [21]

ARIMA/SARIMA Time Series Analysis statsmodels [21]

LSTM Time Series Analysis TensorFlow [26]

Autoencoder Time Series Analysis TensorFlow [26]

Prophet Time Series Analysis Prophet [27]

SSA Time Series Analysis pySSA [28]

Heuristics Miner Process Mining pm4py [8]

Top-K Rules Process Mining SPMF [29]

Apriori Association Rules Process Mining SPMF [29]

CMSPAM Process Mining SPMF [29]

cause analysis, identifying sensor contributions to anomaly detection, 

and analyzing machine states. This facilitates a deeper understanding of 

the system and supports targeted troubleshooting and optimization.

Time Series Analysis class is designed for monitoring sensor data over 

time, offering insights into the behavior of individual sensors across 

their lifecycle. It is ideal for applications like predictive maintenance 

and real-time monitoring, enabling proactive system management and 

minimizing unexpected downtime.

If the data is not tabular or nominal, the process mining may help 

analyze otherwise unusable data. Process Mining class is a straightfor­

ward implementation of process mining techniques, which can also find 

causal connections between sequences and states. These approaches can 

be applied to analyze operator behavior and machine logs, offering valu­

able insights into system workflows and identifying potential areas for 

improvement.

During the definition of the class, only models with similar data input 

requirements can be used. Some functions may be reconfigurable, but it 

is difficult to debug them properly. Table 2 contains the list of models 

implemented in the framework.

3 . Illustrative examples

In order for the application to work properly, one needs to set 

up the Docker environment. Listing 1 provides commands to pull the 

application from DockerHub:
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Listing 1. Docker Compose up without installing dependencies.

 

Listing 2. Local use of the application (e.g., for development). Use each command on a different terminal.

Fig. 4. User Interface for an empty ExperimentHub.

 

Listing 3. Configuration file for Decision Tree-based fault isolation.

In case of customizing and improving the framework, it might be 

in one’s best interest to set up local services without having to create a 

Docker image. Listing 2 presents a local approach that helps you develop 

new experiments and models.

Fig. 4 presents the default user interface for the Experiment Hub. On 

the sidebar, two modes are possible; one for presenting the exploratory 

data analysis, and one for monitoring (training and prediction results). 

A slider is available to set the refresh duration, which can reduce the 
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Fig. 5. Variance of the Principal components from the pump dataset.

strain on the front-end application. The Experiment tab expands upon 

new models, currently there is no model to select. On the right-hand side 

the relevant EDA figures can be selected, which are also updated if new 

models are trained to show the figures of the selected experiment. This is 

only an example UI, which provides code on how to communicate with 

the backend API and can be replaced by custom UIs such as Grafana or 

Prometheus.

To train models, we are required to post a train request, and push a 

dataset to the rabbit. Some example codes are provided.

3.1 . Fault detection - PCA

The pump dataset contains 50 sensors, without any labeled one to use 

fault isolation Experiment on [30]. Therefore, we use the fault detection 

experiment to find anomalies that could present possible malfunction. In 

this case, principal component analysis (PCA) is applied with Hotelling’s 

T-squared and SPE/DmodX tests to find the outliers [25]. Listing 3 

presents the configuration file sent to the Experiment Hub service. In this 

case, we did not enable EDA function, which was done by commenting 

out the keyword in the configuration file.

The PCA model provides a performance figure showing the variances 

for the PCs. This is presented in Fig. 5. The first two PCs account for 60% 

of the variance.

We also provide a dynamically updating figure called “outliers” to 

adjust for incoming data. Fig. 6 presents the anomalies with time on the 

x-axis, and PC on the y-axis. The blue dots are considered outliers by the 

Hotelling T-squared tests, while the purple dots indicate if a score is an 

outlier for both tests.

Fig. 6. Outliers in the Principal components from the pump dataset.
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4 . Impact

The ObServML package opens up new possibilities in the field of 

real-time monitoring, fault detection, and predictive maintenance in 

compact and modular industrial environments. Its adherence to MLOps 

principles, modular microservice-based architecture, and flexible model 

integration allow it to have a significant impact across research, prac­

tice, and industry. For further information on the capabilities of the tool, 

see the full documentation here.

ObServML enables research into adaptive monitoring strategies, 

data-driven fault isolation without labeled data, and automated re­

training mechanisms in environments with limited computational re­

sources. The support for both traditional models (e.g., PCA, ARIMA) 

and advanced methods (e.g., LSTM, Autoencoders) in a plug-and-play 

configuration invites comparative studies on model performance across 

industrial scenarios. Furthermore, its support for experimental process 

mining methods introduces new possibilities for studying operator be­

havior and machine log sequences, areas typically under-explored due 

to a lack of integrative tooling.

The software significantly reduces the overhead for researchers con­

ducting fault detection and isolation (FDI) by automating the model 

training, deployment, and retraining pipeline within a reproducible 

framework. Compared to traditional pipelines that require manual 

scripting and orchestration, ObServML enables faster experimentation 

and deployment through a unified API and configuration management 

via Hydra. Prior works like BibMon [3] offer similar analytics capabil­

ities, but lack the deployment-ready MLOps integration that ObServML 

provides. By decoupling model design from data engineering tasks, the 

framework streamlines the pursuit of predictive maintenance research 

as emphasized in Zonta et al. [1].

The package was specifically designed with small- and medium-sized 

industrial enterprises in mind, focusing on real-time process monitoring 

and predictive maintenance. It is already being tested and developed 

in industrial settings, ensuring that its functionalities address practi­

cal operational needs. This will be presented by the authors future 

separate work. Although widespread adoption is still in progress, the 

software is openly available via GitHub and DockerHub, and early use 

within academic-industrial collaborations confirms its usability in both 

research and production environments.

5 . Conclusions

This paper presented a Python package designed for compact and 

modular monitoring applications, addressing key challenges in fault 

detection and isolation (FDI). By integrating MLOps principles, the 

framework ensures reproducibility, scalability, and adaptability, mak­

ing it a versatile solution for industrial environments. Its modular design 

simplifies the customization of models to suit diverse datasets and oper­

ational needs, while its operator-friendly interface streamlines real-time 

monitoring and deployment processes.

The integration of Docker, RabbitMQ, and MLflow reinforces the 

application through micro-service architecture, enabling seamless work­

flow management and efficient communication between components.

Future work includes expanding model options, enhancing automa­

tion features, and integrating advanced visualization tools to further 

optimize usability. This framework sets a strong foundation for scal­

able, modular, and user-focused FDI solutions, bridging the gap between 

technical complexity and operational simplicity in industrial systems.
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