The impact of additive manufacturing used in the Russo-Ukrainian conflict on
decentralized manufacturing?

Az orosz-ukran konfliktusban alkalmazott additiv gyartas hatasa a decentralizalt
gyartasra

3D printing is one of the most widespread disruptive technologies today. It also plays a
significant role in wartime, especially when the appropriate background and system are
available. By combining this technology with digital warehousing and decentralized
manufacturing, we can identify the most important cornerstones in the operational environment
and challenges of the Russo-Ukrainian conflict. Since we conducted our analysis using data
obtained from an active war environment that can be considered reliable, we can state that we
have successfully identified the most important elements and categories of decentralized
manufacturing associated with this technology.
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A 3D-nyomtatds napjainkban az egyik leginkabb elterjedt diszruptiv technoldgia. A haborus
kornyezetben is jelentds szerepet kap, kifejezetten akkor, ha megfeleld hattér és rendszer all
rendelkezésre hozzd. A technologiat Osszevontan vizsgalva a digitalis raktarozassal és a
decentralizalt gyartassal az orosz-ukran konfliktus muveleti kdrnyezetében és kihivasai kozott
sikeriil azonositani a legfontosabb sarokpontokat. Mivel egy aktiv haborus koérnyezetbdl
kinyert, valosnak tekinthetd adatokbdl folytattunk elemzést kijelenthetd, hogy sikertilt
megbizhatdéan megallapitani a technologidhoz kothetd decentralizalt gyartas legfontosabb
elemeit és kategoriait.
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Introduction

Today, armed forces face a series of challenges that pose significant challenges. These can be
global problems, such as ongoing environmental and climate change,? the appropriate and
secure integration of artificial intelligence into current systems, or local problems, such as an
armed conflict that pits two or more nations against each other.

No matter how we look at these issues, one thing is certain. There are disruptive
technologies available that play a significant role in these processes or can help manage
negative developments. Additive manufacturing is such a technology. It is developing rapidly,
has become part of everyday life, and is gaining an increasingly large share of the industrial
segment.

This technology is capable of processing both simple polymers and specialized raw
materials * for the production of customized items. It can be used to produce both simple
components and complex structures, and in the event of an armed conflict, it can ensure part of
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our supply of spare parts,® or parts of offensive weapons can be manufactured using it. This
segment may include drones that simply collect and transmit data® but versions designed to
destroy the enemy also belong here.

The Russo-Ukrainian war provides us with a picture of the real-world application of 3D
printing and the unique circumstances surrounding it, which are linked to digital warehousing
and decentralized manufacturing. The aim of this publication is to identify the cornerstones of
this symbiosis, analyse the way it works, and categorize its elements in order to obtain a
comprehensive and detailed picture of the situation that has developed.

3D printing in the Russo-Ukrainian war

One of the most decisive weapons in the Russo-Ukrainian war are unmanned aerial vehicles
(hereinafter: UAVs). Both sides use this technology thousands of times a day on the eastern
front. One of the key weapons in Russia's deep strikes is the Geran—2 (a clone of the Iranian-
developed Shahed—136), of which, according to some sources, thousands have already been
manufactured and used in deep distance strikes. This is a situation that could not go unanswered,
so the Ukrainian side naturally stepped up the production of interceptor drones. All this is
already happening on a mass production scale, which could reach as many as 10,000 units.’

In the case of drone warfare, a war competition between so-called3D printing farms
equipped with 3D printers is unfolding. These units are capable of producing a significant
number of plastic parts for these UAVs, such as frames (Figure 1), covers, control surfaces,
propellers, mechanical parts, etc. This method is fast and efficient, but not necessarily cheap.
In the case of One-Way Attack (hereinafter: OWA) UAVs, it is not necessary to manufacture
them to a high standard of durability, as these First Person View (hereinafter: FPV) devices
usually only carry out a single combat mission during their lifetime. This means that even lower-
quality devices and components may be acceptable, although this is a sensitive issue when
human lives may depend on it.

Figure 1: Drone frame during-3D printing.
Source: edited by the author.
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3D printing is an effective method for manufacturing explosive components. It is important
to note that the technology is not yet capable of producing shaped charge using explosives as
printing materials, so plastic or liquid explosives must be used for their final production. . It is
not necessary to manufacture all components, as the latest explosive devices are only partially
improvised. The armed forces modify and supplement these otherwise standard devices to make
them more effective or to enable them to be deployed from completely different weapon
platforms, even UAVs.

Ukrainian forces are also using devices known as “Candy Bombs™ against Russian troops.
These consist of casings manufactured using additive manufacturing, which are filled with
conventional plastic explosives and covered with fragments. These are mostly manufactured
not by professional factories, but by volunteers, in close cooperation with users. Of course,
there are no official data on their number, but the number of devices imported into Ukraine so
far can be estimated at several tens of thousands. There are two other special features of this
activity. Production is not carried out by professional specialists, but artificial intelligence
(hereinafter: Al) based software is now used for design tasks. It is important to note that the
components arrive in the recipient country as children's toys during customs clearance, thus
concealing their original purpose. . Since they are made of plastic, the latter fact may not be
apparent to the untrained eye.®

As a specific example, Ukrainian forctrainedes have converted RKG—-3 anti-tank grenades
in this way. The final result is an aerial bomb that can be effectively deployed using
commercially available drones. According to some sources, the accuracy of the converted
offensive weapons is within a 1-meter radius from a height of 300 meters. This successful
development is underscored by the fact that today every Ukrainian brigade has some amount of
additive manufacturing capacity.”’

In addition to all this, Ukraine receives a great deal of support from Western countries,
including 3D printers. Some of these are capable of operating reliably in operational areas. The
device developed for the production of metal parts the size of shipping containers, for example,
is unique in its kind and capable of producing parts weighing up to 40 kg.!® Of course, spare
parts supply is a key issue in wartime. One of the most important tools for relieving the burden
on supply chains and becoming independent of them is 3D printing,!* and there is perhaps no
simpler solution for manufacturing spare parts or replacement parts, although there is a
downside to everything. As We mentioned earlier, in the case of equipment and parts that are
exposed to heavy loads, their service life may be significantly reduced, and maintenance cycles
may be shortened. This can be compensated for with appropriate engineering expertise and
material selection, and in some cases can even be improved compared to the original part

Of course, the Russian side also uses this disruptive technology, although significantly less
information is available about it on the Internet and other sources. However, even in the absence
of information, it can be strongly assumed that they also exploit the combat advantages inherent
in additive manufacturing, which can even reach a strategic level.
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According to the available information, the Russian army also uses fixed farms where
specially trained units manufacture drone components using additive manufacturing tools. Of
course, based on what has been said, they are able to satisfy anyone’s needs with their tools,
including the manufacture of components for explosive devices.?

Digital warehouses

Digital repositories (databases or libraries) are structured data storage systems that are suitable
for storing, managing, organizing, and searching large amounts of information (mainly design
documentation). These interfaces do not function solely as information storage locations, but
can also be dynamic platforms for information flow, knowledge sharing, learning, and
collaboration. These digital interfaces are mostly accessible online, which can have numerous
advantages if cybersecurity is also emphasized during their development.™

These advantages include, but are not limited to, the following:'*

- Global, unlimited access. Online access without opening hours allows users to access
digital materials stored in the database anytime, anywhere, provided they have the
appropriate technical equipment and network access.

- Search and filter function. The registration, search, and filter functions in digital
warehouses enable you to find the information you need quickly and efficiently.

- Significant storage capacity. Digital warehouses can store and manage huge amounts of
information in digital form.

- Provision of interactive content. Digital databases offer access to interactive content
(e.g., instructional videos, interactive maps, assembly instructions) and other
multimedia elements.

- Easy management of changes. The content of digital warehouses can be easily updated,
modified, and maintained, ensuring that users always have access to up-to-date data and
information.

With the advantages listed above, such a platform provides faster, more efficient, more
flexible, and more convenient access to information online, far surpassing traditional methods
(traditional libraries, education, reading, etc.). Even with the security risks threatening
databases, they have proven their worth in manufacturing areas.™

In order to ensure that the physical conditions for 3D-printing are met in a well-organized
infrastructure, the personnel operating the technical equipment, technicians, and engineers must
have access to the relevant information, data, and files stored in the appropriate digital format.
Such a platform ensures that staff do not need design expertise; excellent management of the
manufacturing equipment is sufficient to produce parts of the required quality. There are
currently several open-access websites where files suitable for 3D printing can be downloaded
free of charge or for a fee. The files on these sites vary, ranging from simple household items
to more complex structures. The biggest disadvantage of using these files is that special military
components, parts, and structures cannot be found there, as in many cases they are protected
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and restricted from the public by law, and the professional design and material selection of the
parts cannot be adequately verified.®

According to Ukrainian officials, they already have a digital warehouse filled with digital
documentation for more than 170 domestically designed components and plan to expand it
radically in the future. The platform not only provides access to personnel, but also offers
manufacturing services, most of which are, of course, advanced additive manufacturing
capabilities. This interface connects the defence industry more closely and helps reduce
dependence on supply chains. In technical terms, the repository is an online database. Only
verified Ukrainian manufacturers can upload their documentation and obtain designs produced
by others. Currently available items include antennas, drone frames, propellers, and special
modules. A significant advantage is that it provides access to 11 different services (casting, 3D
printing, etc.). These options allow manufacturers to respond to emerging needs with advanced
solutions.’

In parallel with the operational advantages of digital warehouses, cybersecurity and
information assurance emerge as critical enabling factors. As these repositories contain
sensitive design data, production parameters, and in some cases classified military components,
they constitute high-value targets for cyber espionage and sabotage. Compromise of such
systems may result not only in the loss of intellectual property but also in the deliberate
manipulation of design files, potentially leading to the production of faulty or unsafe
components. Consequently, the protection of digital warehouses must extend beyond traditional
access control and encryption measures and include integrity verification mechanisms, version
control, and secure authentication of uploaded files. In a decentralized manufacturing
environment, trust in digital design data becomes a decisive operational factor.

Decentralized manufacturing

Centralized manufacturing capacity is not a strategy that is destined to succeed in today's
warfare. . Of course, this can be nuanced if the production units are located in a country that is
legally protected, not directly involved in the conflict, or if the company has significant defence
and countermeasure capabilities. However, these are special situations. In general, it can be said
that almost the entire territory of a country involved in an armed conflict can be attacked with
advanced weapons, although only the major powers have the military capacity and
technological background for this. However, even more accessible deep strike systems are
capable of causing significant damage to these types of facilities. . However, even more
accessible deep strike systems can cause significant destruction to such facilities.

An often-underestimated element of decentralized manufacturing is the human factor. The
effectiveness of additive manufacturing in combat environments does not solely depend on
technological availability but also on the rapid transfer of practical knowledge to operators with
limited formal engineering backgrounds. The Russo-Ukrainian conflict demonstrates that short,
task-oriented training modules, standardized workflows, and intuitive manufacturing interfaces
can compensate for the lack of traditional industrial expertise. In this context, digital
warehouses serve not only as repositories of design files but also as platforms for accelerated
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learning, enabling soldiers and volunteers to adapt manufacturing processes to rapidly changing
operational requirements.

From a strategic perspective, decentralized additive manufacturing significantly enhances
system-level resilience. By distributing production capabilities across multiple geographically
separated nodes, armed forces reduce their vulnerability to single-point failures caused by
kinetic strikes or supply chain disruptions. Even limited-capacity manufacturing cells can
maintain operational continuity by producing mission-critical components locally. This
resilience-oriented approach aligns with modern concepts of adaptive warfare, where
survivability and flexibility are prioritized over economies of scale.

Decentralization, on the other hand, has a significant advantage. Crowdfunding
manufacturing is a new trend in this segment, but it works surprisingly well. One outstanding
example of manufacturing financed by donations and community support is WildHornets. This
Ukrainian military company uses the revenue generated in the manner described above to
manufacture, among other things, FPV drones carrying various weapons, drone-hunting FPV
UAVs, batteries, and ground control units on a 3D printing farm. They do all this using
Bambulab 3D printers (Figure 2) and produce 65% of the UAVs themselves. According to their
public statistics, Ukrainian troops have destroyed 151 tanks, 613 vehicles, 448 UAVs, 220
armoured vehicles, 122 artillery or MLRS units, 4 air defence units, and killed 818 soldiers.
This resulted in a total loss of USD 1.69 billion for the Russian Federation.®

Figure 2: Drone parts made with a Bambulab X1E 3D printer
Source: edited by the author.

Of course, other manufacturers also operate such hidden factories, and as mentioned above,
products are also supplied from outside Ukraine, and military units also have self-sufficient
capacity.

Taking all this into account, we can comprehensively interpret decentralized
manufacturing, which has both a state-organized and a voluntary branch. Both the organized
and voluntary versions can be integrated into the digital warehousing system, thus facilitating
the production of the tools needed for the tasks and known to the soldiers.
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However, it is worth further dividing the elements of production according to location,
because we can distinguish between plants operating in a protected environment and plants
located in conflict zones, which are usually technically hidden. In the case of protected plants,
the possibility of illegal, covert attacks or sabotage, even using secret service methods, must of
course be taken into account.

It is also worth discussing state-organized manufacturing in order to get a complete picture
of this ecosystem. This refers not only to the activities of players in the defence industry as part
of traditional industry, but also to maintaining the army's self-sufficiency. Each component
plays an important role, as it ensures that equipment and spare parts are available at all times.
One of the keys to the success and efficiency of this system is its coordination with digital
warehouses, so that all stakeholders can deliver fresh, high-quality products.

However, there are issues that need to be clarified. The right to manufacture spare parts is
not unrestricted in all cases, although in the case of old equipment that is no longer supplied,
this is not an issue. However, in the case of new, modern equipment, it is not always possible
for the army to carry out repairs itself, and in some cases the manufacturing of replacement
parts may result in serious industrial property rights infringements. A similar situation may arise
if intellectual property (hereinafter: IP), designs, information, and know-how are transferred to
partners via digital warehouses without the consent of the copyright holder. These legal
challenges are currently the biggest known limitations of the decentralized manufacturing
ecosystem,'® and the simplest solution is a royalty-based compensation system. In principle, the
number of manufactured devices can be tracked, and a fee agreed in advance between the parties
is paid to the rights holder, unless they explicitly waive this right.

Beyond legal and industrial property concerns, the widespread use of additive
manufacturing in armed conflicts raises ethical and international humanitarian law-related
questions. The low entry threshold of 3D printing technologies blurs the traditional distinction
between state and non-state actors involved in weapons production.?® Volunteer-based
manufacturing initiatives, while operationally effective, challenge established accountability
frameworks. These developments necessitate a reassessment of existing regulatory approaches
to weapon manufacturing and highlight the need for updated international norms addressing
digitally enabled decentralized production.

Another challenge is the process of quality assurance and standardization. Military
standards set high benchmarks that ensure reliable operation under difficult conditions.
However, this is worth reconsidering, especially in the case of OWA devices, because in many
cases the technological solutions used to manufacture the products result in unreasonably high
prices.

Although this is just one example, it is definitely worth storing the documents necessary
for quality assurance in a digital repository so that the organization can filter the finished
products through self-checking.

This alone does not replace the importance of military acceptance. In the case of
standardization, especially for UAVs, it is also worth considering the processes and defining
technology circles rather than specific devices, and classifying the devices that fall within them
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as applicable. Obviously, this is only if they meet the predefined parameters and the expected
quality.

Summary

The Russo-Ukrainian conflict offers valuable lessons for future military planning regarding the
integration of additive manufacturing, digital warehousing, and decentralized production. These
practices are not limited to high-intensity conflicts but can be adapted to crisis response,
peacekeeping operations, and disaster relief scenarios. The rapid scalability, flexibility, and
cost-efficiency of such systems suggest that decentralized manufacturing will become a
permanent element of modern military logistics rather than a temporary wartime solution.

Overall, we have managed to review and summarize — albeit not exhaustively — the
practices used during the Russo-Ukrainian conflict in the context of 3D printing, digital
warehousing, and decentralized manufacturing.

The results show that, technically, decentralized manufacturing could also become a
possibility for proxy financing, where supporting states and market players could enter an
armed conflict covertly or even openly as non-belligerents. Regardless, this system, which is
often built on community funding and donations, can be an excellent foundation for a country's
self-defence. It requires organization and preparation, but the benefits it provides become
significantly more valuable as the intensity of operations increases.

There are still obstacles to overcome in order for this symbiosis between the three areas to
function with maximum efficiency, but a solution is in sight. Moreover, once legal and quality
assurance issues have been clarified, all parties can strive with increased intensity to achieve
mutual success in such a system.

References

DARUKA Norbert et al. (2024): Digitalis adatbazis létrehozasanak lehetdségei a magyar
honvédségben a 3D nyomtatasi képesség tamogatasara. Honvédségi Szemle, 152(4), 72-81.
Online: http://hdl.handle.net/20.500.12944/27313 (Download: 2026. 01. 25.)

DAss, Reuben (2024): 3D-Printing in Conflict Zones: A Game-Changer? Online: https://gnet-
research.org/2024/10/14/3d-printing-in-conflict-zones-a-game-
changer/?utm_source=chatgpt.com (Download: 2026. 01. 25.)

CHAN, H. K. et al. (2018): The impact of 3D Printing Technology on the supply chain:
Manufacturing and legal perspectives. International Journal of Production Economics, 205
(SI) 156-162. DOI: 10.1016/1.1jpe.2018.09.009 (Download: 2026. 06. 17.)

FAZEKAS Ferenc (2023): Mission Command and Artificial Intelligence. Land Forces Academy
Review, 28(2), 69—79. Online: https://doi.org/10.2478/raft-2023-0010 (Download: 2026. O1.
25.)

GAVAY Gyorgy (2024): Honvédségi jarmiivek kezeldszerveinek pdtlasa, modositdsa 3D-
nyomtatasi technoldgia alkalmazasaval. Miiszaki Katonai Kézlony 34(3), 25-38. Online:
https://orcid.org/0000-0003-0632-5650 (Download: 2026. 01. 25.)

GYARMATI Jozsef — GAVAY Gyorgy — HEGEDUS Ernd (2025): Potential Aplications of Different
3D Printing Technologies in Military Logistics. International scientific conference VojNa
2025, Belgrade. Online:



http://hdl.handle.net/20.500.12944/27313
https://gnet-research.org/2024/10/14/3d-printing-in-conflict-zones-a-game-changer/?utm_source=chatgpt.com
https://gnet-research.org/2024/10/14/3d-printing-in-conflict-zones-a-game-changer/?utm_source=chatgpt.com
https://gnet-research.org/2024/10/14/3d-printing-in-conflict-zones-a-game-changer/?utm_source=chatgpt.com
https://doi.org/10.1016/j.ijpe.2018.09.009
https://doi.org/10.2478/raft-2023-0010
https://orcid.org/0000-0003-0632-5650

https://www.researchgate.net/publication/399444603 Potential applications_of different
3D printing_technologies_in_military_logistics (Download: 2026. 01. 25.)

HALINKA Jozsef et al. (2023): Changes in mechanical properties due to heat treatment on
additive manufactured Ti-64Al-4V. Communications - Scientific letters of the University of
Zilina, 25(1): B1-B6. Online: https://doi.org/10.26552/com.C.2023.001 (Download: 2026.
01.25.)

K., Joseph (2025): Ukraine Integrates 3D Printing into Secure Military Supply Platform.
Online: https://www.3dnatives.com/en/ukraine-integrates-3d-printing-into-secure-military-
supply-platform-07102025/ (Download: 2026. 01. 25.)

NEGYESI Imre — FAZEKAS Ferenc (2022): A mesterséges intelligencia integralasanak
lehetdségei a vezetési pontok feladatrendszerébe. Hadtudomanyi Szemle, 15(3), 145-159.
Online: https://doi.org/10.32563/hsz.2022.3.9 (Download: 2026. 01. 25.)

PADANYI Jozsef (2022): Kockazatok, kihivasok, valaszok. Budapest: Ludovika.

PADANYI Jozsef (2024): The Effects of Climate Change on the Military: Risks, Challenges and
Answers. Budapest: Ludovika.

SABER, D. et al. (2025): Additive Manufacturing (3D printing) and the Future of Supply Chains:
Opportunities, Challenges, and Trends. Global Journal of Engineering and Technology
Advances, 25(3), 51-64. Online: https://doi.org/10.30574/gjeta.2025.25.3.0336 (Download:
2026. 06. 17.)

SuckAu, L. 2025: Additive Manufacturing in The Military Technology Sector: Applications

and Proliferations of an Emerged Technology. PRIF Report 2025/3. (w. p.): Peace Research
Institute Frankfurt.

Sputnik International (2024): Russian Soldiers Use 3D Printers to Print Spare Drones and
Ammunition Parts in Special Op Zone. Online: https://sputnikglobe.com/202403 10/russian-
soldiers-use-3d-printers-to-print-spare-drones-and-ammunition-parts-in-special-op-zone-
1117245366.html?utm_source=chatgpt.com (Download: 2026. 01. 25.)

SZILAGYI1, David et al. (2024): Feasibility of a Drone-Based Road Network Inspection System.
Engineering  Proceedings, 79(1), 76. Online: https://doi.org/10.3390/engproc2024079076
(Download: 2026. 01. 25.)

TYRER-JONES, Alex (2025): Ukraine Deploys 3D Printed Drones to Combat Russian Shahed
Swarms. Online: https://3dprintingindustry.com/news/ukraine-deploys-3d-printed-drones-
to-combat-russian-shahed-swarms-242362/ (Download: 2026. 01. 25.)

Verdict (2024):3D battlefield printing in Ukraine. Online: https://www.verdict.co.uk/3d-
printing-ukraine-battlefield/?ct-view&cf-closed (Download: 2026. 01. 25.)

VEG Robert Laszlo (2023): A 4D nyomtatds €és az okosanyagok alkalmazéasanak lehetdségei.
Miiszaki Katonai Kozlony, 33(4), 77-89. Online: https://doi.org/10.32562/mkk.2023.4.6
(Download: 2026. 01. 25.)

Wild Hornets (w. y.): Who we are. Online: https://wildhornets.com/en/who-we-are (Download:
2026. 01. 25.)

XSPEE3D (w. y.): Make Metal Anywhere — Containerised Metal 3D Printer. Online:
https://www.spee3d.com/wp-
content/uploads/2023/11/SPEE3D_Consolidated CorporateBrochure A4 4pp_V8.pdf
(Download: 2026. 01. 25.)



https://www.researchgate.net/publication/399444603_Potential_applications_of_different_3D_printing_technologies_in_military_logistics
https://www.researchgate.net/publication/399444603_Potential_applications_of_different_3D_printing_technologies_in_military_logistics
https://doi.org/10.26552/com.C.2023.001
https://www.3dnatives.com/en/ukraine-integrates-3d-printing-into-secure-military-supply-platform-07102025/
https://www.3dnatives.com/en/ukraine-integrates-3d-printing-into-secure-military-supply-platform-07102025/
https://doi.org/10.32563/hsz.2022.3.9
https://doi.org/10.30574/gjeta.2025.25.3.0336
https://sputnikglobe.com/20240310/russian-soldiers-use-3d-printers-to-print-spare-drones-and-ammunition-parts-in-special-op-zone-1117245366.html?utm_source=chatgpt.com
https://sputnikglobe.com/20240310/russian-soldiers-use-3d-printers-to-print-spare-drones-and-ammunition-parts-in-special-op-zone-1117245366.html?utm_source=chatgpt.com
https://sputnikglobe.com/20240310/russian-soldiers-use-3d-printers-to-print-spare-drones-and-ammunition-parts-in-special-op-zone-1117245366.html?utm_source=chatgpt.com
https://doi.org/10.3390/engproc2024079076
https://3dprintingindustry.com/news/ukraine-deploys-3d-printed-drones-to-combat-russian-shahed-swarms-242362/
https://3dprintingindustry.com/news/ukraine-deploys-3d-printed-drones-to-combat-russian-shahed-swarms-242362/
https://www.verdict.co.uk/3d-printing-ukraine-battlefield/?cf-view&cf-closed
https://www.verdict.co.uk/3d-printing-ukraine-battlefield/?cf-view&cf-closed
https://doi.org/10.32562/mkk.2023.4.6
https://wildhornets.com/en/who-we-are
https://www.spee3d.com/wp-content/uploads/2023/11/SPEE3D_Consolidated_CorporateBrochure_A4_4pp_V8.pdf
https://www.spee3d.com/wp-content/uploads/2023/11/SPEE3D_Consolidated_CorporateBrochure_A4_4pp_V8.pdf

