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A B S T R A C T

Online video gaming is a highly popular activity, especially amongst young people (aged ≤25), with enter
tainment, emotional, and social benefits. However, stakeholders are also concerned about potential risks and 
harms, including exposure to inappropriate (e.g., violent and sexual) content; excessive use (i.e., ‘addiction’ and 
‘gaming disorder’); and overspending, particularly in relation to gambling-like products (e.g., loot boxes). 
Various regulatory policies have been adopted worldwide in response. We reviewed empirical evaluations of the 
implementation of these policies. Results showed that age rating systems that provide information on the suit
ability of a game's content are widely adopted; however, many young people and their parents do not follow the 
guidance. Restrictions on how long and when young people can play video games in Asia could be easily cir
cumvented and are not obviously beneficial. Regulations governing gambling-like loot boxes and in-game 
monetary spending in Europe and Asia are poorly complied with and enforced, leaving significant consumer 
protection concerns unaddressed. Many aspects of the adopted policies remain untested, and the regulatory 
situation in many countries remains unreported in the English academic literature. Stricter enforcement of pre- 
existing regulations, which has not occurred, may address many concerns. More research is needed to ensure all 
adopted policies are regularly monitored and tested: effective policies should be considered for adoption else
where, whilst ineffective policies should either be improved or repealed. Governments should fund more 
research into countermeasures to reduce the unwanted psychosocial effects of video games.

1. Introduction

Online video gaming has gained significant popularity across the 
world in recent years. The video game industry trade body in Europe 
reports that 53% of people aged between 6 and 64 years in Germany, 
Spain, France, Italy, and the UK play video games [1]. Young people are 
more likely to play: 70% of 6–10-year-olds, 83% of 11–14-year-olds, and 
78% of 15–24-year-olds, compared to 62% of 25–34-year-olds, 51% of 
35–44-year-olds, and 32% of 45–64-year-olds [1]. As with any novel 
technology, video games can both potentially provide benefits and pose 

harms. This review focuses on the regulatory policies that respond to the 
risks involved with young people's participation in online video gaming. 
However, the many advantages of engaging with online video gaming 
cannot be understated: for example, developing social relationships [2]; 
reducing stress and anxiety [3]; and helping with better learning [4].

We define ‘young people’ as those aged 25 or under, in alignment 
with an increasingly broader recognition of young adults' continuing 
developmental vulnerabilities beyond adolescence [5,6]. This review's 
focus on them is justified on two bases. First, as the figures cited above 
demonstrate, a higher percentage of young people play video games 
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when compared to older adults [1], so the issue affects a larger pro
portion of the demographic. Second, policymakers and the public, 
including parents, are (justifiably or not) significantly more concerned 
about children's engagement with video games than they are with adults' 
engagement [7], leading to significantly more debate and research on 
under-18s' video gaming in particular [8] and regulatory policies that 
specifically target and therefore only affect young people and not older 
adults.

The potential risks involved with online gaming that stakeholders are 
concerned about can be summarised into four categories. Firstly, there is 
concern about the impact of problematic content (including both 
interactive game mechanics that allow players to roleplay violent or 
illegal acts and narrative-related themes, such as profanities and nudity) 
on young people's development. This has mostly focused on whether 
violent content (e.g., a video game allowing players to shoot guns at each 
other) may cause young people to become more aggressive. The current 
evidence base suggests only weak longitudinal associations between 
engaging in violent video games and subsequent physical aggression [9], 
whereas other risk factors—such as parenting practices and mental 
health—appear far more consequential. Other studies found no associ
ation and that this link may reflect selection effects [10,11]. Beyond 
potential causal effects specifically in relation to physical violence, 
concerns have also been raised as to, inter alia, whether exposure to 
violent video games affects young people's normative beliefs about 
aggression (thus normalising violent behaviour) [12], verbal aggression, 
hostility towards others in social environments, and anger management 
[13], which are more subtle, complex, and arguably harder to track and 
research. Regardless of potential negative consequences, it remains open 
for parents to decide that certain content (e.g., sexualisation, substance 
use, and bad language) shall be viewed as inappropriate for their child 
between a specific age range and thus should not be accessible until they 
become older. Many countries have an age rating system that advises 
parents and players as to the potentially problematic content that can be 
found in video games [14].

Secondly, there is concern about over-engagement, which ostensibly 
means playing video games for ‘too long’ and spending ‘too much’ time. 
More recent research suggests that, generally, extended time spent 
playing video games is not inherently harmful to wellbeing [15–18], 
although this does not preclude the possibility that certain players may 
experience harm [19]. Regarding potential ‘addiction’ concerns, the 
World Health Organization has now recognised both ‘hazardous 
gaming’ and ‘gaming disorder’ in the 11th Revision of the International 
Classification of Diseases (ICD-11), despite some controversy and critique 
([20]; cf. [21]). Such wider conceptualisations, including ‘internet 
gaming disorder’ under the American Psychiatric Association's Diagnostic 
and Statistical Manual of Mental Disorders (DSM-5-TR), go beyond mere 
time spent and encompasses impaired control over one's playing, pri
oritising video gaming over other activities, and experiencing negative 
consequences in other aspects of life [22], such as health, educational 
and work-related performance, and social relationships [23]. Respond
ing to these growing concerns, policies have been adopted in Asia to 
limit the amount of time young people can play video games with the 
aim of reducing the potential harm due to over-engagement [24].

Thirdly, there is concern associated with the (over)spending of 
money on video games. This is a comparatively more recent issue 
because, in the past, the monetary costs associated with purchasing a 
copy of the video game software were generally clearly disclosed and 
reasonably affordable. However, more recently, many games are made 
available for free but then offer players the opportunity to spend sig
nificant sums of money to unlock additional content by making in-game 
purchases [25]. It is often unclear how much would need to be spent 
because new updates present even more offers, and many purchases are 
randomised, meaning that different players would be spending different 
amounts of money to obtain the same items. Indeed, these gambling-like 
monetisation mechanics, known as ‘loot boxes’ [26] and ‘gacha’ [27], 
have been the most prominent issue in the video game monetisation 

context due to their similarities to traditional gambling. Several coun
tries have implemented regulations ranging from prohibiting their sale 
in Belgium [28] to requiring companies to disclose certain information 
and provide more transparency [29].

Fourthly, in contrast to offline and generally single-player games, 
specific concerns arise or are exacerbated by the multiplayer nature of 
online gaming engagement due to the involvement of many other 
players who are relatively anonymous and unaccountable, because they 
may reside in other countries beyond the jurisdiction of local law 
enforcement. Players interact with each other, often with large and 
potentially problematic age gaps between them. These concerns include 
radicalisation [30], cyber-bullying, grooming [31], and fraud [32], 
which all cause mental health harms to young people. Existing (crim
inal) laws should encompass these problems; however, as online gaming 
represents a new context within which these issues may arise, pre- 
existing laws might not be as easily enforceable.

Considering various concerns surrounding video games, particularly 
in relation to young people, policies in the form of laws, industry self- 
regulations, and platform rules have been adopted to address them, or 
pre-existing policies have been applied to this relatively novel context in 
an attempt to combat these issues. The effectiveness of some of these 
policies has been empirically assessed. However, there has been no re
view of all such empirical studies, which would help advise policy
makers as to which policies have been effective and why, thus ensuring 
future policymaking is supported with an evidence base. We thus aimed 
to synthesise the available evidence on the effectiveness of online video 
gaming regulatory and policy frameworks adopted globally, as well as 
the challenges faced in their implementation.

2. Method

2.1. Systematic search strategy

We searched the titles, abstracts and keywords of the papers in three 
databases, Web of Science, Scopus, and PubMed, using the following 
search string: “(regulat* OR polic* OR legislat* OR law*) AND 
(‘microtransaction*’ OR ‘loot box*’ OR lootbox* OR ‘online gambl*’ OR 
‘video gam*’ OR videogam* OR ‘online gam*’ OR ‘internet gam*’ OR 
‘computer gam*’ OR ‘mobile gam*’ OR ‘digital gam*’ OR ‘gaming’).” 
The last search was done on 29 December 2024. Our search string 
included both online gambling- and online video gaming-related terms 
to efficiently produce two separate but complementary reviews using 
the same method (see [33]), and reflects the fact that some gambling- 
related texts are relevant to gaming. ‘Gambling’ is sometimes 
described as ‘gaming,’ so this approach also prevented possible incorrect 
omissions and misclassifications due to vocabulary choices [34]. The 
records were later separated as explained below.

Identified papers were screened for duplicates using Mendeley, a 
reference management software [35], and Rayyan.ai, an online appli
cation for systematic reviews [36]. The abstracts and titles of papers 
were screened by two independent reviewers, followed by a full-text 
screen of the remaining papers by one reviewer. All inclusion de
cisions were confirmed by two independent reviewers.

2.2. Inclusion and exclusion criteria

We included all peer-reviewed English language journal articles in 
the review regardless of their year of publication that met the following 
inclusion criteria: (i) empirical studies that (ii) evaluated policies, leg
islations, or regulations on (iii) online video gaming (iv) relevant to the 
mental health of young people aged 25 or under (i.e., any paper that 
includes this age group). Many policies affected everyone or all those 
aged over 18 and were therefore included because they could potentially 
impact someone aged 25 or under.

We excluded from our review those papers that dealt with (i) creative 
media policy in terms of economic and cultural benefits (e.g., [37]); (ii) 
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intellectual property law issues, including preserving heritage (e.g., 
[38]); (iii) taxation (e.g., [39]); (iv) contract law (e.g., [40,41]); (v) torts 
(e.g., [42,43]); (vi) data protection and privacy law (e.g., [44,45]); and 
(vii) esports policy, such as integrity and cheating (e.g., [46]), because 
these ‘policies’ broadly defined do not directly impact upon young 
people's mental health, although there might be tangential connections, 
e.g., the wider societal benefits of a strong digital culture education (see 
[47]) and the reduction of harm if consumers have more legal remedies 
against misbehaving companies, which would mean that those com
panies must act more socially responsibly (see [43]).

Our review focused on empirical evaluations of policy implementa
tion that assessed product offerings, consumer experiences, and the 
opinions of stakeholders on those policies. Papers that only discussed 
policy, including those that critically examined policies but only based 
on argumentation (e.g., traditional doctrinal legal research), were 
excluded as these do not obviously present empirical evidence on the 
effectiveness of the adopted policies. Future research with fewer 
resource- and time-related constraints could consider including those 

broader perspectives. We did not aim to comprehensively state what 
policies have been implemented, inter alia, based on reviews of the laws 
of different jurisdictions (e.g., [48]), because that aim cannot be ach
ieved based on a review of the scientific literature as the adopted policies 
of many countries would not have been mentioned even once.

3. Results

3.1. Record selection

Fig. 1 details the selection process. We identified a total of 9283 
records, 2979 from the Web of Science, 4979 from Scopus, and 1325 
from PubMed. After removing duplicates using Mendeley and Rayyan. 
ai, 5622 records remained. At the initial screening stage, two indepen
dent reviewers agreed to exclude 5014 records after reviewing their ti
tles and abstracts. In 5007 excluded records, there was no discussion of 
online video gaming or online gambling policy, legislation, or regulation 
(the vast majority of records claimed that the results have ‘policy’ 

Fig. 1. PRISMA diagram of the report selection process.

L.Y. Xiao et al.                                                                                                                                                                                                                                  Comprehensive Psychiatry 148 (2026) 152713 

3 



implications or referred to ‘regulation’ in psychological and emotional 
contexts, which are irrelevant for present purposes but inevitably caused 
these records to be returned as a result using the search string, which 
could not have been improved to resolve this problem without risking 
missing relevant records that should be included). Further, four records 
were not empirical studies; two records were not in English; and one 
record was retracted, all of which were excluded.

We sought to retrieve the full text of 608 records. We could not 
retrieve 25 records nor determine that they should be excluded; these 
were mostly book chapters that were unlikely to have reported original 
empirical evaluations of online gaming policy. Of the remaining 583 
records that were assessed for eligibility, 12 were excluded for being 
duplicates; one was excluded for not being in English; one was retracted; 
four were published in non-peer reviewed student journals (i.e., US law 
journals); 272 did not report empirical studies; 43 did not evaluate 
policy, legislation, or regulation; and 51 were unrelated to online video 
gaming; and 156 were unrelated to young people's mental health. Many 
of the records that were excluded could have been excluded on multiple 
aforementioned bases, but were recorded as having been excluded under 
only one for accounting purposes. This left a final sample of 43 records 
that were included.

3.2. Record characteristics

The records' main characteristics are shown in Table 1. Amongst the 
43 included records, 13 dealt with in-game purchases and loot boxes 
specifically (30.2%); 12 dealt with age rating systems (27.9%); seven 
dealt with in-game misconduct and crime (16.3%); six dealt with re
strictions on gameplay time (14.0%); two dealt with the gambling law 
implications of the video gaming and gambling convergence (4.7%); two 
dealt with various online gaming policies in Vietnam (4.7%); and one 
dealt with EU consumer protection law (2.3%). There is some overlap 
between these themes: for example, one loot box issue (presence dis
closures) is partially addressed through the age rating systems.

As to the jurisdiction(s) that the policy concerned, nine records were 
international (20.9%); eight concerned Mainland China (18.6%); one 
Mainland China, Japan, EU, and US (2.3%); six North America, i.e., US, 
Canada, and Mexico (14.0%); three South Korea (7.0%); three the UK 
(7.0%); two Belgium (4.7%); two Vietnam (4.7%); one Germany; one 
Germany, other parts of Europe, and North America; one Europe and 
North America; one Australia; one European countries; one EU and EEA 
countries; one Norway; one Spain; one Taiwan, China (2.3%, 
respectively).

Although 16 studies (37.2%) directly involved consumers' or players' 
perspectives, few involved other stakeholders, such as parents and other 
family members (6 studies; 14.0%), child development professionals (1 
study; 2.3%), industry members (1 study; 2.3%), and government offi
cials (2 studies; 4.7%).

The policies identified are discussed by country and region—starting 
with individual countries, followed by broader regions such as Europe 
for policies that are more broadly applicable, and concluding with in
ternational studies that provide global coverage.

4. China

4.1. Restrictions on gameplay time

In 2019, Mainland China limited the amount of time under-18s can 
play online video games to 1.5 h per day and 3 h for public holidays, 
citing concerns about video game ‘addiction’ [49]. In 2021, this rule was 
then further tightened to one hour only, specifically between 8 and 9 PM 
on Fridays, Saturdays, Sundays, and public holidays. There has been no 
evaluation of whether online games duly implement this rule.

Conflicting evidence has been presented as to whether the game time 
restriction measure was effective at reducing video game play. Zendle 
et al. [49] analysed the gameplay patterns of over 2.4 billion user 

accounts and found no evidence that either the 2019 or the 2021 rules 
reduced heavy video game play. In contrast, Yang et al. [50] found that 
the 2021 rule reduced mobile game playtime and smartphone addiction, 
and Zhou et al. [51] also found a reduction in gameplay time amongst 
the vast majority (84.7%) of 430 young people who allegedly complied 
with the restrictions. Some children are known to circumvent the rule 
by, e.g., using their family member's (adult) identity to play without 
restrictions; renting others' (adult) accounts; or playing games that were 
unaffected by regulation [51]. Following the restrictions, a majority 
(59.3%) of children reported watching short videos, TV shows, or anime 
as an alternative to playing video games, casting doubt on whether the 
measure reduced screen time in general [51]. Notwithstanding, a size
able minority did instead engage more often in non-digital screen- 
related activities, such as listening to music (45%), studying (41%), 
spending time with friends and family (38%), playing sports (36%), and 
sleeping (32%), that may be deemed as more ‘healthy’ or ‘desirable’ 
[51].

4.2. Restrictions on in-game spending

In 2019, Mainland China also limited the amount of money under- 
18s can spend on in-game purchases in each individual transaction 
and per month (e.g., buying in-game items, including but not limited to 
loot boxes) using a tiered system based on the players' age, with older 
children being allowed to spend more [52]. However, neither the poli
cy's implementation nor its impact has been evaluated.

4.3. Loot box probability disclosures

From 2017, Mainland China required video game companies to 
disclose the probabilities of getting different rewards from in-game 
purchases involving randomisation, such as loot boxes [29]. Basic 
compliance with this measure was found to have been high and nearly 
perfect, at least in terms of whether the most obvious loot box mechanics 
disclosed some probability-related information [29,53]. However, 
although the information was technically made available, it was often 
difficult for players to access the information because it was not clearly 
displayed [29]. This was due to the regulation not setting out specific 
requirements and instead giving companies wide discretion as to how to 
comply [54]. Some disclosures provided too much detail and may have 
overloaded players with information, whilst others failed to provide 
sufficient detail [29,54]. A uniform, industry-standard disclosure access 
format may be more helpful for players [29,54]. The accuracy and 
truthfulness of the probability disclosures also could not be indepen
dently verified by players and other stakeholders [29]: for example, 
whether the rare reward really has a 5% chance of being obtained in 
practice, as disclosed by the company. For context, many major South 
Korean companies have been fined by their consumer regulator for 
misleading players with false probability disclosures [55].

Amongst 24 interviewed players, 45.8% advocated for companies to 
provide more detailed probability disclosures than they currently do, 
although a small minority (8.3%) commented that increased trans
parency might reduce the excitement of purchases [56]. The majority 
(74.3%) of 879 Mainland Chinese players reported seeing loot box 
probability disclosures in the games they play [57]. However, only 19% 
of 362 players who bought loot boxes reported reducing their loot box 
spending after seeing probability disclosures, whilst 72% of players re
ported that their spending was unaffected, and 8% reported spending 
more money [57].

5. Japan

5.1. Loot box probability disclosures

Since at least 2012, the Japanese video game industry self-regulates 
by urging companies to publish loot box probabilities [53]. Perfect 
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Table 1 
Characteristics of the selected records (N = 43).

Author(s) Publication 
Year

Policy Jurisdiction(s) Method(s) of 
Evaluation

Sample 
Characteristics

Sample Size(s) Key Findings

1 Walsh & 
Gentile

2001 Age rating North America Panel study Parents, 
grandparents, and 
child development 
professionals

55 Parents disagreed with age 
ratings and considered them to 
have been too low.

2 Gray & 
Nikolakakos

2007 Age rating North America Reviewing 
product 
characteristics

Games on PlayStation 
and Xbox in 2003

10 Age ratings did not accurately 
highlight all problematic content 
and display relevant content 
descriptors.

3 Kutner et al. 2008 Age rating North America Focus groups 12–14-year-olds 
(boys) and their 
parents/legal 
guardians

21 each Most parents were aware of age 
ratings, and some used them, 
despite not understanding them.

4 Miller 2010 Age rating North America Reviewing 
product 
characteristics

Game magazine 
articles published 
between 1989 and 
2004

110 games as 
shown in 
magazine 
articles

Implementing an age rating 
system did not stop or reduce the 
portrayal of violent and sexual 
content.

5 De 
Kervenoael 
et al.

2013 Age rating UK Focus groups Divided between 
mobile and non- 
mobile game players

62 Consumers were dissatisfied that 
PEGI did not assess games' 
technical and entertainment 
qualities and provide more 
information.

6 Dogruel & 
Joeckel

2013 Age rating Germany; 
Europe; North 
America

Reviewing age 
rating decisions 
and survey

Games rated by USK, 
PEGI, and ESRB

USK = 5612; 
PEGI = 3392; 
ESRB = 7054

A quarter of US and German 
adolescents played games rated 
unsuitable for their age and 
listed them as ‘favourites.’ Three 
systems (USK, PEGI, and ESRB) 
gave broadly consistent age 
ratings.

Top 50 selling games 
(EU and USA)

50 each

12–13-year-olds (US 
and German)

USA = 344; 
Germany = 400

7 Jöckel et al. 2013 Age rating Germany Experiment 12–13-year-olds 
(boys) and their 
parents

55 boys; 52 
parents

Physically larger age ratings 
with better colour contrast were 
more visually prominent, but 
mere perception may not affect 
opinions on whether a game is 
age appropriate.

8 Laczniak 
et al.

2017 Age rating North America Survey Parent-child (8–12- 
year-olds) pairings

220 Self-perceived use of ESRB age 
ratings by parents was related to 
reduced violent video game play 
by their child.

9 Walker et al. 2018 Age rating North America Survey Parent-child (8–12- 
year-olds) pairings

207 Knowledge of the ESRB was 
related to more frequent positive 
co-playing between parent and 
child.

10 Handsley & 
Warburton

2022 Age rating Australia Reviewing age 
rating decisions

appeal decisions 29 Appeal decisions regarding age 
ratings were preoccupied with 
realistic violence and blood 
volume. Industry appeals 
demanded lower age ratings, 
whilst government and public 
appeals aimed to raise them.

11 Azam 2023 Age rating Norway Stakeholder 
interviews

Families with 9–17- 
year-olds

13 Parents took PEGI into account 
but also flexibly exercised 
discretion. The adult-only PEGI 
18 rating is given more weight 
by parents.

12 Rial-Boubeta 
et al.

2024 Age rating Spain Survey 10–17-year-olds 2083 32% of 10–17-year-olds did not 
follow age rating guidance and 
played PEGI 18 games.

13 C. Lee et al. 2017 Restricting 
gameplay time

South Korea Survey 13–18-year-olds 116,908 Late night online gaming 
shutdown led to negligible 
benefits (e.g., 1.5-min increase in 
daily sleep).

14 Choi et al. 2018 Restricting 
gameplay time

South Korea Survey 12–18-year-olds 243,957 Late night online gaming 
shutdown initially negligibly 
reduced internet usage and later 
had no effect.

15 Jo et al. 2020 Restricting 
gameplay time

South Korea Analysis of 
gameplay data 
shared by the 
industry

Under-16s and 16+
(players of a specific 
online game)

7218 Late night online gaming 
shutdown reduced gaming 
amongst players generally, but 
not amongst heavy players.

16 Yang et al. 2023 Restricting 
gameplay time

Mainland 
China

Survey 10–18-year-olds 
living in rural areas

459 Restrictions on gameplay time 
reduced mobile game playtime 
and smartphone addiction.

(continued on next page)
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Table 1 (continued )

Author(s) Publication 
Year 

Policy Jurisdiction(s) Method(s) of 
Evaluation 

Sample 
Characteristics 

Sample Size(s) Key Findings

17 Zendle et al. 2023 Restricting 
gameplay time

Mainland 
China

Analysis of 
gameplay data 
shared by the 
industry

Unique user accounts 
of games made with 
Unity, a game engine

2,486,192,234 No evidence that restrictions on 
gameplay time reduced heavy 
play.

18 Zhou et al. 2024 Restricting 
gameplay time

Mainland 
China

Survey 9–18-year-olds 
(played ≥2 h daily)

430 Restrictions on gameplay time 
reduced game playtime but 
increased short video watch time 
and other digital screen use.

19 Whitson & 
French

2021 Video gaming 
and gambling 
convergence

International Reviewing 
product 
characteristics

Daily fantasy sports 
and Pokémon GO

unreported Pre-existing gambling law 
struggles to address the blurring 
of line between video games and 
gambling.

20 Zhang 2023 Video gaming 
and gambling 
convergence

Mainland 
China

Reviewing 
product 
characteristics

Skin gambling 
websites

4 Players participate in illegal 
gambling using in-game items 
that can be transferred between 
players.

21 Drummond 
et al.

2020 Ban on loot 
boxes as illegal 
gambling

International Analysis of 
gameplay data 
that were publicly 
available

Transactions of in- 
game items via the 
Steam Community 
Market

1,450,000,000 Certain loot boxes satisfy the 
legal definition of gambling 
under pre-existing law.

22 Denoo et al. 2023 Ban on loot 
boxes as illegal 
gambling

Belgium Survey 11–18-year-olds 
(players)

443 Young people circumvented the 
country's ban on loot boxes.

23 Xiao 2023b Ban on loot 
boxes as illegal 
gambling

Belgium Reviewing 
product 
characteristics

iPhone games 100 Most popular games continued 
to sell loot boxes despite the 
country's ban.

24 Xiao & 
Henderson

2024 Ban on loot 
boxes as illegal 
gambling

Europe Reviewing 
product 
characteristics

Steam games 
implementing the 
Steam Community 
Market

165 Certain loot boxes satisfy the 
legal definition of gambling 
under pre-existing law.

25 Garrett et al. 2023 Loot box 
presence 
disclosure

North 
America; 
Europe

Experiment and 
survey

Undergraduate 
psychology students

100 Consumers did not understand 
the current ESRB/PEGI loot box 
presence warning, which also 
failed to sufficiently convey 
potential harms. Another 
proposed but not adopted 
warning overstated potential 
harms.

18+ (US and UK 
English speakers)

160

18+ (UK) 203

26 Xiao 2023a Loot box 
presence 
disclosure

International Reviewing 
product 
characteristics

Games labelled as 
containing loot boxes 
by either the ESRB or 
PEGI (or both)

74 Many games failed to disclose 
loot box presence in their age 
ratings.

Android games 
containing loot boxes

100

27 Xiao 2025 Loot box 
presence 
disclosure

UK Reviewing 
advertising

Ads for games 
containing loot boxes 
on Meta-owned 
platforms

185 Nearly all social media ads for 
games with loot boxes failed to 
disclose their presence.

Ads for games 
containing loot boxes 
on TikTok

130

28 Xiao 2022a Loot box 
probability 
disclosure

Mainland 
China

Reviewing 
product 
characteristics

iPhone games unreported Loot box probability disclosures 
were suboptimally 
implemented, providing too 
much or too little information.

29 Xiao, 
Henderson, 
et al.

2023 Loot box 
probability 
disclosure

UK Reviewing 
product 
characteristics

iPhone games 100 Many games failed to provide 
loot box probability disclosures 
required by industry self- 
regulation.

30 Xiao, Fraser, 
et al.

2023 Loot box 
probability 
disclosure

Mainland 
China

Survey 18+ (players) 879 Most players reported seeing 
probability disclosures but few 
reported subsequently spending 
less.

31 Sato et al. 2024 Loot box 
probability 
disclosure

Japan; 
Mainland 
China; EU; US

Reviewing 
product 
characteristics

Games developed in 
Japan, China, EU, 
and USA divided by 
region

40 each Games developed in Asia, where 
relevant regulations applied, 
disclosed probabilities more 
often than European and 
American games.

32 Wen et al. 2024 Loot box 
probability 
disclosure

Mainland 
China

Stakeholder 
interviews

Players of games with 
loot boxes who spent 
money

24 Most players wanted probability 
disclosures to be provided and 
for even more details to be 
disclosed.

33 Xiao et al. 2024 Loot box 
probability 
disclosure

Mainland 
China

Reviewing 
product 
characteristics

iPhone games 100 Loot box probability disclosures 
were generally present but 
suboptimally implemented, 

(continued on next page)
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(100%) compliance was observed amongst 10 popular Japanese games 
[53]. There has been no evaluation of the policy's impact on players.

6. South Korea

6.1. Restrictions on gameplay time

Between 2011 and 2021, under-16s were prohibited from playing 
online games on PC platforms (but not mobile platforms, although 
console platforms were also restricted) between midnight and 6 AM the 
next day [58–60]. Immediately following imposition (i.e., within 14 
weeks of implementation), the policy reduced players' gameplay time 
and worked well at preventing players who did not already play heavily 
from playing more [59]. However, the policy was not effective at 
reducing excessive play amongst players who were already playing 
heavily [59]. Therefore, this policy had only very limited effects. 
However, even though Choi et al. [58] also found a statistically signif
icant reduction in internet usage (and, importantly, not specifically 
gaming) time during the first year of implementation, this was a 
reduction of less than 5 min per day, which was viewed as practically 
insignificant. This reduction also disappeared within three years of 
policy enforcement [58]. Adolescents' sleep time did not increase, and 
thus one of the main aims of the policy was not achieved [58]. The 
policy's failure may be attributed to its limited scope (only targeting 
certain hours of the day and only targeting certain types of video games) 
and easy circumvention (e.g., by using the ID of anyone aged 16 or 
above) [58]. C. Lee et al. [60] presented broadly similar evidence that 

although there were statistically significant changes within one year of 
policy implementation, the reduction in the probability of experiencing 
‘internet addiction’ (0.7 percentage points) and the increase in sleeping 
time (1.5 min per day) are both practically insignificant.

7. Vietnam

7.1. Various restrictions and regulations

Online video gaming is regulated with a number of laws in Vietnam 
that were successively published in the last two decades [61,62]. 
Reportedly, these included, inter alia, restrictions on gameplay time to 5 
h per day; bans on foreign games; bans or restrictions on specific genres 
of video games (specifically, shooter and card games); increasingly 
stricter regulation of online games, including a licensing system; bans on 
under-14s from using Internet cafés without parental consent; bans on 
Internet cafés opening overnight during late night and early morning 
hours; and a content and age classification system for video games 
[61,62]. However, according to stakeholders, these rules were not 
necessarily enforced effectively and often were not enforced, and the 
piece-meal process through which these regulations were gradually 
adopted meant that there were often regulatory gaps and delays in 
addressing them [62]. Companies reported experiencing delays when 
applying for a license because the process was complicated such that it 
did not meet the timeline advertised by the regulator [61]. Players 
reportedly experienced difficulties accessing video game content as a 
result of these regulations [62]. The possible legal ownership status and 

Table 1 (continued )

Author(s) Publication 
Year 

Policy Jurisdiction(s) Method(s) of 
Evaluation 

Sample 
Characteristics 

Sample Size(s) Key Findings

lacking visual prominence and 
accessibility.

34 Sax & 
Ausloos

2021 Consumer 
protection

EU and EEA Reviewing 
product 
characteristics

Fortnite 1 Many aspects of Fortnite's design 
were manipulative and 
potentially breached consumer 
protection law.

35 Chen et al. 2005 In-game 
misconduct 
and crime

Taiwan, China Reviewing police 
records

Criminal cases 613 Non-violent crimes were 
committed through and in 
relation to online games, 
primarily theft and fraud.

36 MacInnes 2006 In-game 
misconduct 
and crime

International Reviewing 
product 
characteristics

End-user license 
agreements (EULAs)

8 Companies may regulate the 
transfer of in-game items using 
their contracts with players, but 
these terms differed between 
games and may not have been 
enforced.

37 Threadgall & 
Horsman

2019 In-game 
misconduct 
and crime

International Reviewing 
product 
characteristics

Data retention 
policies

40 Failures to retain data and 
cooperate with law enforcement 
made online game-related 
crimes difficult to police.

38 Ruberg 2021 In-game 
misconduct 
and crime

International Reviewing 
product 
characteristics

Twitch policy 
documents

6 Livestreaming platform rules 
showed social bias, e.g., against 
women.

39 Faraz et al. 2022 In-game 
misconduct 
and crime

International Reviewing 
product 
characteristics

Gaming platforms 5 Safety features varied across 
platforms, with only some 
providing parental controls.

40 Grace et al. 2022 In-game 
misconduct 
and crime

International Reviewing 
product 
characteristics

Codes of conduct of 
online multiplayer 
games

32 Codes of conduct were written in 
inaccessible language that 
players may struggle to 
understand.

41 Saltman & 
Karhili

2024 In-game 
misconduct 
and crime

International Reviewing 
product 
characteristics

Game and game- 
adjacent platforms

5 Different platforms have 
inconsistently made available a 
variety of safety features.

42 Phan 2019 Various 
policies

Vietnam Stakeholder 
interviews

Industry and 
governmental 
stakeholders

16 Various online gaming policies 
were adopted in Vietnam, but 
implementation and 
enforcement were difficult.

43 Phan 2021 Various 
policies

Vietnam Stakeholder 
interviews

Governmental 
stakeholders

4 Various online gaming policies 
were adopted in Vietnam, but 
implementation and 
enforcement were difficult.
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any associated monetary value of in-game items purchased by players 
remain unclear under existing regulations [61]. There has been no 
research empirically assessing companies' compliance with these pol
icies or the policies' impact on players.

8. UK

8.1. Loot box presence disclosure

On the basis of consumer law and advertising regulations, video 
game advertising is required to disclose, if relevant, the presence of in- 
game purchases generally and also the presence of in-game purchases 
involving randomisation, e.g., loot boxes, specifically: non-disclosure 
means that the ad is misleading for failing to provide important infor
mation to the consumer [63]. Only 7% of 185 social media ads published 
on Meta-owned platforms (e.g., Facebook and Instagram) and 100 Tik
Tok ads for games with loot boxes disclosed their presence, and most of 
the few disclosures made were also not sufficiently visually prominent 
[63].

There has been no evaluation of the policy's impact on players, 
although the warning label is often the same as or highly similar to the 
one adopted by PEGI, the regional age rating organization as explained 
below, (‘In-Game Purchases (Includes Random Items)’) that fail to 
convey the potential harms of in-game purchases involving random
isation and consumers do not understand [64].

8.2. Loot box probability disclosure

Platform rules, such as that of the Apple App Store, require loot box 
probability disclosures as a form of industry self-regulation [65]. A third 
of the 100 top-grossing games did not make probability disclosures as 
required, and the disclosures that were made were visually hard to find 
and difficult to access [65]. There has been no evaluation of the policy's 
impact on players.

8.3. Other video game advertising rules

Advertising regulations prohibit other forms of misleading adver
tising (e.g., ads that show purported gameplay that cannot in fact be 
found within the game) and socially irresponsible advertising (e.g., 
glorifying gambling; sexualising young characters; and objectifying 
women). However, ads breaking these rules were observed as having 
been recently published to promote popular video games [63]. There has 
been no assessment of companies' compliance or evaluation of the pol
icy's impact on players.

9. Belgium

9.1. Ban on loot boxes

Applying pre-existing gambling law, the Belgian gambling regulator 
determined in 2018 that in-game purchases involving randomisation in 
video games constitute unlicensed and therefore illegal gambling 
[28,66]. This interpretation of the law has been confirmed by the En
terprise Court of Antwerp in January 2025 in the case of LS v Apple 
(ECLI:BE:ORANT:2025:JUG.20250116.1); the Court of Justice of the 
European Union was asked to decide whether Apple as the app store 
platform that hosted the video game containing illegal loot boxes and 
took payment for those illegal transactions as well would be liable for 
damages (i.e., refund of money spent on illegal gambling). However, as 
the parties have since settled their dispute out of court, no judgment will 
be rendered and published.

In terms of compliance, amongst the 100 highest-grossing iPhone 
games on the Belgian Apple App Store, 82 games still sold illegal loot 
boxes in 2022 [28]. This is because the law has not been enforced by the 
regulator due to a lack of resources [28]. Very few games took technical 

measures to prevent loot boxes from being purchased by Belgian users, 
and certain other games were removed or not published in the country; 
however, these access restrictions were easily circumventable, meaning 
that Belgian players could still spend money on illegal loot boxes in 
those games if desired [28]. In terms of the policy's impact, Denoo et al. 
[66] found that at least 13.3% of 453 Belgian 11–18-year-olds admitted 
to circumventing the ban on loot boxes: methods included changing the 
user account's country setting and using VPNs to bypass IP checks [66]. 
Young people who circumvented restrictions were more at risk of po
tential harm and engaged more often with risky adjacent behaviours (e. 
g., skin gambling).

10. Germany

10.1. Video game age rating system: generally

Unlike other parts of Europe that use PEGI as explained below, 
Germany has its own video game age rating system: the Unterhal
tungssoftware Selbstkontrolle (USK) [14,67]. Games are rated through 
the USK playtesting the actual software [14]. The five available self- 
explanatory age ratings based on § 14 of the Jugendschutzgesetz 
(JuSchG; Protection of Young Persons Act) are: USK 0+, 6+, 12+, 16+, 
and 18+ [14]. A game may also be denied an age rating. The USK must 
act on the basis of the JuSchG and thus can be categorised as a form of 
co-regulation, as the USK is independent but the German government is 
able to require the USK to act in certain ways [14]. For example, since 
2023, the German government has required the USK to consider the 
presence of loot boxes when giving games age ratings, resulting in games 
with loot boxes being generally rated at least USK 12+, even when they 
otherwise contained no objectionable content that is unsuitable for 
younger children [29,68].

Dogruel and Joeckel [14] compared the age rating decisions of the 
USK with those of the ESRB and PEGI used in North America and Europe 
respectively (as explained below) and found broad agreement: this 
consistency is arguably some evidence supporting the accuracy of the 
decisions. As to the visual implementation of the age rating, a 2008 
reform of the JuSchG required an improvement to visual prominence 
[67]. Jöckel et al. [67] found, through an eye-tracking experiment, that 
a physically larger label with better colour contrast that conformed to 
the required and standardised placement (of being on the front cover of 
the game's packaging) was perceived more by adolescents and parents 
and thus more salient than an older label from before the law reform. 
However, helping consumers to better perceive these age ratings labels 
may not affect their views about the age-(in)appropriateness of the video 
game and whether the advice is followed.

In terms of adherence by consumers (e.g., parents or children), there 
is little reported evidence. Dogruel and Joeckel [14] found that when 
asked to list their three favourite games, a quarter of German adoles
cents self-reported games that the USK had rated as not appropriate for 
them, suggesting a degree of non-compliance with age rating advice.

11. Australia

11.1. Video game age rating system: generally

Australia has its own legally binding video game age rating system 
operated by the Australian Classification Board [69]. The Guidelines for 
the Classification of Computer Games 2023 (Cth) are the up-to-date 
version of the guidance on how games should be rated. The possible 
age ratings are: ‘G’ or ‘General’ for suitable for everyone; ‘PG’ or 
‘Parental Guidance’ for not recommended for children under 15 without 
parental guidance; ‘M’ or Mature for not recommended for children 
under 15; ‘MA 15+’ or ‘Mature Accompanied’ for legally restricted to 
people aged 15 or above; and ‘R 18+’ or ‘Restricted’ for legally restricted 
to adults aged 18 or above only [70]. Consumer advice is also provided 
in relation to the six classifiable elements upon which the age rating was 
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based: ‘themes, violence, language, drug use, nudity and sex.’
There has been no empirical assessment of the Australian video game 

age rating system's implementation, except in relation to applications 
before the Australian Classification Review Board appealing for either a 
higher or lower age rating than what was previously given in relation to 
the violent content in video games [69]. The industry would apply to 
lower an age rating, whilst the government and the public would apply 
to heighten an age rating. Handsley and Warburton [69] found that 
there was a focus on how realistic the violence was and how much blood 
there was in these appeal decisions, even though psychological research 
may not support such a preoccupation. Further, these decisions were not 
necessarily made by entirely following the rules that were in force at the 
time: certain aspects were taken into account or given more weight 
when they should not have been and vice versa. More detailed guidance 
as to what should or should not be considered as relevant would make 
the decisions more consistent and objective.

12. Europe

12.1. Video game age rating system: generally

PEGI (Pan-European Game Information) is the European industry 
self-regulatory body that provides age ratings for video games based on 
their content, e.g., the amount and intensity of violence and sexualisa
tion [71,72]. The system is widely used in Europe [71], except in Ger
many and parts of Austria, where the equivalent USK is used instead 
[14,67,72]. The PEGI age ratings are either advisory only or incorpo
rated into national media law depending on the individual jurisdiction 
([71], p. 1158; [14]): for example, the ratings are legally enforceable in 
Lithuania on the basis of Resolution No. 1121 of 21 July 2010 (Žin, 
2010, Nr. 90-4779). The eight content categories that are moderated 
(and arguably censored) are ‘violence, sex, bad language, discrimina
tion, drugs, gambling, fear, and in-game purchases,’ and the five 
possible age ratings are ‘3, 7, 12, 16, and 18’ ([71], p. 1158). The ‘PEGI !’ 
(with only an exclamation mark) or ‘Parental Guidance Recommended’ 
rating is exceptionally used against Roblox, which is ‘considered as a 
platform with diverse content rather than an individual game product’ 
[73] due to the large amount of third-party, user-generated content in 
that game or gaming platform ([72], p. 25).

PEGI is primarily intended to inform parents of underage video game 
players as to (i) what type of potentially problematic content is found 
within a specific game and (ii) what age group of young people a specific 
game is suitable for [71]. For physically released games (e.g., as a disc for 
console games), the rating decision is manually made by PEGI. However, 
for games that are only digitally released (e.g., on the Google Play Store 
for Android), the rating decision is made automatically after the game 
company completes a questionnaire through the IARC (International 
Age Rating Coalition) system, although this may be manually updated 
by PEGI later if necessary [72]. A notable exception is that the Apple 
App Store for iOS games (e.g., iPhone and iPad) did not adopt the PEGI 
system and instead uses Apple's own proprietary age rating system 
[72,74].

There has been no assessment as to how accurate the PEGI age rat
ings are (whether games with certain problematic content have been 
given a high enough age rating), except that they are generally consis
tent with ESRB and USK age ratings, except that sexual content is viewed 
more permissively under PEGI [14]. This consistency circumstantially 
suggests reasonable accuracy.

In practice, Norwegian parents expressed that they did take PEGI age 
ratings into account but were willing to exercise discretion and be 
flexible based on their own experience [71]. The highest PEGI 18 age 
rating, signifying that the game is suitable for adults only, is more 
strictly respected, and the system is generally used the most by parents 
to address concerns with violent content [71]. Rial-Boubeta et al. [75]
reported that 32% of 2083 Spanish 10–17-year-olds did not follow age 
rating guidance and played PEGI 18 games, increasing to 47% amongst 

those participants who played games monthly. Boys were more likely to 
have played PEGI 18 games than girls, as were older children compared 
to younger ones [75]. Playing PEGI 18 games whilst underage was 
linked to bullying, cyber-bullying, and victimisation [75]. (However, it 
must be highlighted that this cross-sectional study could not establish 
causation: playing PEGI 18 may not have been the cause of any negative 
social behaviours; both might have been caused by potentially con
founding variables that were unaccounted for, such as a lack of parental 
monitoring.) Combined, these results suggest that engagement with and 
adherence to the PEGI age rating system may differ across and within 
European cultures. A substantial number of underage players and their 
parents may not be following the age rating guidance.

12.2. Video game age rating system: in-game purchases specifically

As mentioned, one aspect that PEGI considers is the presence of in- 
game purchases, including the presence of in-game purchases 
involving randomisation (e.g., loot boxes) specifically [64,71,72]. 
However, notably, up until June 2026, although their presence would be 
explicitly mentioned in the age rating information provided for specific 
games, neither the presence of generic in-game purchases nor the 
presence of loot boxes is taken into account when deciding which spe
cific age rating a game should be given (i.e., PEGI 3, 7, 12, 16, or 18). 
This is unlike other categories of potentially problematic content (e.g., 
violence and sexual content), which do affect the ‘age’ part of the age 
rating. PEGI only denotes the presence of in-game purchases generally 
and loot boxes specifically and does not use them as a basis for deciding 
whether a game is suitable for younger children. This means that a game 
containing loot boxes may be rated the lowest possible PEGI 3, because 
their presence is irrelevant to that ‘age’ aspect of the age rating decision 
[72]. For context, in contrast, the German USK and Australian age rating 
systems are required by law to consider the presence of loot boxes and 
give games higher age ratings (e.g., ‘USK 12’ and ‘M’ or not recom
mended for under-15s) per § 10b(3) of the JuSchG and the Guidelines for 
the Classification of Computer Games 2023 (Cth), respectively [76,77].

As to compliance and enforcement, for games intended for physical 
release that were manually rated by PEGI, compliance is high, although 
isolated cases of mistakes were identified, where a game containing loot 
boxes were not declared as such by the game company causing PEGI to 
fail to label their presence as part of the age rating [72]. For digitally 
released games that were automatically rated through the IARC ques
tionnaire, compliance is much lower: 71% of 100 popular games with 
loot boxes were found to have failed to disclose their presence in their 
product listing page on the Google Play Store [72]. The identified mis
takes were corrected, but many other cases remain likely uncorrected 
[72]. Parents can more confidently rely on the in-game purchase-related 
information provided by PEGI for physically released games (e.g., on 
console platforms) than on the ratings of digitally released games (e.g., 
on mobile phone platforms).

Garrett et al. [64] found that the loot box presence warning label of 
‘In-Game Purchases (Includes Random Items)’ is poorly understood 
possibly because the label does not explicitly reference ‘loot boxes,’ 
‘gacha’ or similar terms that players and parents might be more familiar 
with. In addition, the current label fails to convey to consumers a suf
ficient level of potential harm, i.e., fails to deter consumers from 
participation as strongly as would be viewed as appropriate [64]. For 
comparison, a warning label that was considered for adoption (but ul
timately was not adopted) in the US state of Illinois was found to have, in 
comparison, overstated the potential harm of loot boxes [64].

UK consumers have also noted their dissatisfaction that neither PEGI 
nor any other system assesses the technical and entertainment quality of 
video games (e.g., whether a game is of satisfactory quality, in terms of 
not suffering from too many software bugs, and whether a game is 
sufficiently ‘fun,’ which would be subjective) and fails to advise players 
as to the total monetary cost that may be associated with playing online 
games [78]. The lack of such quality control means that potential 
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breaches of consumer law by video game companies are not monitored 
and more effectively deterred.

12.3. Consumer protection law

EU consumer protection law, such as the Unfair Commercial Prac
tices Directive 2005, prohibits companies from using certain practices 
that might harm consumers. Sax and Ausloos [79] analysed the popular 
video game Fortnite and argued that many aspects of the game are 
manipulative and may be in breach of consumer law, such as abusing 
psychological biases and irrational thinking. For example, the game 
gave the false impression that certain items are only available for a 
limited amount of time using a countdown timer, thus taking advantage 
of the player's fear of missing out (FoMO) and putting pressure on them 
to make an immediate and possibly impulsive purchase, even though the 
product would in fact be offered again for purchase later [80]. The Dutch 
consumer regulator has since taken enforcement actions against Fortnite 
by fining the company more than €1.1 million [81,82]. The company's 
appeal remains pending [83].

13. North America

13.1. Video game age rating system: generally

The Entertainment Software Rating Board (ESRB) is the industry self- 
regulator that provides age ratings for video games based on their 
content, e.g., the amount and intensity of violence and sexualisation 
[84]. The ESRB system is widely used in North America (i.e., the US, 
Canada, and Mexico) but is also informally used in other places around 
the world [72]. The eight content categories that are moderated (and 
arguably censored) are: substances; blood/gore; humor; violence; 
gambling; language; nudity; and sexuality. If an element falling within 
one of those aforementioned categories (e.g., ‘use of drugs’ or ‘partial 
nudity’) is present, a ‘content descriptor’ referencing that element will 
be attached to the game's age rating [14]. The five possible ratings are: E 
for ‘Everyone;’ E 10+ for ‘Everyone 10+’ (which was introduced a while 
after the others); T for ‘Teen’ or ages 13 and above; M for ‘Mature 17+;’ 
and AO for ‘Adults Only 18+’. The ESRB also highlights the presence of 
certain mechanics, although they do not affect the age rating: in-game 
purchases; in-game purchases including random items; user interac
tion; sharing location; and unrestricted internet [85]. The ESRB age 
ratings remain advisory only in the US after attempts to formally legalise 
them failed due to the court finding that such restrictions would infringe 
free speech [86,87], but some of its aspects (the higher age ratings) are 
legally enforceable in certain Canadian territories: for example, in 
Ontario based on the Film Content Information Act 2020. Similar to 
PEGI, in North America, the ESRB manually rates video games intended 
for physical release but only based on recordings of gameplay submitted 
by the company [14], whilst games that are released only digitally are 
automatically rated through the IARC system based on the questionnaire 
answers provided by game companies [72]. Again, the exception is that 
iOS games on the Apple App Store do not use the ESRB age ratings as 
Apple applies its own system [72,74].

About twenty years ago, Gray and Nikolakakos [88] examined two 
games in depth and found that the ESRB listed only very few content 
descriptors and thereby failed to identify all problematic content: for 
example, even though ‘mature sexual themes’ and ‘use of drugs’ were 
present in Grand Theft Auto games, they were not identified using the 
relevant content descriptor; instead, only ‘blood,’ ‘strong language,’ and 
‘violence’ were identified. These significant omissions and discrepancies 
may have been due to the ESRB making ‘manual’ age rating decisions 
based merely upon reviewing footage of the game that the company 
presented as representative (see [14]), and not by actually playing the 
game to identify potentially more hidden content [88]. Certain ‘socially 
questionable content,’ such as ethnic stereotyping and racism, which are 
also problematic and concerning to parents, is not specifically 

highlighted [88]. (In contrast, Europe's PEGI age rating system currently 
has a dedicated ‘Discrimination’ content descriptor designed to specif
ically address such issues [89], as compared to only based on a broad 
interpretation of ‘violence’ or ‘strong language’ under the ESRB system.) 
Gray and Nikolakakos [88] also cited the US Federal Trade Commis
sion's research indicating that 85% of underage children were able to 
access M-rated games. It is unknown whether more recent age rating 
decisions have become more accurate and comprehensive in terms of 
content descriptors.

Early research published in 2001 found that parents often disagreed 
with the age ratings given by the ESRB to video games [84]. Generally, 
parents thought that the ratings were too low, i.e., certain content that 
was rated as appropriate for a certain age group was deemed to have 
been inappropriate for that age group by parents. The 17+ (M for 
‘Mature’) and young children (E for ‘Everyone’) age ratings are gener
ally agreed with by parents, whilst the teen rating is controversial. 
Violence was the key area of disagreement. More than two decades have 
passed since then, so it is unclear whether those findings are still 
applicable today as the rating decisions may have improved and are now 
better calibrated with parents' expectations. In particular, it should be 
highlighted that the more middle ground ‘Everyone 10+’ age rating was 
added after Walsh and Gentile [84] conducted their study (see [86]), 
possibly alleviating some of the concerns raised.

Kutner et al. [86] conducted a survey asking both US parents and 
male children about, inter alia, their experience with the ESRB age rat
ings. Most parents were aware of them, and some reported using them to 
make decisions, which most often was to disallow all M-rated games. But 
parents often did not have a good understanding of what the ratings 
meant and what the differences between various ratings might have 
been. Male children reflected that their parents kept a closer eye on M- 
rated games and potentially removed access, but often only after those 
games have already been rented or purchased by the boys. They also 
reported gaining access to restricted games by visiting friends or rela
tives. Both parents and sons agreed that monitoring video game play and 
exposure to inappropriate content is difficult, with restricting access 
being the most common mediation strategy. Some parents watched 
gameplay to assess them, but very few boys reported their parents or 
adult relatives playing the games with any regularity.

Miller [87] retroactively assessed whether the implementation of the 
ESRB age rating system since 1994 may have been associated with a 
reduction of violent and sexualised content. Causation could not be 
proved, and the investigation was based on articles in video game 
magazines rather than actual gameplay. Results indicated that video 
games became significantly more violent from 1994 to 2004, so the 
implementation of the ESRB age rating system or rather the new threat 
of receiving a higher age rating (e.g., M) did not deter companies from 
implementing such content. In contrast, sexualised content did not in
crease as obviously. This suggests that the ESRB age rating system, be
sides informing consumers, may not be effective at reducing problematic 
content or preventing it from being created, which arguably is not its 
aim.

Assessment on whether North American young people and parents 
respect and adhere to ESRB age ratings remains lacking. Dogruel and 
Joeckel [14] found that a quarter of US adolescents self-reported playing 
games that were rated as not appropriate for them by the ESRB when 
asked to list their three favourite games, indicating a degree of non- 
compliance with age rating advice. Laczniak et al. [90] reported self- 
perceived use of the ESRB age rating system by parents is related to 
reduced video game play, reduced violent video gameplay, and even 
reduced negative behaviours in school. A different study by the same 
research group found that a parent's knowledge of the ESRB age rating 
system was related to how often they played video games with their 
child (‘co-playing’), which might help to reduce potential harms [91]. 
The research on PEGI age ratings discussed above is relevant due to the 
two systems' similarities (see [71,75]).
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13.2. Video game age rating system: in-game purchases specifically

Similar to PEGI, in North America, the ESRB draws the consumers' 
attention to the presence of in-game purchases and those involving 
randomisation, e.g., loot boxes, using the label ‘In-Game Purchases’ and 
‘In-Game Purchases (Includes Random Items),’ respectively. Games 
intended for physical release are manually rated by the ESRB, whilst 
digitally released games are rated through the IARC system, just like 
with PEGI in Europe.

As to compliance and enforcement, isolated cases of mistakes were 
also identified in relation to manual rating decisions made by the ESRB: 
this was likely caused by the video game company failing to disclose the 
presence of loot boxes to the ESRB, and the ESRB subsequently failing to 
notice their presence [72]. Because the IARC system, which includes 
both the ESRB and PEGI, applies globally in relation to many digital 
game distribution platforms, like the Google Play Store, Xiao's findings 
that many popular Android mobile games failed to disclose loot box 
presence on their product listing page is also applicable to North 
America [72].

14. Worldwide

14.1. Codes of conduct and safety features of platforms and games

Misconduct by players inside video games may cause mental health 
harms to young people playing those games: for example, the publishing 
of terrorist, violent extremist, and child exploitation content through 
video games [30]; cyberbullying; grooming; and sexting [31]. These are 
generally regulated and enforced through the codes of conduct of games 
and the platform rules of livestreaming platforms [92,93]. Research has 
identified that these rules are inconsistent [30,31]; phrased in inacces
sible language that players might struggle to understand [92]; and show 
social bias, e.g., against women [93]. A few games state in their privacy 
policies that in-game activities, such as chats, will be moderated either 
manually or automatically; however, insufficient detail about the pro
cess was provided [74]. Different platforms provided varying safety 
features, with only some providing parental controls, including monthly 
spending restrictions and screen time limits [31].

14.2. ‘Traditional’ crimes are committed in and through online games

It was reported as early as 2002 that crimes committed through or in 
relation to online games, including theft and fraud, were rapidly 
growing in Taiwan, China [32]. These were generally non-violent but 
were certainly capable of causing financial and mental health harms. 
Both victims and offenders tended to have been young men aged be
tween 15 and 25. Failure on the part of companies to retain relevant data 
and cooperate with authorities might make law enforcement difficult 
[74]. Game companies have attempted to regulate virtual items and 
economies in different ways, with the end user licensing agreement 
(EULA) between the player and the company taking different stances 
across various games [94]. In-game items being transferable between 
players means that those items consequently gain a real-world monetary 
value and thus become relevant to criminal activities. Some games 
prohibit in-game items from being sold to other players in exchange for 
real-world money, whilst others do not forbid it or even encourage it; 
however, even the games that prohibit trading in-game items for real- 
world money do not necessarily enforce those rules, rendering their 
legal status unclear [94].

14.3. Blurring of lines between video games and gambling

Broadly, it has been observed that video games are increasingly 
implementing gambling-like mechanics that cost real-world money. 
Simultaneously, certain gambling-like products (e.g., fantasy sports) 
purport to be based on skill in order to position themselves closer to 

skill-based games, rather than chance-based gambling. This blurring of 
lines between video games and gambling makes pre-existing gambling 
law that did not envision such developments difficult to apply and 
enforce, requiring these laws to be updated, until which time certain 
novel products may not be sufficiently regulated to ensure player pro
tection, particularly in relation to young people [28,95,96]. Players can, 
and many do, participate in illegal gambling by using in-game items as 
the stake because the virtual items from some games can be transferred 
between players [97].

14.4. Failure to enforce gambling law in relation to loot boxes in video 
games

Empirical reviews of product characteristics revealed that certain 
implementations of loot boxes in video games legally constitute 
‘gambling’ in many countries [96,98]. Specifically, these are the me
chanics that (i) cost real-world money to engage with; (ii) are rando
mised; and (iii) offer rewards that are transferable between players (i.e., 
can be sold to another in exchange for real-world money, thus possessing 
economic value). In contrast, video game mechanics that do not satisfy 
all three criteria are not regulable as gambling in most countries. Most 
loot boxes that the public is concerned about can escape scrutiny 
because they do not fulfil criterion (iii) above because the rewards ob
tained cannot be transferred between players.

Gambling regulators in various countries, particularly in Northern 
Europe, have published interpretations of the law affirming the above (e. 
g., [99]). However, they have generally not subsequently enforced the 
law. On the Steam platform for PC games, 35 games were identified as 
offering loot boxes that would constitute illegal gambling. These 
included some of the most popular games in the world with hundreds of 
thousands of concurrent players at any given time, such as Counter-Strike 
and Dota 2 [96].

15. Discussion

Several countries have adopted regulation (e.g., laws, industry self- 
regulations, and platform- and game-level rules) to address mental 
health concerns associated with video games. However, generally, the 
implementation of these measures has rarely been empirically assessed 
in terms of compliance by companies and efficacy at influencing con
sumer behaviour in the desired direction and protecting young people. 
Four main categories of regulation were identified.

Firstly, in terms of age rating systems, which have been widely 
adopted globally, research has identified benefits but also suggested that 
they might not be followed by a substantial number of parents and 
young people. Concerns have also been raised about the accuracy of 
those ratings.

Secondly, in terms of restrictions on video game playtime and certain 
specific mechanics, research generally suggests that these measures are 
ineffective because they can be easily circumvented. Some very limited 
positive changes have been found, but these were practically insignifi
cant; dissipated after some time; or even wholly disputed by other 
studies.

Thirdly, in terms of regulations dealing with in-game purchases 
involving randomisation (e.g., loot boxes) specifically, there has been 
significantly more policy research, in comparison to other regulations. 
However, the results generally indicate poor compliance and enforce
ment in many cases. The measures' efficacy has also either been untested 
or found to have been unsatisfactory. Many of these studies were led by 
one researcher, who also led this review, thus limiting the number of 
perspectives involved in this debate.

Fourthly, crimes and other problematic behaviours (that may not 
necessarily constitute crimes but would harm young people's mental 
health) can be committed in the online gaming context. However, pre- 
existing laws and enforcement regimes struggle to deal with these 
technological developments. The platform and game rules designed by 

L.Y. Xiao et al.                                                                                                                                                                                                                                  Comprehensive Psychiatry 148 (2026) 152713 

11 



companies also do not adequately assist because these are often unclear, 
inconsistent, inaccessible, or unenforced, thus rendering them 
ineffectual.

As to the effectiveness and costs of the current regulatory and policy 
frameworks, for example, we cannot comment with confidence as to the 
age rating system due to a lack of assessments: some families follow the 
guidance, whilst others do not. A cost-benefit analysis has never been 
conducted. Different countries' age rating systems also vary. The in
dustry tends to bear the costs associated with the age rating process and 
funds the overall operation. However, this also means that the design of 
the age rating system may be subject to industry influence and com
mercial pressure, e.g., what risky elements are highlighted (or not) and 
to what degree. The efficacy (or lack thereof) of the in-game purchase- 
and loot box-related measure adopted by the ESRB and PEGI may have 
arguably been curtailed due to industry conflicts of interest [64,72].

This type of potentially biased industry self-regulation gives rise to 
ethical concerns, particularly when heavily or even exclusively relied 
upon by governments to deal with public health concerns. The co- 
regulation approach in Germany and the government regulation 
approach in Australia, where the government retains (some) control 
over the age rating criteria, may be more advisable. Indeed, pending 
PEGI changes that will take effect only from June 2026, these are the 
only two jurisdictions in the world where a minimum age recommen
dation has been placed on loot boxes (12+ in Germany and 15+ in 
Australia), thus showing how more active government involvement 
might enable a more rapid and effective response, leading to better 
outcomes for child protection. More government intervention is neces
sary in the online gaming space to address various concerns, including 
better enforcement of existing laws and the adoption of new laws. 
However, this must be done cautiously and with due deference to both 
the psychological and policy-implementation evidence bases.

Five common barriers faced by various categories of online gaming 
regulations can be identified. Firstly, the imposition of some measures 
(e.g., strictly restricting gameplay time) was not necessarily supported 
by scientific evidence, meaning that, unsurprisingly, post- 
implementation evaluations revealed that they provided little to no 
practical benefit to young people. Secondly, some measures (e.g., age 
ratings, a loot box ban, gameplay time restrictions) could be (easily) 
circumvented by young people because they are either advisory only 
and not legally binding or due to a lack of robust age verification and 
enforcement. Thirdly, certain measures required multiple parties to 
collaborate to ensure proper implementation, but they have failed to 
consistently cooperate. For example, displaying a loot box presence 
label on an app store requires the video game company to declare it, the 
age rating organization to confirm it and police any non-disclosures, and 
the app store to publish it. However, any one party could render the 
measure ineffectual if they fail to do their part. Indeed, fourthly, parts of 
the industry, either by choice or due to a lack of awareness, have poorly 
implemented several measures or failed to implement them at all (e.g., 
the requirement to disclose the presence of loot boxes in advertising 
[63]), thus reducing their efficacy. Fifthly, globally, there has also been 
a lack of enforcement by regulators against the industry for failing to 
implement required measures and therefore not complying with regu
lations, so there were no repercussions for not following the law.

Looking ahead, the better enforcement of pre-existing gambling, 
consumer protection, and advertising laws can already provide more 
protection to young people. Consumer regulators in the EU and the 
advertising regulator in the UK, for example, have taken action to 
publish advice for companies as to how to better comply with regula
tions to ensure higher consumer protection [100–102]. Other countries' 
regulators are encouraged to similarly proactively address novel prob
lems and potential mental health harms posed by the online video 
gaming industry.

Governments are advised to fund more video game-related research 
if they are concerned about mental health problems associated with 
video games, because policymaking should be evidence-based. The UK 

Video Game Research Framework, which provides official government 
advice on how to conduct video game research, is an admirable proto
type, but it could be improved with earmarked research funding dedi
cated to key policy focus areas [103]. All countries would benefit from 
mutual cooperation and learning from each other's experiences. If one 
country adopted a certain rule, evidence as to the implementation of 
that rule in that country should be considered when making policy de
cisions in other countries. Good examples should be emulated, but 
mistakes must be avoided and not repeated.

16. Limitations

Although we used a systematic search strategy to identify relevant 
records, we did not strictly follow any systematic or scoping review 
protocols due to resource constraints. Our country-by-country summary 
is an alternative and arguably more practically useful method for 
reporting the results that can be more easily understood by policymakers 
and non-legally trained researchers, amongst others. Following estab
lished systematic or scoping review protocols (e.g., [104,105]), future 
studies should conduct quality assessments on the included empirical 
studies and otherwise identify and organise emerging topics and themes.

We cannot say that there is no policy dealing with either online video 
gaming or online gambling in the countries that have not been 
mentioned; however, we were unable to find any empirical assessments 
of the implementation of any such policies in the English academic 
literature. We can only conclude that there is a lack of relevant research, 
which might be partly due to the lack of any relevant policies in certain 
countries but may also be due to some countries not having as much 
research funding to support the empirical evaluation of policies that 
have indeed been adopted.

We took the descriptions of the policies mentioned in and evaluated 
by the scientific literature at face value and as read. It is possible that the 
description of a certain policy was inaccurate or even incorrect in the 
academic literature, as is known to have occurred in some previously 
published peer-reviewed works (e.g., [106], pp. 1–2; see [107], p. 119). 
We did not conduct independent legal research to verify whether the 
policies were correctly described or were updated since the original 
research was published due to research resource constraints, except that 
we did rely upon our pre-existing expertise and knowledge of the pol
icies in certain jurisdictions that we were already familiar with to ensure 
accuracy and completeness.

Our description of the regulatory position of certain jurisdictions (e. 
g., Vietnam) hinged on only one or two secondary sources authored by 
the same single researcher and without us having consulted the primary 
source (which has not been duly referenced or archived), which is not 
ideal. Those sections are generally less detailed and arguably less 
dependable than other sections (e.g., on China), that relied upon mul
tiple independent sources that corroborated each other. The publica
tions we reviewed often failed to identify and reference the specific 
policy document from which the policy being evaluated originated from 
(i.e., the primary source), making it difficult for other researchers like us 
to later verify the information. We would have had to conduct inde
pendent legal research, which would have been highly time-consuming 
and likely required foreign language and local research skills. Future 
research should ensure that any relevant policy document is properly 
referenced and ideally archived in a data deposit repository for public 
sharing without any access restrictions. Comprehensive reviews of 
relevant legislation and regulatory documents should also be conducted, 
following the example set by traditional gambling research [108].

17. Conclusions

Stakeholders are concerned about the potential harms online video 
gaming may cause to young people. Various policies have already been 
adopted in different countries. However, the compliance, enforcement, 
and efficacy of many video game regulatory measures remain entirely 
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untested and unknown. More research must be conducted, and gov
ernments should duly fund them to ensure evidence-based policymaking 
that respects the interests of all stakeholders, including young people 
and the industry. Certain older studies from, e.g., more than two decades 
ago, are informative, but they have not been conducted again to assess 
any subsequent changes, so it is difficult to justify heavily relying on 
them. Continued monitoring is recommended: after a rule has been 
adopted, various facets of its implementation should be regularly 
assessed. Rules that work well can always be improved, and rules that do 
not work must be reconsidered either for repeal or significant 
amendme>nts.
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