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Ferenc David:!

Ensuring Sustainability of Critical Infrastructures:
The Hungarian Legal Environment

Abstract:

The sustainability of critical infrastructures (CIs) is paramount in maintaining so-
cial stability and resilience, particularly in the face of emerging challenges. The ar-
ticle delves into the legal framework established in Hungary to safeguard Cls, en-
suring their sustainable operation and resilience. Hungary, like many other nations,
recognizes the significance of Cls in supporting essential services and econom-
ic activities. In accordance with the legal guidelines set by the European Union,
the Hungary has enacted comprehensive legislation and regulations to protect these
infrastructures from various risks and vulnerabilities. The Hungarian legal back-
ground on the identification, designation and protection of vital systems and facil-
ities serves as the cornerstone of this national framework, providing guidelines for
the identification, designation, and protection of Cls across sectors such as energy,
agriculture, healthcare, finance, information technologies, water, public security
protection, defence, transportation, and social insurance.

Keywords: critical infrastructure, resilience, sustainability

One of the primary objectives of Hungarian legislation is to enhance the resilience
of CIs against natural disasters, cyber-attacks, terrorist threats, and other disruptive
events. The law mandates the development of risk assessment methodologies and
contingency plans to mitigate potential hazards and ensure continuity of operations.
Additionally, it establishes collaboration mechanisms among government agencies,
private sector entities, and other stakeholders to coordinate efforts in safeguarding
CIs. The importance of international cooperation and alignment with European di-
rectives and regulations regarding CI protection has to be emphasized. Cross-border
collaboration enables the exchange of best practices, information sharing, and joint
response mechanisms to address transnational threats effectively. Hungary actively
participates in European initiatives and platforms aimed at enhancing the resilience
and sustainability of Cls at the regional and global levels.

' Technology Transfer Institute, Research fellow, Budapest, Hungary.
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Sustainability of CIs is a multifaceted challenge that requires a robust legal
framework, proactive measures, and collaboration among stakeholders. Hungary’s
legal approach to CI protection reflects a comprehensive strategy that encompasses
risk management, implicit sustainability principles, and cooperation. By adhering
to these principles and continually adapting to emerging threats and technologies,
Hungary aims to ensure the resilience and longevity of its CIs in the face of evolv-
ing challenges.

The identification, designation, and protection of critical infrastructure

Providing guidelines for the identification, designation, and protection of CIs across
sectors like energy, agriculture, healthcare, finance, information technologies, wa-
ter, public security protection, defence, transportation, and social insurance, the
Hungarian legal background on the identification, designation, and protection of
vital systems and facilities serves as the cornerstone of this national framework.
A nationally vital system element is identified through a designation process in sec-
tors like energy, transportation, healthcare facilities, digital infrastructure, banking
services, financial market infrastructures, drinking water supply and distribution
within sectors. The examination of the national system elements covers the analysis
and evaluation of risk factors threatening the continuity of services, the so-called
to meet sectoral and horizontal criteria, and to examine the possibility of designa-
tion as a basic service provider. Horizontal criteria are like criterion of economic-,
political-, social-, environmental impact, the criteria for losses, or defence criteria.
On the other hand, actors providing basic services are organizations or economic
actors that provide essential services in order to ensure the performance of vital
social and/or economic processes and functions, their services depend on electronic
information systems and a security incident affecting their services would cause a
significant disturbance in the service. These six basic services are energy, trans-
portation, healthcare institutions, digital infrastructure, banking services, financial
market information, drinking water supply and distribution. (Act, 2012)

As a result of the identification examination, a proposal is prepared for the desig-
nation of a system element as a national (or European) vital system element, which
is examined by the sectoral designating authority. If at least one sectoral or hori-
zontal criterion is met, the sectoral authority designates the vital system element or
service and orders its registration, and at the same time provides for the inclusion of
the operator in the list of actors providing basic services. During the procedure, a
specialized authority, the Ministry of Interior National Directorate General of Dis-
aster Prevention, the National Tax and Customs Office, the Constitution Protection
Office, the Counter-Terrorism Centre, the National Information Centre (as the gen-
eral Counter-Terrorism Information and Crime Analysis Centre’s legal successor),
the National Directorate General of Immigration, as well as the territorially compe-
tent government commissioner, the territorial environmental protection authority,
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the territorial water and water protection authority, and the territorial body of the
professional disaster prevention body investigate. (Bonnyai T., 2019) The register
containing the designated national system elements is not static, and the central
body of the disaster prevention agency — as the registration authority — checks the
completion of the conditions and requirements defined in the law within the frame-
work of a complex inspection of the designated national vital system elements every
five years. (Bonnyai T., 2019)

SELECTION (DESELECTION) PROCEDURE | DE

Figure 1: Process of the selection procedure

The identification of national critical (vital) infrastructures is based on risk
assessment. Based on the sector criteria, the operators should evaluate and rank
whether these comply with the sector criteria. The sectoral government regulations
listed above determine which operators are obliged to carry out identification. The
deadline for submitting identification reports is 180 days after the entry into force
of the relevant sectoral government decree. The submission is made to the sectoral
designating authority, which is named in the sectoral government decree for each
sector. After the submission, a procedure is started to examine the designation of
the given infrastructure as a national critical infrastructure. The official procedure
for examining the completion of the sectoral and horizontal criteria conducted by
the sectoral designating authority lasts 70 days. The sectoral proposing authori-
ty(ies) comment on the identification report, for which the law provides 30 days.
The sectoral proposing authorities send their proposals related to the risk analysis to
the competent appointing authority. Based on the opinion of the sectoral proposing
authority, the position of the specialized authority, and the professional examination
and opinion of the sectoral appointing authority, the procedure conducted according
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to the above ends with a decision, during which - if at least one sectoral and one
horizontal criterion is met - the Cls designated and will be registered. In other cases,
according to the same procedure, the designation may be revoked and deleted from
the register, the proposal for designation or revocation based on the designation
documentation may be rejected, or a deadline of up to 90 days may be set, and an
obligation to submit a new identification report in addition to indicating the discov-
ered errors and deficiencies. (Bognar B., Bonnyai T., 2019). Based on the opinion
of the sectoral recommending authority, the position statement of the specialized
authority, and the professional examination and opinion of the sectoral designating
authority, the procedure conducted as described above concludes with a decision, in
which the sectoral designating authority may make the following determinations.
Not only the designation and registration of critical infrastructure may take place
through this procedural process, but also the withdrawal of a previous designation
and removal from the register, as well as the rejection of proposals for designation
or withdrawal based on the designation documentation.

Improving the resilience of vital infrastructures against terrorism, cyberattacks,
natural disasters, and other disruptive occurrences is one of the main goals of Hun-
garian legislation. To reduce potential risks and guarantee business continuity, the
legislation requires the creation of risk assessment techniques and backup plans.
It also creates channels for cooperation between public and private sector organ-
izations, as well as other interested parties, to coordinate efforts to protect vital
infrastructures. (Nazarova et al., 2024) The significance of global collaboration and
adherence to European rules and legislation for the safeguarding of vital infrastruc-
ture must be emphasized. To effectively address transnational risks, cross-border
collaboration facilitates the sharing of information, the exchange of best practices,
and coordinated response procedures. Hungary is an active participant in European
platforms and projects that work to improve the sustainability and resilience of vital
infrastructures on a regional and global scale. Integrating sustainability measures
is a difficulty for critical infrastructure. Therefore, it would need a legally support-
ed governance procedure that guarantees an asset, which is a component of the
essential infrastructure, has been built, renovated, or is being used in a way that
addresses the range of relevant environmental, social, and governance concerns.
But some say that behaviour, both individual and social, is mostly influenced by
cultural norms rather than legal requirements. (Stapledon, 2011) Governments are
in the position of establishing the legal and environmental frameworks necessary to
regulate infrastructure investments, as well as of promoting sustainability measures
for important infrastructure projects. Thus, strong national regulatory frameworks
and local and national resilience plans can be effective tools. (Panda et al., 2020) It
has been important finding that the Hungarian legal background on Cls does not
contain any reference to sustainability, but on the other hand, it is a well-functioning
adaptive system ready to be reformed. Working together with the private sector is
not accomplished in the usual way. To ensure that all pertinent parties are involved
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in the sustainability of CI protection, specific settings are developed, such as work-
ing groups, public-private partnerships, and in some cases even through legal pro-
cedure. (ENISA 2015)

Emerging challenges and sustainable resilience

Maintaining social stability and resilience depends critically on the sustainability
of key infrastructures, especially in the face of new threats. Hungary’s security
environment is influenced by the unique characteristics and evolving trends of Eu-
ropean security. These days, the enforcement of dependable international security,
the increasingly pervasive realities of globalization and the information age, the
more equitable realization of human rights and dignity are among the causes influ-
encing its development. Consequently, the security of humanity is determined by
several interrelated global concerns, the most significant of which is the environ-
mental sustainability issue, which is becoming more and more serious and slowly
irreversible. Complex, comprehensive, and integrated security creation and main-
tenance are societal tasks that place distinct demands and duties on every member
of society. (Amorim et al., 2022) But society’s members need to be ready for this,
and that readiness needs to extend to building infrastructure and the built environ-
ment’s long-term resilience. (Vamosi, 2019) If neglected, CIs can undermine the
intended public utility by having severe negative effects on sustainability. While
much thought goes into creating a vital infrastructure with a small footprint, after a
facility is up and running, little thought is given to assessing how CI interacts with
the national infrastructure or its surroundings. Inadequate upkeep of sustainabili-
ty performance can result in irreparable damages when the detrimental effects of
infrastructures build up over time. (Tafazzoli, 2019) This is the point at which the
relationship between security, resilience, and sustainability is demonstrated in rela-
tion to critical infrastructure. Resilience has been successful in introducing a fresh
viewpoint to security discourses by starting from the underlying instability and the
source of uncertainty rather than the traditional probabilistic worldview. (Heino et
al., 2019) Due to the above, the aim and the structure of the article is twofold. On the
one hand, it wants to present the robust national legal background of the Hungarian
CI system. On the other hand, it is fundamental that it is necessary to strengthen
the resilience against emerging challenges in order for the system itself to become
sustainable, for which the article formulates recommendations.

We shall highlight that disruptive technological solutions like using digital twins
simulations, artificial intelligence may support resilience of Cls against threats and
challenges like cyberattacks, atmospheric phenomena, climate change, technical
failures, hybrid threats, interdependence of Cls etc. Digital twins are transforming
how we manage and protect CIs, making them more adaptive and robust in the face
of various challenges. Virtual models that replicate physical systems, allowing for
real-time monitoring and analysis. This technology can significantly enhance the
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sustainability and resilience of Cls by enabling predictive maintenance, optimizing
resource use, and improving response strategies to potential disruptions. (De Felice
et al., 2022) (Vieira et al. 2022) Digital twins are transforming how we manage and
protect Cls, making them more adaptive and robust in the face of various challeng-
es. Providing a real-time digital replica of physical assets, allowing for continuous
monitoring of CI conditions and helps in identifying issues before they become
critical. By analysing data from the digital twin, predictive maintenance can be per-
formed, which means potential failures can be anticipated and addressed proactive-
ly, reducing downtime and extending the lifespan of CI components. In the event
of natural disasters or other emergencies, digital twins can simulate the impact on
infrastructure and help in planning effective response strategies (see as: improves
resilience and recovery times, while during the design and planning phases of CI
projects, digital twins can be used to test and refine designs). This ensures that new
infrastructure is built to be as sustainable and resilient as possible from the outset.
The data collected and analysed through digital twins can be used to continuously
improve infrastructure operations and management practices, leading to long-term
sustainability and resilience. (Vieira et al., 2022) (Rathnayaka et al., 2022)

CI and legal background

The article explores the legislative framework that was put in place in Hungary to
protect vital infrastructures and guarantee their resilience and long-term viability.
Like many other countries, Hungary understands how important CIs are to the pro-
vision of basic services and to the support of economic activity. To safeguard these
infrastructures from a range of threats and weaknesses, Hungary has passed ex-
tensive laws and regulations that conform to the legal standards established by the
European Union. The complicated challenge of CI sustainability calls for proactive
initiatives, strong legal frameworks, and stakeholder participation. Hungary’s legal
framework for safeguarding CI represents a thorough approach that includes col-
laboration, risk management, and implicit sustainability concepts. Hungary seeks
to guarantee the resilience and durability of its vital infrastructures in the face of
changing challenges by upholding these values and continuously adapting to new
threats and technology.

Europe has released a program to secure its key infrastructure. The Commission
issued Communication 702 of 2004 in response to the European Council’s June
2004 decision, which called for the development of a plan to defend vital infrastruc-
tures within Union territory against potential terrorist attacks. The Commission’s
efforts resulted in the 2008 adoption of Directive 2008/114/EC, which serves as the
foundation for current EU legislation pertaining to CIs. “An element, system, or
part thereof located in the Member States which is essential for the maintenance of
the vital functions of society, the health, safety, and economic and social well-being
of citizens and whose damage or destruction would have a significant impact in a
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Member State due to the impossibility of maintaining those functions” is how the
directive defines a critical infrastructure. (Directive, 2008) The Directive seeks to
create a procedure for the European Union to identify and classify European CI and
to devise a strategy to strengthen their security. To achieve this, member states of
the European Union are required to apply both sector-specific criteria unique to the
kind of European CI and cross-cutting factors, such as potential losses, economic
consequences, and effects on residents. Naturally, nations who are members of the
European Union periodically assess the designation and identification of European
CIs. (Coppolino et al., 2022) (De Felice et al., 2022)

The Directive seeks to create a procedure for the European Union to identify
and classify European CI and to devise a strategy to strengthen their security. In
order to achieve this, member states of the European Union are required to apply
both sector-specific criteria unique to the kind of European CI and cross-cutting
factors, such as potential losses, economic consequences, and effects on residents.
Naturally, nations who are members of the European Union periodically assess the
designation and identification of European Cls. Both directly and indirectly, infra-
structure affects how well the sustainable development goals (SDGs) are achieved.
Concerns about the sustainability, dependability, and safety of Cls are global in
scope and call for an international response. As a result, a number of strategies and
procedures have been created to guarantee Cls, considering various factors like
human error, maintenance guidelines, energy, water supply, healthcare safety, and
emergency transportation in the event of a disaster. (De Felice et al., 2022)

The buildings, resources, networks, and systems that support the services es-
sential to our way of life are considered critical infrastructure. CI offers key sup-
port and essential services for economic success, national security, and the efficient
functioning and inclusion of communities. These services range from the delivery
of energy and water to information and communication services, from healthcare to
transportation. These intricate, interrelated, and interdependent networks serve as
the basis for modern sustainable development. (Popovski 2023) (Clifford, 2019) De-
veloping a definition of essential infrastructure for Hungary was a top priority, fol-
lowing the EU mandate on the identification and designation of CIs. The concept’s
content gradually grows as one moves from the supranational level to national in-
dependence, making the definition more and more accurate and comprehensible.
Several definitions were named during the process of harmonizing nation’s laws.
These were initially listed in the Hungarian Green Book, and then again in Acts
CLXVTI of 2012 on the identification, designation, and protection of vital systems
and facilities, and CXXVIII of 2011 on the amendment of certain laws related to
disaster protection. The Hungarian interpretation of CI is most accurately described
by the national Green Book: “CI is defined as those networks, resources, services,
products, physical or information technology systems, equipment, devices and their
constituent parts, the malfunctioning or disruption of which its loss or destruction,
directly or indirectly, temporarily or in the long term, may have a serious impact on
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the economic and social well-being of citizens, public health, public safety, nation-
al security, the functioning of the national economy and the government”. (Green
Book, 2008) (Bonnyai, 2019) (Nazarova et al., 2024)

In line with European Community-level regulations and expectations, the legal
background for the protection of CI in Hungary is provided by an act on the iden-
tification, designation and protection of vital systems and facilities, a government
decree on its implementation and further sectoral sub-legislation. It is a preliminary
finding that the Hungarian substantive law on CI does not contain any reference to
sustainability but is an integral part of a system that is flexible and sustainable in
the face of challenges. The relevant legal background broadly regulates the system
elements of the national CI in a hierarchical system.

Table 1: Statutory and sectoral legislative level in Hungary

European Union level

Council Directive 2008/114/EC

on the identification and designation of European Cls and
the assessment of the need to improve their protection;

Directive (EU) 2016/1148

concerning measures for a high common level of security of
network and information systems across the Union;

National legislative level 1.

Act CLXVI 0f 2012

on the identification, designation, and protection of vital systems
and facilities;

GD 65/2013. (II1. 8.)

on the implementation of the Act CLXVI of 2012;

National legislative level II. — Government Decrees (GD)

GD 374/2020. (VIL. 30.)

on the identification, designation and protection of vital energy
systems and facilities;

GD 540/2013. (XII. 30.)

on the identification, designation and protection of vital agricultural
system elements and facilities;

GD 246/2015. (IX. 8.)

on the identification, designation and protection of vital health
systems and facilities;

GD 330/2015. (XI. 10.)

on the identification, designation and protection of vital systems
and facilities belonging to the financial sector;

GD 249/2017. (IX. 5.)

related to the info-communication technologies sector on
the identification, designation and protection of vital systems
and facilities;

GD 541/2013. (XII. 30.)

on the identification, designation and protection of vital water
management system elements and water facilities and facilities;

GD 512/2013 (XII. 29.)

on the identification, designation and protection of vital systems
and facilities of certain law enforcement agencies;

GD 359/2015. (XII. 2.)

on the identification, designation and protection of vital national
defence system elements and facilities;

GD 161/2019. (VIL 4.)

on the identification, designation and protection of vital transport
systems and facilities;

[Ed]
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Conclusions

The sustainability of vital infrastructures is essential to preserving societal resilience
and stability, particularly in the face of emerging challenges. The article explored the
legislative framework that was put in place in Hungary to protect vital infrastructures
and guarantee their resilience and long-term viability. Like many other countries,
Hungary understands how important Cls are to the provision of basic services and
to the support of economic activity. To safeguard these infrastructures from a range
of threats and weaknesses, Hungary has passed extensive laws and regulations that
conform to the legal standards established by the European Union. The Hungarian
legal background on the identification, designation, and protection of vital systems
and facilities serves as the cornerstone of this national framework, offering guidelines
for the identification, designation, and protection of Cls across sectors like energy,
agriculture, healthcare, finance, information technologies, water, public security pro-
tection, defence, transportation, and social insurance. One of the primary objectives
of Hungarian legislation is to increase the resilience of CIs against terrorism, cyber-
attacks, natural disasters, and other disruptive events. The law mandates that risk as-
sessment methods and backup plans be developed in order to lower potential hazards
and ensure company continuity. Additionally, it establishes opportunities for collabo-
ration between entities in the public and private sectors and other relevant stakehold-
ers to synchronize endeavours aimed at safeguarding essential infrastructures. For the
protection of critical infrastructure, it is imperative that international cooperation and
compliance with European regulations and laws be stressed. Cross-border collabora-
tion enables information sharing, best practice exchange, and coordinated response
procedures to effectively handle transnational hazards. In order to increase the sus-
tainability and resilience of essential infrastructures on a regional and global level,
Hungary actively participates in European platforms and projects. Proactive meas-
ures, robust legislative frameworks, and stakeholder participation are necessary to
address the complex issue of CI sustainability. The comprehensive strategy that incor-
porates risk management, cooperation, and implicit sustainability concepts is exem-
plified by Hungary’s legal framework for protecting vital infrastructure. By keeping
these ideals and continually adjusting to new threats and technological advancements,
Hungary aims to ensure the resilience and durability of its essential infrastructures in
the face of rising difficulties.
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